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Scope

This document presents results of installation, configuration, and operations testing of VPN
components with the Vodafone Mobile Connect service. The document is not intended to
be a tutorial on VPN concepts nor does it supersede or replace the vendor’'s
documentation. The reader is referred to the VPN vendor for definitive guidance on the
proper and recommended use of their product. While Vodafone Group has taken care to
ensure that the information contained herein is accurate, no responsibility can be accepted
for errors, omissions, or inaccuracies.

Document History

Version Date Reason

Initial release using GPRS network. Client

1.0 October 2003 documentation included in main document.

Creation of separate document for client
2.0 May 2006 configuration. Update to new versions of VPN
software and focus on 3G network performance.

3.0 May 2007 Editorial changes, R9 references

File Reference
VPN_SonicWall_TZ_170W_Appendix_B_Client v3
Document Authors

Joerg Pfeffer, TECON Terenci

Document Distribution

Public via websites of Vodafone, its Affiliates, and its Partner Networks

© Vodafone Group 2007.

Other than as permitted by law, no part of this document may be reproduced, adapted, or
distributed, in any form or by any means, without the prior written consent of Vodafone
Group Plc.
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1 Executive summary

This Appendix B is in addition to the detailed document for SonicWALL Global VPN Client
and describes the set up process in a detailed way with example screen shots taken from
the initial processes. It is a companion guide to ‘VPN - SonicWALL_TZ 170
W_5GT_Appendix_A_Concentrator.doc’ and the overview document for the SonicWALL
VPN solutions.

e Initial installation of the client software is reviewed.
e Configuration of the VPN client using sample parameters is illustrated.

e The default configuration for the client is to start up manually. Options for automatic
start-up are presented.

e Asthe VPN client runs as a system utility, no special integration with Vodafone Mobile
Connect software is available

e Connections to corporate applications and file servers are shown
e Logging of connection status is illustrated.

Further information is available from the vendor documentation and website
www.sonicwall.com.
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2 VPN Client Installation and Configuration

The Global VPN Client can be installed on a Windows Workstation. To install the Software
a user needs Administrator rights on the local machine. This client can be used to
establish a VPN connection to the SonicWALL TZ 170 W firewall/VPN appliance. Other
VPN Clients have to be de-installed.

The Global VPN Client uses the “Deterministic Network Extender” (DNE) Package of
Deterministic Networks, Inc.

2.1 Test Environment

The following components were used in this evaluation:
— Windows 2000 Professional (with Service Pack 3)
—  SonicWALL TZ 170 W gateway running Sonic OS 3.1.0
— SonicWALL Global VPN Client 3.1.0.556

Of course, newer versions of the components may be available with differing capabilities

or a different interface. However, the general principles of configuration and settings
illustrated here are likely to still be relevant and valid.

2.2 VPN Client System requirements
Verify that your computer meets these requirements:
e A single, Pentium®-class processor or its equivalent.

¢ One of the following operating systems:
—  Microsoft® Windows 98 (second edition)
—  Windows ME
— Windows NT 4.0 (with Service Pack 6, or higher)
— Windows 2000 Professional (with Service Pack 3, or higher)

— Windows XP Professional or Home Edition or Tablet PC edition

e A SonicWALL gateway running firmware version 6.4.2.0 (or higher), SonicOS 1.0.0.0
(or higher), SonicOS Standard 2.0.0.0 (or higher), or SonicOS Enhanced 2.0.0.0 (or
higher) and configured for SonicWALL GroupVPN.

e Toinstall the VPN Client:

— CD-ROM drive, network drive or web site

— Administrator privileges if installing on Windows NT or Windows 2000
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e To use the VPN Client:

— Direct network connection (cable, WLAN or DSL modem and network adapter/interface card)
— Internal or external modem
— PPPoE drivers if DSL is used

e To connect using a digital certificate for authentication:
— Addigital certificate signed by a Certificate Authority (CA) installed on your PC

2.3 VPN Client installation

Run the installation program according to the directions given by the program. Following
slides shows the Global VPN Client 3.1.0.556 Installation :

At the “Setup” window click “Next >”, until the License Agreement appears.

TrstallGhizd I <Back [Hed> Cancel TnstaliCHizld [ <Back (Neat> | Caneel
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Follow the screens for “License Agreement” and “Setup Type and Destination and
Program Folders” and install the Global VPN Client.

License Agreement

P d ]

SOFTWARE LICENSE AGREEMENT FOR SOMICWALL GLOBAL VPN CLIENT

SOFTWARE LICENSE AGREEMENT

This Software License Agreement [SLA) iz a legal agreement between you and Soniciw/aLL,
Inc. [SonicwaLL] for the SonicwaLL software product identified above, which includes
computer software and any and all associated media, printed materials, and online or
electronic documentation [SOFTWARE PRODUCT). By opening the sealed package(s).
inztalling, or otherwize uging the SOFTWARE PRODUCT, you agree to be bound by the terms
of thiz SLA. I you do not agree to the terms of this 5LA, do not open the sealed package(s).
inztall ar use the SOFTWARE PRODUCT . *'ou may however return the unopened
SOFTWARE PRODUCT to pour place of purchase for a full refund.

a The SOFT'WARE PRODUCT is protected by copyright laws and international
copyright treaties, as well as by other intellectual property laws and treaties. The SOFTWARE
PRODUCT is licensed, not sold.

Title to the SOFTWARE PRODUCT licensed to you and all copies thereof are
retalned by Sonic'wALL or third parties fram whom SonicALL has obtained a licensing right.
'f'ou acknowledge and agree that all right. title, and interest in and to the SOFTWARE
PRODULCT, including all azsociated intellectual property rights. are and shall remain with LI

Install 5 < Back H MNext > l\[ Caneel

Choose Destination Location
vl install e

Cancel

Installchie | <Bask (o> i Cancel nstallCHe [ e 0

Setup Status

SenicWALL Global VPN Client Setup Complete

[ < Back | Fiih
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The Client is automatically started and is displayed in the system tray.

2.4 Configuring a new Client connection

When started for the first time, the New Connection Wizard is initiated. Here, the basic
data of the gateway is configured; the residual setup is acquired from the SonicWALL
device after authentication. To complete the configuration, it is recommended to have a
working connection to the internet.

New Connection Wizard ) x|

Welcome to the New Connection

g YWizard

Thiz wizard will quide you through the process of adding a
new cohnection ta pour configuration.

To continue, click Mext,

< Back I Memt » {! Cancel
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In this case, we want to establish a Remote Access Connection, therefore select the
“Remote Access” radio button and click “Next >”.

MNew Connection Wizard B x|

Choosze Scenario
Tao add a new connection vou must choose the scenano that best fitz how wou will

be uging thiz connection.

" Remote Access Wiews Scenario

Choose this scenario if you want to secure access to a remote firewall. The most
common uge of this scenano iz when you are at home or on the road and want to
access the corporate nebwork.

" Oifice Gateway Yiew Scenario

Chooze thiz scenario if you want to secure access to alocal firewall. The most
comman uze of this scenario is for secuning a wireless connection to a SonicWALL
SOHO T2w

To continue, click Mext.

< Back I Ne:-:t>i I Cancel |

In the next screen, enter the FQDN or the IP address of the gateway and a descriptive
name for this connection.

New Connection Wizard B x|

Remote Access
To uze the remote acces: scenana, specify the gateway's damain name or [P

addresz.

Specify the domain name or |P addrezs of the zecurnty gateway.

IP &ddress or Domain Mame: I'I 45.253.85.186

“ou may alzo gpecify a name for thiz connection,

Connection Mame: |Terenci RTO

To continue, click Mext.

< Back I Memt » ﬂ Cancel
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If desired, a shortcut can be put on the desktop to easily access the connection.

MNew Connection Wizard i x|

Completing the New Connection
Wizard
Y'our new connection iz ready to be added to your

configuration. You can get the following options for this new
connechon;

W' Create a desktop shortcut for this conhection

[ Enable this connection when the program is launched

To complete thiz wizard, click Finish.

< Back I Finizh &! Cancel |

After clicking “Finish”, the new connection is visible in the VPN client’s main window.

<5 SonicWALL Global ¥PN Client . o =] 3]

File Wiew Help

5 AR XEE G0

Name 4| Peer | Status

Far Help, press F1 4

© VODAFONE GROUP 2007 Page 10 of 19

Revision 3.0



VPN Client Configuration —

SonicWALL Global VPN ‘

vodafone

2.5 Logging on the client

There are some additional options which can be modified depending on the desired work
flow. Further logging can be set up. From the menu bar, select “View > Options...”.

options x|
General | Logging |

Specify general settings that contral how this progran
=~ | behaves,

[~ Start this program when | log in

v “warm me befare enabling a connection that will black my
Internet traffic

[~ Remember the last window state [closed or open] the nest time
the program iz started

When closing the connections windows:
" Minimize the window [restare it from the task bar)
' Hide the window [re-open it from the kay icon)

v Show the notification when | hide the connections

window
ak r_\‘ I Cancel | Help |

Logging can be enabled for different aspects of the VPN connection. Depending on the
requirement of the user, logging can be enabled or disabled for

® |[SAKMP (IKE) information
® Dead Peer Detection telegrams

® NAT keep alive packets
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options x|

General Legaing |

E]"? Specify settings For logaging.

ki aximum number of log mezzages to keep:
1000 [0 means o masimnunm)

W LogISakMP header infarmation
¥ Log dead peer detection packets
W LogMAT keep-alive packets

¥ Enable automatic logging of messages to a file

Setlings. .. |

Ok é! Cancel | Help |

The log can be captured to a file. Enter file name and select behaviour when the size limit
is reached.

Auto-Logging | il

g Specify settings for auto-logging messages ko a file,

E nter the name of the auto-lag file:
[ hdownloadhSonictwhalL-Log, bt J

Wiew Auto-Log File... |

v Dverwiite existing file when auto-logging starts

¥ Set size limit on auta-log file

k aximum auto-lag file zize: I1 IMB j

YWhen auto-log zize limit iz reached: ID'-.-'E[W[itE auta-lag file j

]S i ! Cancel |
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3 Configuring VMC Software for VPN Usage

The SonicWALL VPN client is installed as a system utility and runs transparently whenever
the computer is started. The client is accessed via the icon in the Windows Notification
Area (System Tray). As the client is always running, there is no need (and it is not
possible) to configure the VPN button in the Vodafone Mobile Connect software to launch
the client.

3.1 Establish the connection (VMC R9)

The new R9 of Vodafone Mobile Connect software offers the same features as earlier
versions but with a different user interface.

With a SIM card inserted into your datacard (or USB modem), to establish a connection:
1. Inthe main view, use the Connect button, or

@ VYodafone Mobile Connect g@
File  Wiew  Settings  Tools  Help
Mobile Connect Mobile Connections
Q Main View ¥Yodafone UK 3G il Connect
(€]
g\é Manage 4
W% Connections 1

; iew Usage
EEJ Ianage Devices

Other Programs

[=5 Vodafone S5
€& ven
& Internat
Q Explorer
e Firefos

vodafone

2. In the mini-view, use the Connect button, or

¥ Yodafone UK 3G -llll DDD |

:

3. From the Windows Notification Area (system tray), right-click and select Connect.

C]

Open Yodafone Mobile Cannect
A4 Connect

Wiew Usage

Manage Devices

Open SM5

@G &

Inkernet Explorer

Firefox

= Exit Yodafone Mobile Connect

e g 2082 OB B 135
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3.2 Establish the connection (VMC R7 and earlier)

Note: The following steps apply to the legacy version of Vodafone Mobile Connect
software R7 and earlier.

0 Yodafone Mobile Connect - 3G Preferred merlin U630 !EIE

File “iew Toolz Help
DISCOMNMECT

' 20 & N
Mobile | SkS Web Ugzage  Find Hotzpot  Support

0 vdaion |

|Comnected to 3G network |@ 00:01:02 | Obps ¥ Obps
|_anll 3G [Wodafone DE [ |

e First you need to build up a connection using your VMC. Insert SIM and PCMCIA card
and open the Vodafone Mobile Connect application.

e Press the Mobile button in the CONNECT/DISCONNECT area of the toolbar
3.3 Establish the VPN

After you build up your preferred connection, the Global VPN Client is able to connect to
the remote gateway automatically. Make sure that the Global VPN Client is running in the
system tray.

Optionally, the VPN connection can be forced to start by right-clicking the Icon in the
system tray and select “Enable... > <VPN Connection Name>".

Open SonicWALL Global ¥PM Client

| Enable
Disable b

|f Open Log Viewer
@ Open Certificate Manager

Exit
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When the Phase 1 key exchange is executed by the client, the XAUTH setup will ensure
that the user name and password is requested. On entering a correct username and
password, the key exchange will be completed.

x
Enter Username / Password
;:isssfveoer,rd.requires that vou log in with a username and j‘r} VPN Connection Established E‘
Please enter your usermname and password assigned ta you by Connection Mame: Terenci RTC
your retwark administrator, Connected To: 145,253,585, 186

U semame: I\"Dn- uzerl

Password: i

a :
\‘) The peer does not allow saving of username and password

ak Cancel
b
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4 Usage & Configuration Options
4.1 Configuring the VPN Client to start automatically

Two steps have to be executed to start the client with the Windows startup.
¢ In the connection properties, “General” tab, select “Enable this connection when the
program is launched”

Terenci RTC Propetties ] x|

General | UserAuthenticationI Peers | Statusl

ﬁ n Specify general settings for this connection.

Marne: ITerenci RTC

D escription:

— Attributes
Other hraffic allowed: Enabled
Default traffic tunneled to peer: Dizabled
Usze wirtual IP address: Dizabled

¥ Enable this connection when the program iz launched

v Automatically reconnect when an sror ooours
[ Automatically reconnect when waking from sleep or hibemation
[~ Execute domain lngon script when connection is established

[ Bun the following command when connection is established:

| |

ok Cahcel Apply | Help |
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¢ Inthe VPN client options, Menu bar “View > Options...”, check “Start this program

when | log in”.

General I nggmg I

.|.

e

specify general settings that control how this program

behaves,

W Start thiz program when | log in

¥ “Wam me before enabling a connection that will black my
Internet traffic

™ Remember the last window state [closed or open) the next time

the program iz started

When clozing the connections window:

= Minimize the window [restore it from the tazk bar]

*' Hide the window [re-open it from the tray icon)

windo

[ Show the notification when | hide the cornections

]S

Canicel Help

4.2 Keepalive Frequency

When NAT-Traversal is activated, as is necessary with the GPRS and 3G services in most
countries, the Keepalive packet frequency defaults to 20 seconds. This will cause a
comparatively high administrative traffic volume. A Keepalive packet frequency (set on the

concentrator) to 30 to 60 seconds is fully sufficient.

4.3 Connection Status

The status of the VPN connection can be seen in the main window of the client application
and further details are available from the ‘Status’ tab:
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5 Connections to Different Services

You can connect to all services via the VPN tunnel; you can connect to if you are in your
local LAN.

Of course, an internet connection must be established and the VPN Client has to be
started. If these requirements are fulfilled you can use all applications.

5.1 Connect to MS Exchange mail server / Outlook

Due to time-outs and other problems with the VPN tunnel, sometimes you have to repeat
the connection procedure. The dialog boxes (displayed below) will appear. Click Retry till
you get a connection to the Exchange Server.

Connecting To Microsoft Exchange Server

‘Your Microsoft Exchange Server is unavailable.

&etry | WorkOFFIine‘ Cancel |

After connecting successfully to the Exchange Server, you can use MS Outlook like you
are connected to your local LAN

& Inbox - Microsoft Outlook E@@

fle Edt Wiew Favorites Tools @ctions  Help

Fitew - & DY X GoReply fReplyto Al 4 Formard ' SendfReceive  H0Find iy - o

kel

Outlook Shortcuts || Folder List x
= & Outiook Taday - [Mailbox - Grzesica, Min S ]
3 Calendar
2 Contacts
Outiook Today (3 Delsted Ttems
& Drafts

Mi 20.08.2003 1.
Mi20,08,2003 L., 7256

&

Mi20,08,2003 L., 756 B
Mi20,08,2003 1., 7256
Mi20,08,2003 L., 7946

RS
oo

uuuuu

<F3 Quthox

531 sent Items.

T Tasks
- () Public Felders %

D

o

o)
T
g

®

n

a@;
Lo

4
&
w
=

From:  Greesica, Mirnslan
ubject: test7? Cci  Grzesica, Miraslar

z

i

o
g

My Shorkcuts
Other Shartcuts | | ¢ ES

6 Items

5.2 Connect to file server

Once a VPN connection is established, you have to map a shared network folder on the
file server in the LAN.
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The user connecting to the shared network folder must have the permissions (in the local
LAN) to connect to this folder.

Map Network Drive E|

‘Windows can help you connect to a shared network Falder

and assign a drive letter to the connection so that you can
.\‘ access the folder using My Computer,
__—=
s ]

Specify the drive letter for the connection and the Folder
that you want ko connect ko:

Drive: EZ: v |

Folder: | itlex01imiroslavg vl | Browse...

Example: \iserverishare

[Creconnect &t logon

Connect using a different user name., Map Network Drive

Sign up for online storage o connect ko a
network server. Attempting to connect ba Yitlex01\miroslawg.

TN

After the connection to the file server via VPN is established, the user is able to transfer
files between the file server and the local machine like he is connected to the local LAN.

% miroslaw$ on tlex01" (Z:)

Copying...

g~ =
PROPLUS.MSI
From 'OfficexP' ta 'C:Y

1
{ 4| Cancel

*** End of Document ***
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