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Scope

This document presents results of installation, configuration, and operations testing of VPN
components with the Vodafone Mobile Connect service. The document is not intended to
be a tutorial on VPN concepts nor does it supersede or replace the vendor’'s
documentation. The reader is referred to the VPN vendor for definitive guidance on the
proper and recommended use of their product. While Vodafone Group has taken care to
ensure that the information contained herein is accurate, no responsibility can be accepted
for errors, omissions, or inaccuracies.

Document History

Version Date Reason

Initial release using GPRS network. Client

1.0 October 2003 documentation included in main document.

Creation of separate document for client
2.0 June 2006 configuration. Update to new versions of VPN
software and focus on 3G network performance.

3.0 May 2007 Minor changes & R9 review

File Reference
VPN_Netgear FVS318_App A.doc

Document Authors

Peter Jaeger, TECON Terenci
Miroslaw Grzesica, TECON Terenci
Joerg Pfeffer, TECON Terenci

Document Distribution
Public via websites of Vodafone, its Affiliates, and its Partner Networks

© Vodafone Group 2007.

Other than as permitted by law, no part of this document may be reproduced, adapted, or
distributed, in any form or by any means, without the prior written consent of Vodafone
Group Plc.

© VODAFONE GROUP 2007 Page 2 of 27

Revision 3.0



VPN Concentrator

SonicWall TZ170 W ‘

vodafone
Contents
1 EXECULIVE SUMMIAIY ...t e e e e e e e e e e s eeeaaeeeas 4
2 TZ170 W appliance Installation and Configuration (Version 3.1.0) ........oooiiiiiiieennnnn. 5
2.1 INIHIAl SEIUP e 5
2.2 SEUP WIZAI ..o 5
2.3 Configuration of ROULING ...ceveeiiiiiiiiiiiieeee e 12
2.4 Configuration Of VPN ... 13
2.5 Configuration of DHCP over VPN .......oooiiiiiieeee e 18
2.6 Advanced Configuration...........oooeueiiiiiiiii e 22
K T o o o[ o [PPSR 27
© VODAFONE GROUP 2007 Page 3 of 27

Revision 3.0



VPN Concentrator

SonicWall TZ170 W ‘

vodafone

1 Executive Summary

This Appendix is in addition to the overview document for SonicWall TZ 170 VPN system
and describes the setup and update process in a detailed way with example screen shots
taken from the initial processes:

e [Initial setup of the router for basic operation
e Configuration of NAT-Traversal (generally required for use with mobile networks)

e Setup of user groups, timeouts, and other common parameters. In our tests, the
Keepalive packet frequency did not change when the configuration settings were
decreased.

e Device software upgrades, saving and restoring configuration files
Furthermore logging and additional functionality is described in the appropriate chapters.

The user is recommended to change the default settings for split-tunnelling and
assignment of internal IP addresses.

Further information is available from the vendor documentation and website
www.sonicwall.com.
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2 TZ 170 W appliance Installation and Configuration
(Version 3.1.0)

The following description is intended for network administrators who are familiar with
networking and IP concepts. The appliance has to be integrated into the internal company
network. The appliance setup therefore has to comply with the configuration of the internal
networking. This description is intended to allow a network administrator not yet familiar
with the SonicWALL TZ 170 W appliance to configure a VPN with UMTS/GPRS usage.

2.1 Initial setup

After unpacking the device, connect a PC to one of the trusted network connections
numbered 1 to 5 and the WAN network connection to the internet gateway. The PC must
be configured to use DHCP to receive the IP address and network data from the network.
Connect the power, either by connecting the power supply or Power over Ethernet (PoE)
to Network connector “1-PoE”.

TZ 170 Wireless

5 dBi Diversity

Dipale Antenras

Console " Cptional ~ 5-Port Autc-MDIX
Port AN Prt LAN Switch

2.2 Setup Wizard

The initial configuration is aided by a setup wizard when using a web browser for the initial
setup.

The TZ 170 W Security Manager requires a Java-enabled web browser, e.g.
e Microsoft Internet Explorer version 6.0 SP1 or higher (Windows) (SP2 required for Windows XP)
e Netscape Navigator version 7.2 or higher (Windows, Linux, or Solaris)
e Mozilla 1.73 or higher (Windows, Linux, or Solaris)

e Firefox 1.0 or 1.5 (Windows, Macintosh, or Linux)

For best results, we recommend Internet Explorer. Whatever browser and version you use,
install the latest patches and service packs for it.

Make sure you have Java script/Active scripting enabled in your browser.
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When the browser is started, enter the URL hitp://192.168.168.168 and the “SonicWALL
Setup Wizard” will be started.

If no web page can be found with a new machine, check if the PC got an IP address via
the network by using the command IPCONFIG in a command window. The IP address
should be out of the range 192.168.168.0 to 192.168.168.254. To initiate the acquisition of
a new IP address enter “IPCONFIG /RENEW” and check again. If that does not work,
check the network connection to the SonicWALL device.

3 SonicWALL - Setup Wizard - Microsoft Internet Explorer

Welcome to the SonicVWALL Setup Wizard
WWALL to secure
eb Management Interface
tion option

e for more details.

SONICWALD Nec- | cance

® Secure Access Poi

# Guest Internet Gateway - Proy ntro & Intarnet

Cperate in ridge mode to securely bridge

m = Back Ne}d:'lt'J Cancel
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Enter a new administration password. The user name is fixed to “admin”.

3 SonicWALL - Setup Wizard - Microsoft Internet Explorer i = 1'

should be a combination of

e

Confirm:

To continue, click

W = Back | Mext = | Cancel |

In Step 3, set up the time zone and click “NEXT >”. In Step 4, select how the appliance is
connected to the internet. In our network, we use a static IP address. In other networks,
the choice may be different. Please consult the ISP if unsure.

a SonicWALL - Setup Wizard - Microsoft Internet Explorer

Step 4: WAN Network Mode
Selectthe approp

Selectthe method used to connectto yo

Warning: Th

® PPTP - Provide:

g TFororinderiy
SONICWALD

= Back | Ment = \,-bl Cancel
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In Step 5, the network parameters of the WAN interface are set up. In case of a static IP
address, the WAN IP address, subnet mask, default gateway and DNS servers are
needed.

3 SonicWALL - Setup Wizard - Microsoft Internet Explorer

Step 5: WAN Network Mode: MAT Enabled
Fill in th ! etta the Internet.

145.253.85.1686
255.265.265.224

145.253.85.161
145.263.2.11
AT 145 253, 2 75|

W = Back | Mext = nJ Cancel |

3l

For the LAN, you can enter IP address and subnet mask in step 6. Keep in mind that
routes cannot be entered here, so that after the changes are valid, the configuration must
be continued from the directly connected network. The data entered here will not become
valid immediately but will be activated after the wizard is completed.

3 SonicWALL - Setup Wizard - Microsoft Internet Explorer

Step 6: LAN Settings

192 168 6.13]
255 265 255.0

™ Ena working Support

To continue, click Mext.

é)

= Back Mext = Cancel
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In Step 7, DHCP is disabled for the directly connected LAN because it is not needed in this
setup. Uncheck “Enable DHCP Server on LAN” and then click “NEXT >”.

The next step is setting up the WLAN parameters. For the VPN tests, we do not use

WLAN and therefore disable it later. Unfortunately, in Step 8, it is required to enter some

data to continue. Click “NEXT >” to continue.
3 SonicWALL - Setup Wizard - Microsoft Internet Explorer

Step 8: WL AN 802.11hi

up t

hannel of operation foryour

TETE-Sonicwall

2.4GHz 802.11b/y Mixed *

jain: ETSI- Europe

Germany - DE

AutoChannel »

s

oy the governing

To continue, click hext

W = Back | NemeJ Cancel |

In Step 9, a VPN user can be defined for later use. Enter a user name and password and
continue.

3 SonicWALL - Setup Wizard - Microsoft Internet Explorer

Caonfirm

Mote: You can manage

Tao continue, click Mext.

W = Back Mext = Cancel
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We do not use wireless guest services, so uncheck “Enable Wireless Guest Services” in
Step 10 and continue.

a SonicWALL - Setup Wizard - Microsoft Internet Explorer

nd are presented with

Comment:

To continue, click Mext.

W = Back | Ment = th| Cancel |

4

In Step 11, all parameters are displayed for review. Clicking “Apply” will update the
configuration. After the configuration is updated, the user will be shown how to log in with
the new configuration and is prompted to reboot the device.

3 SonicWALL - Setup Wizard - Microsoft Internet Explorer

admin

<sel as previoush=

é)

Restart

This concludes the setup wizard. After the reboot, the user is prompted for user and
password to log in. After login, the machine should be registered. For this, access to the
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internet is necessary. You can use the links given on the “System > Status” page, in the
“Security Services” tab.

SONICWALL>

System > Status

* Log messages cannot be sent hecause you have not specified an outhound SMTP server address.

Firmware Version:

ystem Inform:

SonicOE Standard 3.1.0.7-77s

Model: TZ170Wireless Standard ModesfUsers: 25 Nodes (0 in use)
Serial Number: 000BB115750C Your SonicWALL s not registered.

Click here to Register your SoniciWALL
Authentication Code: DGE7K-TPPS

To manually register, remember the following information
Serial Number: 0006B116760C

Security Services

e Interfaces

ROM Version: SonicROM 3.1.0.2 ol
Network Authentication Code: D67K-TRR5
—— CPU (105 average): 4 .00% - SonicyWALL Security Processar and go fo the SonicALL Weh site
Total Memory: 4MB RAM, BMB Flash
WGS oo R T You will be given a rsg\stvsgnr\ cnua}“gmm you should enter below:
[Erhuel Up Time: 0 Days D0:15:32 m%xj
- Current € 0
Lt Last Modified By: Unmadified since reboot e

Lag Name IP Address Link Status
WioaiE DatefTime Messate S5 WaN 14525385186 nolink

b 42462006 141505 Walfarmed or unhandled IP packet &5 Lan 192168.643 10 Mbps Half-duplex
Logout Al ]

Status: Ready

After registration, the state of the licenses will be shown.

|| & sonicwaLL - admi

_ FEile  Edt Yiew Favorites Took Help

vation for 0D06B11575DE - Microsoft Internet Explorer

2
"

Qe=- Q- ¥ [ B J

i 2y -
earch ¢ Favories ) | 2

s

Address [E] hetp: 192.168.6. L3jmain.hen

=l B

Links () Suchmaschinen () Terenci () TECOM [5) Metworking ) Security () Infodienste () Interessantss () IWO-Testing () RTCVPN ) Windows () Training () Kammerz

- Log messages cannot be sent becatise you have not specified an outhound SMTP server address.

The system is now ready to be configured further.

© VODAFONE GROUP 2007
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Modet: TZ 170 Wireless Standard Service Name Status
Serial Number: 0006811575DC Nodes/Users ised 25 Nodes (0 in use)
Authentication Code:  DETKTPPS PN wsed
Firmware Version:  Sonic0S Standard 3.1.0.7-775 Global VPN Client T
n— ROM Version: SonicROM 3.1.0.2 CFS {Content Filter) —
ietwor] : i
= CPU(10s average):  3.17% - SonitWALL Security Processor R =
ireless
e Total Memory: B4ME RAM, BMB Flash e e
system Time: 04/25/2006 09:35:26
Gateway Anti-Virus Licensed ]
Frewall Up Time: 0 Days 16:34:17
Anti-Spyware Licensed
VPN Current Connections: 0
Intrusion Prevention Licensed
Users Last Modified By: 14525384 B2LAN D4(24/2006 17:07:34
Security Services Registration Code:  7FFXGBUY
Log 1P Address Link Status
Wizards 145.253.85186 100 Mbps Halfduplex
e Message i i @
el 3
e 04/25(200609:34:00  Malfarmed or unhandled IP packet &5 L 182,188,013 100 Mhps Halkdunlex =
Logout Al i
’| Status: Ready
[&] Dane [T 83 tocalintranet
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2.3 Configuration of Routing
Go to the “Network > Routing” screen. In the “Static Routes” tab, click “Add” to add a new

static route.

Enter the network, subnet mask and gateway data and click “OK” to add the route.

SONICWALL

Metwark

Wireless

WWIGS

Firewall

PN

Users

Security Services

Log

Wizarcls

Help

Logout

Status: Ready

© VODAFONE GROUP 2007
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Network > Routing

Default Route

Destination Network Subnet Mask Gateway Interface Configure
0.000 0000 145 253 85181 AR &

Static Routes

Destination Network Subnet Mask Gatewray Interface Configure

Mo Entries

L5

Route Advertisement
Interface Status Configure o
LAN Disabled b#)

WLAN Disabled W0

Routing Table

Destination Network Subnet Mask Gateway Address Destination Link =l

3 Add Static Route - Microsoft Internet| I ]

Destination MNetwark: I145.253.84.D

Subnet Mask: [256.255.256.0
Default Gateway: I192.168.E.1
Interface: LAN =

O

vodafone
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Make sure to configure the route to the internal network you wish to reach via the VPN.

/) SonicWALL - Administration for D00EE11575DC - Microsoft Internet Explorer -18] %]

Fle Edt Wiew Favorites Tooks  Help ‘ W

Qe - ©) - 1¥] 8] ‘ ) search ¢ Favortes Q’x| =1 HE 3

address [] hetpf1192.168,6 L main il 8

Links | Suchmaschinen | ) Terenci |)TECON ) Metworking | ) Security () Infodienste | ) Interessantes | ) [WO-Testing | ) RTC-VPN | ) Windows | ) Training |) Kommerz
System B
T Network > Routing Bl

Default Route

Destination Network Subnet Mask Gatevray Interface Configure

0.0.0.0 0.0.0.0 145.253.85.161 AN @}

Static Routes

Destination Network Subnet Mask Gateway Interface Configure
145.253.84.0 265.255.265.0 192.168.6.1 LAN boN ]
192.168.20 265.255.265.0 192.168.6.1 LAN b ]
\Wireless 192.168.100.0 255.255.265.0 182.168.6.1 LAN w5 -
WGS
Add.. Delete All
Firewall
Yt Route Advertisement
Users
Security Services Interface Status Configure
Log LaN Disahled b}
iz WLAN Disabled e
Help
Logout -
Status: The configuration has been updated.
@ [ B8 [ [ SJtosintranet

To switch off WLAN, go to the “Wireless > Settings” screen. There, uncheck “Enable
WLAN Radio”.

SONICWALL
Systerm 2
Network Wireless > Settings Wireless Wizard... Applg,yh Cancel |[2]
Wireless

Wireless Radio Mode

Radio Rale Access Point ¥

Wireless Settings

¢ Filter Li
™ Enable WLAN Radio

™ Use Time Constraints
[ e @ HourFormay

I WiFiSec Enforcement

HhHEE 17 Require WiFiSec Tor Site-to-Gite VPN Tunnel Traversal
Firewall —

— I Enable wiFiSec Senvice Bxception List | (e

Users ™ TrustVWPA traffic as WiFiSec

Security Services WLAN IP Address 172.18.31.1
Log
WLAN Subnethask  [255,255 2550

\Wiizards

Help 551D TETE-Sonicwall

LaEs i Radio Mode 2.4GHz 802.11b/a Mixed ~ =]

Status: The configuration has been updated.

2.4 Configuration of VPN

A basic set of VPN parameters and the first VPN user is already defined in the setup
wizard. The VPN tunnel and authentication of this default VPN setup works, but the
disadvantages of the default settings are the following:

e Access to the Internet is allowed while the VPN tunnel is active (Split Tunneling)

© VODAFONE GROUP 2007 Page 13 of 27
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e There is no internal IP address assigned to VPN clients. This implies that the VPN gateway must be
the default gateway of the corporate network for the VPN to work.

Here, the additional configuration and the adding of new users and some adaptations to
accommodate the 3G/2.5G environment are described.

All VPN related setups for the Global VPN Client are entered in the “GroupVPN” policy.
This policy is located on the screen “VPN > Settings”. In the “GroupVPN” line, click on the
pen-and-paper icon below “Configure” to edit the policy.

|| 3 sonicwaLL - Admi ion for 0006B11575DC - Microsoft Internet Explorer =& x|

Il Ble Edet vew Favortes Tools Help ‘ >

@Eack = \_j = ﬂ IEL‘ ;‘]|/7\‘Saavch \;j:gFavnntes €‘1| T i - E ﬁ }‘}

Unigue Firewall Identifier: J000BE11575DC

VPN Policies Items |1 to1(of1) B < D[

# Name Gatevray Destinations

1 GroupvPh @ ESP 3DES HMAG SHAT (IKE) & pe) [~

Crypto Suite Enable Configure

1 Policies Defined, 1 Palicies Enabled, 11 Maximum Policies Allowed

currently Active VPN Tunnels tems |1 to2¢or2) B4 I
Name Local Remote Gateway
Security Services z
ki 1 GroupWPN  192.168.6.1 - 192.168.6.255 DRGSRl 145.253.149.431 ]
Log Peer |D: 'GroupyPh
T . 192.189.169.35 - 192.168.199.35
2 1921881001 - 197 168 100,255 e 145253149131 il
Help
Lagaut

1
Status: There were no changes made.

| pddress [&] http:fi192.168.6.13fmain bt B> 3
| Links |} Suchmaschinen ) Terenci () TECOM [ Networking | Securty ) Infodienste ) Interessantes () IWO-Testing |_) RTCPN ) Windows | Training ) Kommerz
SONICWALL™ :
Systern =
T VPN > Settings VPN Policy Wizard... Apply Cancel |2
Wiireless :
s VPN Global Settings
Eiesall ¥ Enable VPN

Ll

- [TE[ [ [N3iocalintanet
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A new window will open where the VPN parameters can be set up on four tabs. The
“General” tab allows selecting the keying mode. For this example, “IKE using Preshared
Secret” is selected. To improve security, certificates could also be selected. If “Preshared
Secret” is used, change the Shred Secret to an individual one.

-2} ¥PN Policy - Microsoft Internet Explorer =100 x|

General

Security Policy

IPSec Keying Mode: |\I»<E using Preshared Secret

MName: IGmupVPN

Shared Secret: |r1t2c3

[ corcal | tep |

© VODAFONE GROUP 2007 Page 15 of 27
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In the “Proposals” tab, optionally, you can change the Ipsec (Phase 2) Proposal Life Time
to 3600 seconds (1 hour, compared to the default 8 hours) to improve security. Enabling
Perfect Forward Secrecy further enhances security.

/2] VPN Policy - Microsoft Internet Explorer _|ol x|

Proposals

IKE (Phase 1) Proposal

CH Group:
Encryption:
Authentication

Life Time {geconds):

Ipsec {(Phase 2) Proposal

IGruupZ

|3DES

| SHAT

28800

Protocol
Encyption:
Authentication

I™ Enable Perfact Forward Secrecy

CH Group:

Life Titme (geconds)y:

|EsP

|3DES

| SHA

Group 1=

[3600

o oo J op |

In the “Client” tab, set the “User Name and Password Caching” to “Single Session”. In the
“Client Connections” part, Set the “Virtual Adapter Settings” to “DHCP Lease” to enable an
internal IP address to be leased by a DHCP server.

Attention: Using the internal DHCP-Server for this purpose will only allow a pool of
addresses taken from one of the directly connected networks.

© VODAFONE GROUP 2007
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Changing the “Allow Connections to” entry from “Split Tunnels” to “This Gateway Only” will

send all traffic from the VPN client to the SonicWALL device and therefore inhibit Split
Tunnelling on the client.

2 ¥PN Policy - Microsoft Internet Explorer

Client

User Name and Password Caching

Cache ¥AUTH User Name and Passwaord on Clignt: ISIHQ‘E Session =

Client Connections

Virtual Adapter seftings: |DHCF' Lease

Allow Connections to |Th\s Gateway Only

[~ Set Default Route as this Gateway

I Require Global Security Client for this Connectian

Client Initial Provisioning

M Use Default Key far Simple Client Provisioning

o ool J e |

=101 x|

Click OK to accept the changes in the GroupVPN policy.

© VODAFONE GROUP 2007
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2.5 Configuration of DHCP over VPN

When “DHCP Lease” is activated in the GroupVPN policy, DHCP over VPN must be
configured for the VPN to work. Go to the screen “VPN > DHCP over VPN”.

; SonicWALL - Administration for 0006B11575DC - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

Qﬁack - \J - Ij IEL‘ _;\l ‘ /-‘Search \:\;I Favorites 6_“?

Address [&] hitp:j]152.168.6.13jmain html

"_—," Eﬁqﬁ

EDE

Links | Suchmaschinen [ Terenci | TECON | Metworking | ) Security [ Infodienste | ) Interessantes | IW/O-Testing | ) RTC-¥PN | ) Windows | ) Training | ) Kommerz

SONICWAILY e
System
MNetwork VPN > DHCP over VPN IW Cancel F
Wireless
WGS DHCP over VPN
Fireseall
[Central Gateway =]

Configure.

Current DHCP over VPN Leases

1P Address Host Name Ethernet Address Lease Time Tunnel Name Configure

There are currently no leases

| Delziz Al

Current Dynarmic: 0. Current Static: 0. Tatal: 0

Users

Secwr ity Services

Log
Wizards

Help

Logout

Status: The configuration has been updated.

] L] BT T NI tocelintranet
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Click configure for the “Central Gateway”. Check “Use Internal DHCP Server” and “For
Global VPN Client” and click OK to confirm the changes.

3 DHCP over ¥PM Configuration - Microsoft Internet Explorer

© VODAFONE GROUP 2007 Page 19 of 27
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The DHCP setup of the internal DHCP server is done on the screen “Network > DHCP
Server”. Disable unused ranges by unchecking the “Enable” fields of existing DHCP
Server Lease Scopes. Add a new range with the “Add Dynamic” button.

; SonicWALL - Administration for 0006B11575DC - Microsoft Internet Explorer o | =) Iil
File Edit Wiew Favorites Tools  Help ‘ .-I;l
N A = e 3
Qﬁack &) Ij IEL‘ o ‘ - Search 5 ¢ Favorites 6_“4 T i - E ii j“i

Address [&] hitp:j]152.168.6.13jmain html R f=> =

Links | Suchmaschinen [ Terenci | TECON | Metworking | ) Security [ Infodienste | ) Interessantes | IW/O-Testing | ) RTC-¥PN | ) Windows | ) Training | ) Kommerz

soNl'cWAu. > COMPREHENSIVE INTERNET SECURITY
System Network > DHCP Server Apply Cancel IT
MNetwaork
DHCP Server Settings
IV Enable DHCF Server
¥ Enable Conflist Detestion
I™ " Allow DHCP Pass Thraugh
DHCP Server Lease Scopes tems|! 1ot qarty [ < 12 [
wiew Style: ™ Al O Dynamic © Static
Lease Scope ¥ Interface Details Enable Configure
1 Dynamic  Range 17216.31.3-17216.31.259 WLAN F WE
Wiraless S T ote All
Add Dynamic l Add Static ‘Delete All
WSS - -
Firewall
WPH
current DHCP Leases tems |1 to0ofoy B < [ [
Users :
Secur ity Services # IP Address ¥ Ethernet Address
e There are currently no leases.
Wizards .
Dalaia Al
Hel Jele =
LUgDUt ™rrant N Availablo Mremamic: 782 Availabkla Ctatic- N Tatal- 787 LI
Status: The configuration has been updated.
|2:| = ,_’-D—,_’_,_ \-J Local intranet
© VODAFONE GROUP 2007 Page 20 of 27
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Add a scope for the LAN interface. Please keep in mind that the internal DHCP server can
only manage a range of the directly connected network. In the “General” tab, enter a range
start and end IP address and lease time. Select the LAN interface IP address of the
SonicWALL as “Gateway Preference”.

/3 Dynamic Range Configuration - Microsoft Internet Explor
General

Dynamic DHCP Scope Settings

V' Enable this DHCP Scope

Interface: LAM =

Range Start: ||192.168.6.22E|
Range End: |192.168.8.24D
Lease Time {minutes): IMAD

Gateway Preferences |192.1EB.6.13 'l
Default Gateway: |192 168.6.13
Subnet Mask: |255.255.255.D

™ Allow BOOTP Clients to use Range

o< corcoa W rep |

In the “DNS/WINS” tab, enter the desired DNS and WINS servers.

/3 Dynamic Range Configuration - Microsoft Internet Explor

DMNEMIMNG

DMNS Servers

Dormain Marne: wi-globallab.com

© Inherit DME Seftings Dynamically from the SonicWWALL's DMS settings

' Specify Manually

DNS Server1: [192.168.2.10

DNS Server 2: |D.D.D.D

DMS Server 3 ID.D.D.D

WINS Servers

WINS Server 1: 192.168.2.10

WINS Server 2: jo.0.0.0

o< corcoa W rep |

© VODAFONE GROUP 2007 Page 21 of 27
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| ; SonicWALL - Administration for 0006B11575DC - Microsoft Internet Explorer —IEIEI
|_ File Edit Wiew Favorites Tools  Help ‘ .-I;l
A = e 3 Q
Qﬁack - - Ij IEL‘ o) ‘ - search ) ¢ Favaries {52) 23 E i 3
| Address &1 http:y192.168.6.13jmain bt R f=> =

SONICWALL>

System
Metwark

COMPREHENSIVE INTERNET SECURITY

Network > DHCP Server

DHCP Server Settings

IV Enable DHCP Gerver
¥ Enable Conflict Detection

™ Allow DHCF Pass Through

DHCP Server Lease Scopes

Wiew Style: ™ Al C Dynamic © Static

Lease Scope ¥

Wiraless 4

Secwr ity Services

|L|nls | Suchmaschinen |7 Terenci |) TECON [ Metworking | ) Security () Infodienste | ) Interessantes () IWO-Testing | ) RTC-¥PN | ) Windows | ) Training | ) Kommerz

A'dd_'Dyn_amwtl Add Static Delete All

Dynamic Range: 172.16.31.2- 172.16.31.294
WSS
2 Dyhamic Range: 192.168.6.220- 192.166.6.240
Firesweall
! PN
Users

tterms |1 to2 @iz B < [

Interface Details Enable Configure
WLAN rOWE
Lant 73

Iterms |0 to0oroy B <1 O[] —

Log Current DHCP Leases
Wizards
Help # IP Address ¥ Ethernet Address Type Delete
Logout There are currently no leases ;l
i Status: Ready
|&] Done ,_’_,_’_,_ & Localintranet

2.6 Advanced Configuration

2.6.1 Keepalive Intervals

The default keepalive settings used for the VPN are not suited well for the use with a 3G or
GPRS network. They are either too long to keep the connection entries in NAT devices
stable or so short that they cause a high management traffic.

On the SonicWALL appliance, go to the “VPN > Advanced VPN Settings” screen.

Change the “Keep Alive Interval (seconds)” to a value in the range of 30 to 60 seconds to
decrease administrative traffic. Unfortunately, a change of this value has no effect in
the tested software-version / setup and the interval will remain at 10 seconds.
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Increase the “Dead Peer Detection Interval (seconds)” to 60 seconds. Since there are also
Keepalive packets, this is sufficient.

/2 SonicWALL - Administration for 0006B11575DC - Microsoft Internet Explorer

Fle Edit Wew Favortes Took Help

@Ea:k > B \ﬂ |§| o | /. ) search \;\?‘ Favorites {‘7

Address [&] hitp://192.168.6.13/main

"_’," Elﬁii

jGo

Links |2 Suchmaschinen |7 Terend () TECON | ) Metworking |2 Security () Infodienste | ) Interessantes [ ) IwiO-Testing | RTC-WPM | ) Windows ([ 2) Training |2 Kommerz

SONICWALL>

System
Metwork

| »

VPN > Advanced VPN Settil

oemy [ concer 7 Wl

|
WGES Advanced VPN Settings
Firewall

e less

¥ Dizable all VPN Windows Metworking (NetBIOS) Broadeasts

¥ Enahble Fragmented Packet Handling
I lgnare DF (Don't Fragment) Bit

¥ Enable NAT Traversal

keeep Alive interval iseconds) IGU

¥ Enable IKE Dead Peet Detection

Dead Peer Detection Interval (seconds) 120

Failure Trigger Level imissed heartbeats) |3

s ™ PN Single Armed mode (stand-alane VPN gateway)
Security Services ¥ Clean up Active tunnels when Peer Gateway DNS name resolves to a different IP Address
Log ™ Preseme IKE Partfor Pass Through Gonnections
Wizards I~ Send vpn tunnel traps only when tunnel status changes
Help
Logout VPN User Authentication Settings

=

Status: The configuration has been updated.

oy

= O I = T S
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2.6.2 Backup of the SonicWALL TZ 170 W Configuration File

Backup and restore of the SonicWALL configuration is done in the “System > Settings”
screen.

| '; SonicWALL - Administration for 0006B11575DC - Microsoft Internet Explorer —IEIEI
File Edit Wiew Favorites Tools  Help ‘ .-l;l
" = T N 35
Qﬁack - - Ij |EL‘ o) ‘ - search ) ¢ Favaries {52) iz 3 - E a3
Address [&] hitp:/]152.168.6.13jmain html R f=> =
Links | Suchmaschinen [ Terenci | TECON | Metworking | ) Security [ Infodienste | ) Interessantes () IWO-Testing | ) RTC-¥PN | ) Windows | ) Training | ) Kommerz

COMPREHENSIVE INTERNET SECURITY

| C—
SONICWALL

System

System > Settings Apply Cancel |[?]

Settings

Import Settings... Export Settings...

Firmware Management

¥ Natify me when new firmware is available

Firmware Image Yersion Size Download Boot
Current Firmware SonicOS Standard 3.1.0.7-775 WED APR 26 16:35:02 2006  2.92 6B @ @
Metwark Current Firmware with Factory Default Settings SonicOS Standard 3.1.0.7-77s  WED APR 26 16:35:02 2006 292 6B @ @’
WWireless -
WES I Upload Mew Firmware... l Create Backup Settings.. _
Firewall
3 YRH
: Users

| Security Services

Log
Wizards

Help

Logout

| stams: Ready

@ LT Mt
Click “Export Settings...” to download a configuration file to the management PC.

<} Export Settings - Microsoft Internet Explorer =101 x|

Yol can export the current configuration of your SanicWWALL to a file. The file can
he imported by the same SonicW™ALL or used to clone a configuration across
multiple SonichalLs.

The default name of the file will be 'sonicwall.exp’.

Export Cancel
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When clicking “Export” the file is saved to the local PC.

File Download

=

A configuration restore is possible from the same screen by clicking “Import Settings...”.

3 Import Settings - Microsoft Internet Explorer

W PR-Tests 200640 Test Docume

__Import | _ Cancel |

Click “Browse” to locate the configuration file and click “Import” to upload it to the device.
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A restart is necessary to activate the new configuration.

/24 SonicWALL - Administration for D006BE11575DC - Microsoft Internet Explorer = | = |i|

File Edit Wiew Favorites Tools  Help ‘ e
3 3 e e 3 35

Q= - Q- ¥ &) | P Seroens @3- 2 F-L DK B

Address [&] hitp:/]152.168.6.13jmain html Rl G

Links | =) Suchmaschinen |[[7) Terenci | ) TECON ) Metworking () Security | Infodienste | Interessantes () DWO-Testing | ) RTC-YPM | ) Windows | ) Training |) Kommerz

System

System > Settings Apply Cancel |[?]

Settings

Import Settings... Export Settings...

Firmware Management

¥ Natify me when new firmware is available

Firmware Image Yersion Size Download Boot
Current Firmware SonicOS Standard 3.1.0.7-775 WED APR 26 16:35:02 2006  2.92 6B @ @
Metwark Current Firmware with Factory Default Settings SonicOS Standard 3.1.0.7-77s  WED APR 26 16:35:02 2006 292 6B @ @’
\Wireless = = — —
o [T OpoaoNewFimmware . || Creats Backup. _
Firewall
WPH
I Users

| Security Services

Log
Wizards
Help

Logout

| Status: Restart SonicWALL for changes to take effect.

[ oere EI T Relnwene:
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Several logging options are available in the logging screens below “Log”.

| 3 SonicWALL - Administration for 0006B11575DC - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

Oﬁack - J e lﬂ IEL‘ _|\I ‘ /. ) Search \:::;:’Favuntas &““

Hid 3

Address [&] hitp:/1192.168.6.13/main html

B

SONICWALL>
System
Metwork Log > View
Wireless
WES et i
stem Lo
Fireweall ¥ 9
PN # Time¥
Users
1 041262006 16:45:50.896
Secur ity Services
2 0412602006 16:44:56.480

3 0472602006 16:42:51.480

4 0472602006 16:40:46.480

5 O4f26/2006 16:35:44.208

6 D4r2602006 16:38:44 208

7 D4r26/2006 16:38:43.704

8 D4r2602006 16:38:43 692

Wizards

9 D4r26/2006 16:38:43.032

Help
a i 10 041262006 16:38:42 768
| Status: Restart SonicWALL for changes to take effect,

Message

Web management request
allowred

tMalformed or unhandled [P
packet dropped

Malfarmed or unhandled [P
packet dropped

walfarmed or unhandled [P
packet dropped

IKE negotiation complete
Adding IPSec G4, (Phase 2)

IKE Responder: Accepting
IPSec proposal iPhase )

IKE Responder: Received
Quick Mode Reguest (Phase

VPN Client Folicy Provisioning

HAUTH Succeeded with WPN
client

WAk zane remote user login

Links | Suchmaschinen (=) Terenci |5) TECON () Networking |3 Security |3 Infodienste |5 Interessantes () IWO-Testing |J) RTC-YPN | 2) Windows |5 Training  |_2) Kommerz

Source

145253 84 82, 2772,

LAM {adrmin)
192.168.6.23, 0, LAN

192.168.6.23,0, LAN

192.168.6.23,0, LAN
145.253.85.188

145253149131

145253149131,
7ig

145253149131
145253149131

145253149131, 0,

Iterns |1 to 50 (of 74y 01 < [ [D

Destination Notes sl
lf\ﬁ BBE13. 80, 1ok e (HTTR)

224.0.01 IP Profocal 2

224001 IF Pratocol 2

224001 IP Protocol 2

ESP:3DES, HMAG_SHAT,
lifeSecands=3600 Local

SPI0x437c524a Rermote
5P Tal befd

145253149131

145253851868  0.000/0-= 14525384 0/24

145253 85 188,
500

145253861868 Client Policy Synchronized
145253851868 wpn.user]

192ABBE13,0, o usert, TGR Port 0 d|

&

a1 NS ocalintranet

For VPN purposes, the log configuration should be adapted on the screen “Log >
Categories”. Depending on the necessary information, enable “VPN TCP stats”, “Denied

LAN IP” and/or Network Debug.
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