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Scope

This document presents results of installation, configuration, and operations testing of VPN
components with the Vodafone Mobile Connect service. The document is not intended to
be a tutorial on VPN concepts nor does it supersede or replace the vendor’s
documentation. The reader is referred to the VPN vendor for definitive guidance on the
proper and recommended use of their product. While Vodafone Group has taken care to
ensure that the information contained herein is accurate, no responsibility can be accepted
for errors, omissions, or inaccuracies.
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1 Executive summary

This Appendix is in addition to the overview document for Nortel Contivity Router and
describes the setup and update process in a detailed way with example screen shots
taken from the initial processes:

Initial setup of the router for basic operation
Configuration of NAT-Traversal (generally required for use with mobile networks)
Setup of user groups, timeouts, and other common parameters
Device software upgrades, saving and restoring configuration files
Furthermore logging and additional functionality is available in the appropriate chapters.
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2 Contivity appliance Installation and Configuratio n

The following description is intended for network administrators who are familiar with
networking and IP concepts. The appliance has to be integrated into the internal company
network. The appliance setup therefore has to comply with the configuration of the internal
networking. This description is intended to allow a network administrator not yet familiar
with the Nortel Contivity Router to configure a VPN with UMTS/GPRS usage.

2.1 Overview

The Nortel VPN Router 600 (formerly known as Contivity 600) is marketed by Nortel ‘for
branch offices and small businesses that need to be interconnected through managed
Internet Protocol (IP) VPNs. The VPN Router 600 provides routing, firewall, bandwidth
management, encryption, authentication, and data integrity services to ensure secure
tunneling across IP networks and the Internet. An individual user or group of users can be
associated with a set of attributes that provide custom access to an extranet.’
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Figure 1 - Router front and back views

2.2 Initial setup

The initial configuration of Nortel Contivity 600 can be done by using either the IP Address
Configuration utility or the serial interface configuration menu.

The serial interface configuration menu allows you to assign the router a management IP
address, subnet mask and gateway IP address so that you can use a web browser for
management. The factory default username and password are

Username: admin
Password: setup
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Follow the screen prompts to complete the initial configuration.

I Tera Term - COM1 VT
File Edit Setup Control ‘Wwindow Help

ease enter the administrator

er the adminia

USer nawe:

currently in NORMAL mode.

ice (1 - 9,B,P,C,L,R,E}:

adnin

O

vodafone

The ExtNetIP.exe program launches the IP Address Configuration utility, which allows you
to assign a Management IP address and subnet mask to the Switch. The program
automatically enters the serial number for the first available Switch into the table of
Contivity Switches. Enter the management IP address and subnet mask to the switch; the
default gateway address is optional and can be added later.

© VODAFONE GROUP 2007
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£r Configuration Utility

NORTEL
NETWORKS

Extranet Address Configuration Utility

Serial Number Management IP Addess Subnet M ask. Default Gateway
[160 [192.168.4.154 |255,255.255.0 [192.168.4.1 Apply
| | \ | g
| | [ |
Seaich | Clear Al | Cloze |

Page 6 of 30



VPN Concentrator

Nortel Router 600 ‘

vodafone

Click “Apply” and the address configuration utility display disappears. When the Switch
has completed updating its configuration your default web browser will open the
Contivity Switch Welcome display by connecting to the management IP address. Click
on “Guided Config” to begin the guided configuration.

3 Cannot find server - Microsoft Internet Explorer [BEE]
>

Fie Edt View Favories Tooks Hel @

Q- © 1R G| O droen: @ @3- B =

e B iz a50.01551 S i ”

0 3 NERTEL
Welcome to the Contivity Extranet Switch NETWORKS

Ongoing Management

cup

Bl oore. @ mternet

At the “Welcome to Guided Configuration” screen, select “Continue”

2 http:/7192.168.4.155/manage/cgilcgiproc?Nocfile=bdy_gint. htmfisvFrom-INDEX - Microsoft Internet Explorer.

i i CRTEL
ﬁ Guided Configuration NETWORKS

Welcome to Guided Configuration

Step-by-Step

Tutorial

&l oore. © mtenet
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- The System / Identity menu lets you configure the management IP address, the host-
and domain-name as well as DNS server

3 Contivity Extranet Switch - Microsoft Internat Explorer, EEX
Fle Edt Vew Favortes Tooks e i

Qe - © - [¥] [B G O seareh pravontes @ reda 2 (- L

s | ] 152165, 55fmansgef e

INTR System Identity
wrra

System ldentity
Management IP Address |192.168.4155 (Web Management, FTP, stc. Subnet: 255 255 2550 )

Domain Identity.

GuIDED
CONFIG DNS Host Name |Nortel Cantivity00

et @

) DNS Domain Name lab1 vi-glaballab.com
DNS Server Configuration

DNS Proxy [V]Enabled
Split DNS  [JEnabled

Primary [192.168.432 Operational
Second Server |0.0.0.0 FOptional Server not configured
Third Server [0.0.0.0 FOptional Server not configured
NRTEL
NETWORKS Fourth Server (0000 FOptional Server not configured
& pone © et

- At the System / LAN screen configure the IP addresses and subnet mask of the private
and public interface.

Note:
the management IP address set in the initial configuration to the private interface is only
for managing the Contivity Switch

3 Contivity Extranet Switch - Microsoft Internat Explorer, EEX

Fle Edt Vew Favortes Tooks Help i

Qe - © - [¥] [B G O seareh pravontes @ reda 2 (- L

s | ] 152165, 55fmansgef e

Interface Description state Type Actions

LaN Intranet Interface Enabled Private Configure_] [ Statistics

1P Address Subnet Mask Interface Filter Actions
GuIDED deny all
CONFIG 192.168.4.154 265.266.255.0 (Gontivity Interace Filter not in
use)

=0
<

Interface Description State Type Actions
Slot 1 Interface 1 Intemet Interface Enabled Public
1P Address Subnet Mask Interface Filter Actions
deny all (Default Filter)
145.253.85.188 255.265.255.224 (Contivty Intefaoe Filte netin

)

NERTEL
NETWORKS

£l oone © inemet
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Set date and time and a NTP server to be sure your time information in log files are
correct at the System / Date & Time menu

Fle Edt View Favertes Teoks Help W

Qe - © - [%] [B @) POseorn Frravorres @ress @) (3~

jocs B epyisz 68,4, i

Date and Time

Ente te an

Date |08/03/1980 | (mm/dafyyyy)

Time [09:21:31 (hh:mmiss)
Day SUNDAY

Time Zone | (Gree nwich Mean Time) Greenwich v
GuiDEd
CONFIG

g@

Canfigure Netwark Time Protocol

NKIRTEL
NETWORKS

&loore @ et

In the System / Settings screen configure the settings of Safe Mode, the serial port
and the settings for the event log file

3 Contivity Extranet Switch - Microsoft Internat Explorer, EEX

Fle Edt Vew Favorites i

Q) sack - D0 seach Soraves @reds ) U L

G0 >

Serial Port Configuration
Menu Access Level | Unresticted v,

Mode | Serial Meny v

Baud Rate | 9600 v
Conria

Modem Initialization |ATZ
o1 ©

Qv Reset Serial Port
Switch Setiings
Log File Life Time |60 Days v
Data Collection Interval |2 | (vinutes)
Event Log Size | 1000 Entries ¥ | (Reboot Required)

e

RTEL
NETWORKS

@ Intermet
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Choose if you have only VPN tunnels from mobile users to the Concentrator or also
gateway to gateway VPN connection in the System / Forwarding settings

Forwarding

Enati

Gratuitous ARP

[ Enable Gratuitous ARP

el Traffic

[ Allow End User to End User
[ Allow End User to Branch Office

[ Allow Branch Office to Branch Office

R Leed

£l oone © inemet

At the Services / Available screen select which protocols should be available for the
VPN tunnel. Contivity Switch supports IPSec, PPTP and L2TP. On this page you can
also configure the management access to the Contivity Switch.

2 Contivity Extranet Switch - Microsoft Internet Explorer

Fle Edt Vew Favortes Tods Hep i

Qe - © - [%] [B @) POseorn Frravorres @ress @) (3~

uuuuu ) i 192.168.4.155jmanagefquded. i

IPsec

PPTP O ()
L2TP 8 L2F O (]
Management Protocol Public Private
HTTP
SNMP
FTP O
TELNET 0
Identification (]
CRL Retrieval O
NGRTEL o =
RETHORKS Authentication Protocol Public Private 8
@ Internet
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- At the Services / IPSEC screen modify the authentication and encryption settings for
IPSec as well as the UDP port for NAT Traversal (UDP port 4500 is recommended).

Extranet Switch, osoft Internet Explorer

Fle Edt Vew Favortes Tooks Help

Q- © [HNRE & O search g Favorkes @ redn 462) 5

s | ] 152165, 55fmansgef e

Authentication

User Name and Password/Pre-Shared Key.

RSA Digital Signature
ExT

GuIDED RADIUS Authentication
coN

ne

O AXENT Technologies Defender
0 RSA SecurlD
User Name and Password

Encryption

ESP - AES 128 with SHAT Integrity.

ESP - Triple DES with SHAT Integrity

ESP - Triple DES with MD5 Integrity
NG ESP - 56.bit DES with SHAT Integrity []
NETWORKS ESP -56-hit DES with MD5 Integrity []

& oone

L]

G0 >

HELP  LoBOFF

@ Intermet

EJ

2 Contivity Extranet Switch - Microsoft Internet Explorer

Fle Edt Vew Favortes Toos Help

Qe - © - [x] [@ () O st Syraons @reds 6 - &

s | ] 152165, 55fmansge e

wRo

NAT Traversal

FIREWALL {NAT

Enabled
=0
‘Guinep
CONFIG Authentication Order
et @
) Order Server Type
1 LDAP Internal
2 RADIUS CHAP, PAP [Base

“Add LDAP Authentication Server

Load Balance

Load Balance Enabled

Altemate Host ()

NKIRTEL
NETWORKS Fail-Over

& oone

S8 s>

UDP Port

4500]

Associated Group Action

Management IP Address

i © o
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If desired, you can add static routes in the Routing / Static Routes screen. It is

necessary to define static routes if you want to reach a network behind the defined
VPN network.

Static Routes

Enabled
(o)

Default Routes

Type Gateway Address Interface Admin State
Private  192.168.4.1 LA Enabled
Public 14525385 161 Slot 1 Interface 1 Enabled
Add PublicRoute | [ Add Private Route

Static Routes through Physical Interfaces

1P Address  Subnet Mask Gateway Address  Interface  AdminState  Cost  Action
Add
NKIRTEL Show Branch Ofice Floutes
NETWORKS
&loore © iterner

The menu Profiles / Groups lets you edit the predefined Base Group or add a new
group. It is recommended to configure the basic settings in the base group and special
settings for the used protocol in new created user groups.

3 NortelContivity600 (192.168.4.155) - Contivity Extranet Switch - Microsoft Internet Explorer

Fle Edt Vew Favortes Toos Help

Qe - © - [x] [B @D Osesn Frrmvores @resn ) (2

&] http://192.168.4. 155 manage/manager htm

NKIRTEL
NETWORKS
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- Detailed IPSec configuration of a group is possible in the group properties. By default
the settings will be inherited from the base group.

- IP address range assigned to VPN users connected to the Contivity Switch is

3 NortelContivity600 (192.168.4.155) - Contivity Extranet Switch - Microsoft Internet Explorer

Fe it vew Farmes Tk e .,
Qe - () [6] [B] O Dswn foraone: @ € (20 1

adcress | €] htpif192.168.4.155{managefmanager htm ~ B

Links >

I Groups —> Edit rete s

Split Tunneling: Disabled
Spit Tunnel Networs: (Hons)

1PSac 1dle Timeout Reset an Outbound Traffc: Enabled
Client Salecton

Allowed Clients: Both Contivty and nor-Contiiy Clients
Allow undefined nefwons far non- Cantiity dlisnts:. Enabled
Database Authentication CLOAP)

d Pasward:  Disablad

AXENT: Disabled
RSA Seourd: Disabled

Group Level Ra divs Settings: Disablad
Semerty

Encryption

ESP - Tripls DES with SHAT Integity: Enabled

IPsec P

Client et
Banner: Welooms to Tarendi Testoentar Nortel Contivty.
Display Banner Enabled
Kespalive: Enabled
Intarval Chmim:z<y: D0:01 00
Max Number of Retransmiseions: 3
AntiReplay: Enabled
Client Seran Savar Passaord Requirad; Disabled
Client Seran Savar Activation Time: & Minutes
Allow Password Storage on Client: Enabled
Compression: Enabled
Rekey Timeout 08:00:00
Rekey Data Gount: (None:
N&IRTEL Domain Name: labi vt globallab.com
Primary DNS: 192163432

NETWORKS Secondary DNS: (None)
ne)

Bl oore ) ) © intenet

configurable in the menu Servers / User IP Addr

3 NortelContivity600 (192.168.4.155) - Contivity Extranet Switch - Microsoft Internet Explorer

Fle Edt Vew Favorkes Took Heb i
Qe - © - [x] [B @D Osesn Frrmvores @resn ) (2

cchess | €] tpi1192.168.4.155]managef manager Him

Remote User IP Address Pool HELP LOGOFF

SAMQnt of ime Defars an A0aress 12 SVaIALIE f0ft215us.

Interval®

Overtide Blackaut Interval when
no addresses are available

@ Address Pool

Pools Start End SubnetMask  Total In Use Action
default  192.168.4.230 192.168.4.240 1 (i
Add

Address Pool Blackout Interval™ |3600 | (seconds) =Amount o time before an address i avalable for reisus.

If Named P ool Unavailable:*

@ Failover to Defaut pool
O Deny address request

“Indioates action f named pool i absent or ampty

NERTEL

E
NETWORKS

£l oone © et
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This address range must be attached in the User IP Address Source section of the

group properties

3 NortelContivity600 (192.168.4.155) - Contivity Extranet Switch - Microsoft Internet Explorer

Fle Edi Vew Favortes Toos Help i

Qac - D s ravone: @ s 62 (- L

- Groups > Edit --> Connectivity

attempts to lock out an U
account.

Filters permit al Configure [Base

User Bandwidth Policy Use Inherited
Excess Action Mark v

Define new bandwidth rate

IPX Disabled /Base
Maximum Number PPP Links 2 /Base
RSVP Disabled /Base
RSVP: Token Bucket Depth 3000 Bytes JBase
RSVP: Token Bucket Rate 28 Kips /Base
User IP Address Source | Default ~| Userlp Address Pool Use Inherited
Address Pool Name | (None defined on this switch) | New Address Pool | _Use Inherited
Committed Rate: 3B4Knps v
Excess Rate: 512Kbps v
Al Fields
Use Inherited
NERTEL
NERYSRKS
] httpi152.160.4, _adpl o, Groups->Edt- >Connect iy © nternet

Now the general and a group configuration with desired options are completed, you
must create users and assign them to a VPN group. Select Profiles / Users menu to

view existing users and click “Add User” to create new users

3 NortelContivity600 (192.168.4.155) - Contivity Extranet Switch - Microsoft Internet Explorer

Fle Edi Vew Favortes Toos Help i

lﬁtﬁ f

hitp:}{192.168.4.15°

Group |/Baseivpngroup v| [ Display

(© Last Name.

O User ID Search Group
O Admin Rights Search Al

User Search

OLDbAP
Previous Add User More Reports
Last First Actions
Jaeger Peter
vpnuserl

K

NKIRTEL

E
NETWORKS

@ Intermet
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Enter the username and a user ID and password for IPSec connection and select the
group the user will be assigned to. You can assign a user to two different groups, but
only if the user has two different user IDs.

3 NortelContivity600 (192.168.4.155) - Contivity Extranet Switch - Microsoft Internet Explorer

eeeeee

First

Name vpnuser2
Group | [Baseppnaroup v N
Static [P Address Static Subnet Mask
Remote Us

Nets: The staic [P subnet mask i< used for [Pese connections ordy.

User Accounts

EEEEE

User ID Password Confirm Password  “XP"®S Status
(Days)
IPsec [vpnuserz | esesesesssssese (seessessesesses; Never
PPTP
L2tp
RTEL L2F
NETWORKS v

@ Intermet

2.3 User Management

Integrated User Management and external authentication through LDAP or RADIUS server
are supported. You can enable or disable globally the authentication schemes in the IPSec
settings window of the Nortel Contivity 600.

zzzzzz

GUIDED
CONFIG

©
e BacK rder Server Type

1 LDAP Internal

2 RADIUS CHAP, PAP [Base Delete

Load Balance

Load Balance Enabled Management IP Address

Altemate Host ()

NEIRTEL
NETWORKS Fail-Over

K © pern
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The authentication schemes can be also enabled or disabled in group properties for each
group separately.

3 NortelContivity600 (192.168.4.155) - Contivity Extranet Switch - Microsoft Internet Explorer
Fie Edt Vew Favorkes Toos Help

[ Groups --> Edit --> IPsec

Group Name: /Base/vpngroup

Field Value Actions Inherrted
|||||
Split Tunneling Disabled [Base
Split Tunnel Networks ~ (None) JBase
set
ot Eneid "
Wlowed Clients: Both Contiity and non-Contivity Clients
Conf

e i e o e oy e el i

Authentication _ Configure /8

NEIRTEL
NETWORKS

2.4 Internal Server Name Resolution

Name resolution is configurable in the IPSec settings of a group. Enter the address of the
Primary Domain Name System server that is located on your private network. This DNS
address is provided by the server to tunnel Clients at connection establishment and is
used through the tunnel.

A domain name for the private network can also be configured in the IPSec settings of a
group. This setting enables you to specify the name of the domain that is used while an
IPSec tunnel is connected. Specifying the domain name ensures that domain lookup
operations point to the correct domain. This is particularly important for Clients that use
Microsoft Outlook or Exchange, to ensure that the mail server is mapped to the correct
domain.

.4.155) - Contivity Extranet Switch - Microsoft Internet Explorer

<<<<<

Client Keepalive Tuning ~ Interval (hh:mrss): D0.01:00
Max Number of Retransmissions:
Anti Replay Enabled [Base
* Allow Password Storage - [ Use nherted_|
on Client
Compression | Enabled v Use Inherited
Rekey Timeout 08:00:00 [Base
Rekey Data Count (None) /B K
* Domain Name |lab1 vi-globallab.com
* Primary DNS 192168432 Use Inherited
“Secondary DNS  (None) [Base
NERTEL o
NETWORKS Primary WINS  (None) [Base
* Sacondary WINS _iNan1 Conficure JRase &
@ Intermet
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2.5 Timeout Configuration

Idle timeout for a connection can be configured in the connectivity settings of a group. The
idle timeout is an amount of time a connection can be idle. When the Idle Timeout expires,
the session is terminated. This option helps prevent allocation of resources on the gateway
for sessions that are no longer active.

The default Idle Timeout is 00:15:00 minutes; the range is 00:00:00 to 23:59:59. A setting
of 00:00:00 specifies no Idle Timeout.

O

vodafone

Note: All sessions check their configuration at startup time. Therefore, if you change the
time of the idle timeout during a session, the change only affects new sessions and not

any existing ones.

3 NortelContivity600 (192.168.4.155) - Contivity Extranet Switch - Microsoft Internet Explorer

NKIRTEL

Eowe

Fie Edt Vew Favortes Toos Hep

Static Addresses Enabled

Idle Ti

at 01:00:00 N

Filters permit al
IPX Disabled

Maximum Number PPP Links 2
RSVP Disabled

NETWORKS
RSVP: Token Bucket Depth 3000 Bytes

Canfigure
Carfigure
Canfigure
Canfigure
Canfigure
Corfigure
Configure
Configure

Configure

Canfigure
Configure
Configure

Corfigure

-
L

Configure

nnnnnnnn

In the IPSec settings of a group, IPSec idle timeout reset can be enabled or disabled.
Enable this option in order to reset the idle timeout counter when outbound traffic is sent.

3 NortelContivity600 (192.168.4.155) - Contivity Extranet Switch - Microsoft Internet Explorer

NE

Eowe

[~ Groups --> Edit --> IPsec

Group Name: /Base/vpngroup
Field Value

Split Tunneling Disabled

Split Tunnel Networks ~ (None)

RTEL
NETWORKS Group ID: (None)

rrrrrr

nnnnnnnn

You can also set the lifetime for the key used for encrypt data of a single session (Rekey
Timeout). Use the Rekey Timeout setting to control how often new session keys are

© VODAFONE GROUP 2007
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exchanged between a Client and a server. The default timeout is 8 hours; a setting of
00:00:00 disables the Rekey Timeout settings. The maximum setting is 23:59:59.

[ Groups --> Edit --> IPsec

eepalive: Enabled

Client Keepalive Tuning  Interval (hh:mm:ss): 00:01:00 /Base
" Max Number of Retransmissions: 3

Anti Replay Enabled [Base
* Allow Password Storage - [ Usenherted |
on Client
Com on | Enabled v
Rekey Timeout D3:00:00 s [Base
Rekey Data Count  (None) [Base
* Domain Name |ab1 vi-globallab.com
* Primary DNS |192.166.432
*Secondary DNS  (Narie) /B
*Primary WINS  (None) [Base
“ Secondary WINS  (Nong) [Base

NEIRTEL
NETWORKS

£l oone © inemet

2.6 Advanced Configuration

This section describes the upgrade, back up and advanced configuration steps for the
Nortel Contivity 600.

2.6.1 Upgrade to new operating software

To upgrade the Contivity Router, enter the web management interface, authenticate and
open the screen . Here, the current version is displayed and a new
version can be downloaded to the device by ftp. Make sure the target server is set up
correctly to grant access to the upgrade software.

The upgrade software must be decompressed, so that all relevant upgrade files reside
below a version directory that is named like the version, e.g. “V6_00.310"

© VODAFONE GROUP 2007 Page 18 of 30
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Enter the host name or IP address in the Host field. In the Path field, enter the path relative
from the ftp root directory to the upgrade directory. Enter user ID and password for the ftp

access. Click Retrieve when ready.

/) NortelContivity600 (192.168.6.15) - Contivity Extranet Switch - Microsoft Internet Explorer

==l x|
File Edit Wiew Favorites Tools Help ﬁ
R | 7t | @ search (G Favortes  (EfMedia £4 | B S
Address [&] hitp:/7192.168.6.15/managejmanager him x| @a

Links [ ]¥PN-Concentrataren ’.ijTC Fireweall ’@j[\scnﬁecure ACS Login

Upgrades

Current Software

Version

w04 80124

FTP New Version from:

Can et establish connection with the host

HELP LOGOFF

Build Date
Aug B 2003, 16:57:14

NEIRTEL
NETWORKS

|’.€] Applet Maintay started

© VODAFONE GROUP 2007
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Host Path User ID Password Confirm Password
|1921BBB12 nortel o i
news version to disk
Apply New Version
Apply |[vD4_70119 >
Refresh
’_,_’_ @ Internet
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The device will download the upgrade file by file, which could take some time. For Version

6_00.310, 1894 files needed to be downloaded. Confirm when asked if you wish to
continue.

’a NortelContivity600 {192.168.6.15) - Contivity Extranet Switch - Microsoft Internet Explorer = ﬂ
File Edit Wiew Favorites Tools Help ﬁ
R | 7t | @ search (G Favortes  (EfMedia £4 | B S

Address I&;‘] http:{f192.168.6.15/managefmanager. htm j @GU

Links [ ]¥PN-Concentrataren :g']RTC Fireweall :é'][\scnﬁecure ACS Login

Upgrades

Retrieval can take several minutes over a LAN connection
or many minutes over a WAN connection.

Do you wish to continue?

Ok Cancel

NEIRTEL
NETWORKS

|.{£| Applet Mainiav started

R Y
After clicking OK, file by file is downloaded. Errors may be reviewed in the event log.

/3 New Yersion Retrieval - =10 x| /3 http://192.168.6.15/ma By ] o |
Retrieval in progress... Retrieval in progress...
Please Wait... Flease Wait...
Files Retrieved: 136 of 1834 Files Retrieved: 1894 of 1854
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/192.168.6.15 - Ne -10] x|

New Version Betrieve Completed

Close |

| Images: 0/0 | Loaded: 3KB | 2.20KBjs | T

After completion, the new version can be applied by selecting it in the drop down box and
clicking “Apply”.

3 NortelContivity600 (192.168.6.15) - Contivity Extranet Switch - Mozilla Firefox - 18] x|
Fle Edit Wew Go Bookmarks Tools  Help
I
Q:I - Lb ¥ @ 12,9 G/D I,_ http: ff192.168.6. 15fmanage/manager. htm j @ Go IC‘,
_J Suchmaschinen |} Yodafone | ) Security | ) Metworking | ) IWO-Testing ) Infodienste | ) Interessantes | ) Kommerz | ) Software | ) Training | ) ‘Windows " 403 Forbidden
Upgrades HELF  LOGOFF

Retrieve completed successfully

Current Software

Version Build Date
w04 _80.124 Aug B 2003, 16:57:14

FTP New Version from:

Host Path Version User ID Password Confirm Password

[182.165.6.99 06_00.310 norsl [ [

Retrieve |new version to disk

Apply New Version

Apply [[V0E 00310 =]
Refresh |

NEIRTEL
NETWORKS

Images: 3(3 loaded: 5KB | O.0LKBjs | Time:8:33 | Done [ % 5136885
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Click “OK”. The Contivity Router will then be rebooted.

9 NortelContivity 600 (192.168.6.15) - Contivity Extranet Switch - Mozilla Firefox = |ﬁ||5|

File Edit W“ew Go Bookmarks Tools Help

I, 4
<3:| 52 Ll« T @ | é’h I;_, http: ff192.168.6.15/manage/manager . htm j @ Go I@'
~} Suchmaschinen |} Yodafone | ) Security | ) Metworking ) IWO-Testing ) Infodiensts | ) Interessankes | ) Kommerz | ) Software | ) Training |} Windows % 403 Forbidden
Upgrades HELF  LOGOFF

IMPORTANT: The system will be updated to version V06_00.310

This will take several minutes to complete.

+ After choosing OK, the system will be updated, then rebooted. This should take about 5 minutes
& After initiating upgrade operation, close all browser windows, wait about 5 minutes, then attempt to re-connect to the switch.

Are you sure you want to update to version:
Vo6_00.3102

OK Cancel |

NEIRTEL
NETWORKS

Imagss: 3/3 loaded: 4KB | 1.02KBJs | Time: 0:03 | Done (% 5028
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2.6.2 Backup of the Nortel Contivity Configuration File

Backup and restore of saved configurations can be done via the “Current System
Configuration” Screen “ . In the “Current System Configuration” field, the
current configuration file can be reviewed. By entering a file name and clicking the “Save”
button, the configuration file will be stored on the hard disk of the device. This
configuration file contains all information necessary to restore the machine.

a NortelContivity600 (192.168.6.15) - Contivity Secure IP Services Gateway - Microsoft Internet Euplnrér =] x|
File Edit Y“ew Favorites Tools Help ‘ ,:'
O Back - () - ﬂ IEL‘ _|‘l ‘ /- ) search \‘:\I Favarites 6‘ | = - E i 3 i‘"‘

Address [&] hitps/f192.168.6. 15/manags/manager.htm Rl
Links |_5) Suchmaschinen |5) Yodafone [ TECOM [ MNetworking  ([2) Security | 5) Infodienste |5 Interessantes () IWO-Testing (5 RTCWPN () Windows |3 Training  |_5) Kommerz

Current System Configuration

Configuration Files

Current Configuration File /ideO/system/config/CFGO0M38.DAT

Save Current Configuration Sawe
Delete Named Configuration |Reset Config File vl Delete

Reset Config File
cfy031006. dat
Restore Named Configurations cfg031124. dat Restore
CFGO0127 DAT
Config2006-04-18.txt

Safe Mode Configuration Create

NLIRTEL
NETWORKS

|£:| Applet Mainhlay started ’_ ,_ ,_ ’_ ,_ |\_3 Local intranet.
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A previously saved configuration can also be restored by following the “Restore” link. At
the bottom of the screen, you can select, which configuration to use when rebooting.
Select one of the available configurations in the drop down select box below “Boot
Configuration” and click OK.

a NortelContivity600 (192.168.6.15) - Contivity Secure IP Services Gateway - Microsoft Internet Euplnrér =] x|
File Edit Y“ew Favorites Tools Help ‘ ,:'
O Back - () - ﬂ IEL‘ _|‘l ‘ /- ) search \‘:\I Favarites 6‘ | = - E i 3 i‘"‘

Address Iéj http:/f192,168.6,15/manage/manager.htm j a Go
Links |_5) Suchmaschinen |5) Yodafone [ TECOM [ MNetworking  ([2) Security | 5) Infodienste |5 Interessantes () IWO-Testing (5 RTCWPN () Windows |3 Training  |_5) Kommerz

System Shutdown

© After all users log off
- atl {hh:mm:ss)
Cin |t minutes

& Naw

" None

After System Shutdown

" Pawer off
¥ Restart

Boot Mode

& Normal
" Safe

Boot Configuration

Use | Config2006-04-18.4xt ¥
NQRTEL Cancel

NETWORKS |

T Mtecalinanet

|£:| Applet Mainhlay started

The system will reboot with the new configuration.

2.6.3 Keep alive messages

Keep alive messages, IKE keep alive and NAT keep alive, are configurable in the IPSec
settings window of a group
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File Edit View Favorites Tools Help "
. YA Al & B U .y N
L‘Q Back >} ﬂ = €| Search p & Favorites @ Media {; =

Address -g,‘] httpiff192,168.4,155/manage/manager, htm

L2

HELF LOGOFF

“ Display Banner |Enabled Use Inherited

Client Screen S:.wer Disablid @ {Base
Password Required
* Client Screen Saver .
Activation Time 5 Minutes Configure /Base
CLIENT FOLIGY Keepalive: Enabled
Client Keepalive Tuning Interval (hh:mirm:ss): 00:01:00 Canfigure iBase

* Max Mumber of Retransmissions: 3

Anti Replay Enabled Canfigure iBase

* Allow Password Storage

on Client Enabled Use Inherited

Compression |Enahled Use Inherited

Rekey Timeout 08:00:00 /Base
Rekey Data Count  (Mone) Configure /Basze [%
* Domain Name |lab1.f-globallab.com Use Inherited

* Primary DNS  |182.168.4.32 Use Inherited
“Secondary DNS  (None) Configure /Base

NERT

.NETEVbORKS * Primary WINS  (Mone) Canfigure {Base

i

| * Secondary WINS _ Nane) [ Canfioure fRase
:@3 Done O Internet

File Edit Wiew Favorites Tools  Help

Qe - () % B (0 D 5 Faveries @ meda ) =

] http: /192, 165.4. 155/ manage/managet . htm

v B liks ?
7 %)

HELF  LOGOFF

* Primary DNS |192.168.4.32
* Secondary DNS  {Mone) l@ /Base
* Primary WINS  (Mone) @J /Base
* Secondary WINS  (Mone) l@ /Base

Minimurn Version: MNone

Nortel Client Action: None
Requirements essage: (Nane) -_CUVWQUTE /Basa
Fitter: deny all

* Client Policy (Mone) Configure /Base

IPsec Transport Mode

Connections (Bl Canfigure /Base
Auto-Detect NAT
raversal AT Kaspalive: D0:00:15 g ase

Configure

All Fields
* These fields are ONLY supported by the Contivity client
NEIRTEL
NETWORKS
&
&] Dore & Internet
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2.6.4 |IP compression configuration

The IPSec LZS compression can be selected in the IPSec settings window of a group.

Fle Edit “iew Favorites Tools  Help @

@Back Al > | \i] Lg“l .;‘, /- ! Search ©

http://192.168,4., 155/manage/manager.htm

» aGo Lirks

ROUTI o
= * Display Banner |Enabled v Use Inherited

* Client Screen Saver

Password Required il Canfigure /Base

* Client Screen Saver

Activation Time = e Canfigure /Bass

Keepalive: Enabled
Client Keepalive Tuning Interval (hhimm:sg): 00:01:00 Configure /Base
* Max Number of Retransmissiong: 3

Anti Replay Enabled Configure /Base
* Allow Password Slor_age [Enabiea B Use Inherited
on Client
Compression |Enabled Use Inherited
Rekey Timeout 085:00:00 Configure /Base
Rekey Data Count  (None) Configure /Base %
* Domain Name |lab1.-globallab.com Use Inherited
* Primary DNS 152 168.4.32 J Use Inherited
*Secondary DNS  (None) Configure /Base
N@E-EI-TEV‘I;ORKS * Primary WINS  (Mone) Configure /Base

B

* Secondarv WINS  nnat Confioure | Rase

i@j Dane e Internet
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2.6.5 Configuration of Split Tunnelling
Split tunnelling is configurable in the IPSec settings window of a group

File Edit ‘iew Favorites Tools Help L}

@ Back * () \1] L;._’Ll .;\; 7 ) Search

http: /192, 168.4, 155/manage/manager.htm

7 %)

HELF LOGOFF

Group Name: /Base/vpngroup

Inherited

Field Value Al
From

ctions
Split Tunneling | Enabled Use Inherited
Split Tunnel Networks .Terenci'i'estLAN. | New Network Use Inherited

IPSec ldle Timeout Reset % -
on Outhound Traffic Bl el
Client Selection Allowed Clients: Both Contivity and non-Contivity Clients B

Allow undefined networks for non-Contivity clients: Enabled

Database Authentication (LDAP):
- User Mame and Password: Enabled
- RSA Digital Signature Dizabled
Default Server Certificate:
(Mone)
* RADIUS Authentication:

- User Name and Password:  Disabled
Authentication _ pyppT Disabled /Base

- RSA SecurlD Disabled
- Group Level Radius Settings: Disabled
Server(s): (None)
Group 1D [Mone)
NQRTEL LDAR Authentication:
NETWORKS Group ID: (Mone)
o
a Internet i
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3 Logging

Event logging is available via clicking “ . This screen shows the
current events. The display mode can be modified and sorting for several criteria is
possible.

To save a copy of the current event log as a file, enter a file name and click the “Save”
button. The log will be saved on the device.

Advanced filtering is possible after opening the “Capture and Display Filters” by clicking
“Show”.

Further, below the “STATUS” menu, a “SYSTEM LOG”, “SECURITY LOG”, and “CONFIG
LOG” are available.
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“STATUS > HEALTH CHECK” gives a quick overview over the system.
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“STATUS > STATISTICS” shows important system counters and information.

*** End of Document ***
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