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Scope 
This document presents results of installation, configuration, and operations testing of VPN 
components with the Vodafone Mobile Connect service.  The document is not intended to 
be a tutorial on VPN concepts nor does it supersede or replace the vendor’s 
documentation.  The reader is referred to the VPN vendor for definitive guidance on the 
proper and recommended use of their product.  While Vodafone Group has taken care to 
ensure that the information contained herein is accurate, no responsibility can be accepted 
for errors, omissions, or inaccuracies. 
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1 Executive summary 
This Appendix is in addition to the overview document for Nortel Contivity Router and 
describes the setup and update process in a detailed way with example screen shots 
taken from the initial processes: 

·  Initial setup of the router for basic operation 

·  Configuration of NAT-Traversal (generally required for use with mobile networks) 

·  Setup of user groups, timeouts, and other common parameters 

·  Device software upgrades, saving and restoring configuration files 

Furthermore logging and additional functionality is available in the appropriate chapters. 
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2 Contivity appliance Installation and Configuratio n  
The following description is intended for network administrators who are familiar with 
networking and IP concepts. The appliance has to be integrated into the internal company 
network. The appliance setup therefore has to comply with the configuration of the internal 
networking. This description is intended to allow a network administrator not yet familiar 
with the Nortel Contivity Router to configure a VPN with UMTS/GPRS usage. 

2.1 Overview 
The Nortel VPN Router 600 (formerly known as Contivity 600) is marketed by Nortel ‘for 
branch offices and small businesses that need to be interconnected through managed 
Internet Protocol (IP) VPNs. The VPN Router 600 provides routing, firewall, bandwidth 
management, encryption, authentication, and data integrity services to ensure secure 
tunneling across IP networks and the Internet. An individual user or group of users can be 
associated with a set of attributes that provide custom access to an extranet.’ 

  
Figure 1 - Router front and back views 

2.2 Initial setup 
The initial configuration of Nortel Contivity 600 can be done by using either the IP Address 
Configuration utility or the serial interface configuration menu. 

The serial interface configuration menu allows you to assign the router a management IP 
address, subnet mask and gateway IP address so that you can use a web browser for 
management. The factory default username and password are  

Username: admin 

 Password: setup 
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Follow the screen prompts to complete the initial configuration.  

 
The ExtNetIP.exe program launches the IP Address Configuration utility, which allows you 
to assign a Management IP address and subnet mask to the Switch. The program 
automatically enters the serial number for the first available Switch into the table of 
Contivity Switches. Enter the management IP address and subnet mask to the switch; the 
default gateway address is optional and can be added later. 
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·  Click “Apply” and the address configuration utility display disappears. When the Switch 
has completed updating its configuration your default web browser will open the 
Contivity Switch Welcome display by connecting to the management IP address. Click 
on “Guided Config” to begin the guided configuration. 

 

·  At the “Welcome to Guided Configuration” screen, select “Continue” 
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·  The System / Identity menu lets you configure the management IP address, the host- 
and domain-name as well as DNS server 

 

·  At the System / LAN screen configure the IP addresses and subnet mask of the private 
and public interface. 

Note:  
the management IP address set in the initial configuration to the private interface is only 
for managing the Contivity Switch 

 



VPN Concentrator 
Nortel Router 600 

 
 

© VODAFONE GROUP 2007 

Revision 3.0 

Page 9 of 30 

 

·  Set date and time and a NTP server to be sure your time information in log files are 
correct at the System / Date & Time menu 

 

·  In the System / Settings screen configure the settings of Safe Mode,  the serial port 
and the settings for the event log file 
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·  Choose if you have only VPN tunnels from mobile users to the Concentrator or also 
gateway to gateway VPN connection in the System / Forwarding settings 

 

·  At the Services / Available screen select which protocols should be available for the 
VPN tunnel. Contivity Switch supports IPSec, PPTP and L2TP. On this page you can 
also configure the management access to the Contivity Switch. 
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·  At the Services / IPSEC screen modify the authentication and encryption settings for 
IPSec as well as the UDP port for NAT Traversal (UDP port 4500 is recommended). 
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·  If desired, you can add static routes in the Routing / Static Routes screen. It is 
necessary to define static routes if you want to reach a network behind the defined 
VPN network. 

 

·  The menu Profiles / Groups lets you edit the predefined Base Group or add a new 
group. It is recommended to configure the basic settings in the base group and special 
settings for the used protocol in new created user groups. 
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·  Detailed IPSec configuration of a group is possible in the group properties. By default 
the settings will be inherited from the base group. 

  

·  IP address range assigned to VPN users connected to the Contivity Switch is 
configurable in the menu Servers / User IP Addr 
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·  This address range must be attached in the User IP Address Source section of the 
group properties 

 

·  Now the general and a group configuration with desired options are completed, you 
must create users and assign them to a VPN group. Select Profiles / Users menu to 
view existing users and click “Add User” to create new users 
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·  Enter the username and a user ID and password for IPSec connection and select the 
group the user will be assigned to. You can assign a user to two different groups, but 
only if the user has two different user IDs.  

 

2.3 User Management 
Integrated User Management and external authentication through LDAP or RADIUS server 
are supported. You can enable or disable globally the authentication schemes in the IPSec 
settings window of the Nortel Contivity 600. 
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The authentication schemes can be also enabled or disabled in group properties for each 
group separately. 

 

2.4 Internal Server Name Resolution 
Name resolution is configurable in the IPSec settings of a group. Enter the address of the 
Primary Domain Name System server that is located on your private network. This DNS 
address is provided by the server to tunnel Clients at connection establishment and is 
used through the tunnel. 

A domain name for the private network can also be configured in the IPSec settings of a 
group. This setting enables you to specify the name of the domain that is used while an 
IPSec tunnel is connected. Specifying the domain name ensures that domain lookup 
operations point to the correct domain. This is particularly important for Clients that use 
Microsoft Outlook or Exchange, to ensure that the mail server is mapped to the correct 
domain. 
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2.5 Timeout Configuration 
Idle timeout for a connection can be configured in the connectivity settings of a group. The 
idle timeout is an amount of time a connection can be idle. When the Idle Timeout expires, 
the session is terminated. This option helps prevent allocation of resources on the gateway 
for sessions that are no longer active.  

The default Idle Timeout is 00:15:00 minutes; the range is 00:00:00 to 23:59:59. A setting 
of 00:00:00 specifies no Idle Timeout. 

Note: All sessions check their configuration at startup time. Therefore, if you change the 
time of the idle timeout during a session, the change only affects new sessions and not 
any existing ones. 

 
In the IPSec settings of a group, IPSec idle timeout reset can be enabled or disabled. 
Enable this option in order to reset the idle timeout counter when outbound traffic is sent. 

 
You can also set the lifetime for the key used for encrypt data of a single session (Rekey 
Timeout). Use the Rekey Timeout setting to control how often new session keys are 



VPN Concentrator 
Nortel Router 600 

 
 

© VODAFONE GROUP 2007 

Revision 3.0 

Page 18 of 30 

 

exchanged between a Client and a server. The default timeout is 8 hours; a setting of 
00:00:00 disables the Rekey Timeout settings. The maximum setting is 23:59:59. 

 

2.6 Advanced Configuration 
This section describes the upgrade, back up and advanced configuration steps for the 
Nortel Contivity 600. 

2.6.1 Upgrade to new operating software 

To upgrade the Contivity Router, enter the web management interface, authenticate and 
open the screen “���������	
��
��� . Here, the current version is displayed and a new 
version can be downloaded to the device by ftp. Make sure the target server is set up 
correctly to grant access to the upgrade software.  

The upgrade software must be decompressed, so that all relevant upgrade files reside 
below a version directory that is named like the version, e.g. “V6_00.310” 
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Enter the host name or IP address in the Host field. In the Path field, enter the path relative 
from the ftp root directory to the upgrade directory. Enter user ID and password for the ftp 
access. Click Retrieve when ready. 
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The device will download the upgrade file by file, which could take some time. For Version 
6_00.310, 1894 files needed to be downloaded. Confirm when asked if you wish to 
continue. 

 
After clicking OK, file by file is downloaded. Errors may be reviewed in the event log. 
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After completion, the new version can be applied by selecting it in the drop down box and 
clicking “Apply”.  
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Click “OK”. The Contivity Router will then be rebooted. 
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2.6.2 Backup of the Nortel Contivity Configuration File 

Backup and restore of saved configurations can be done via the “Current System 
Configuration” Screen “���������������� . In the “Current System Configuration” field, the 
current configuration file can be reviewed. By entering a file name and clicking the “Save” 
button, the configuration file will be stored on the hard disk of the device. This 
configuration file contains all information necessary to restore the machine. 
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A previously saved configuration can also be restored by following the “Restore” link. At 
the bottom of the screen, you can select, which configuration to use when rebooting. 
Select one of the available configurations in the drop down select box below “Boot 
Configuration” and click OK. 

 
The system will reboot with the new configuration. 

2.6.3 Keep alive messages 

Keep alive messages, IKE keep alive and NAT keep alive, are configurable in the IPSec 
settings window of a group 
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2.6.4 IP compression configuration 

The IPSec LZS compression can be selected in the IPSec settings window of a group. 
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2.6.5 Configuration of Split Tunnelling 

Split tunnelling is configurable in the IPSec settings window of a group 
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3 Logging 
Event logging is available via clicking “������������������� . This screen shows the 
current events. The display mode can be modified and sorting for several criteria is 
possible. 

 
To save a copy of the current event log as a file, enter a file name and click the “Save” 
button. The log will be saved on the device. 

Advanced filtering is possible after opening the “Capture and Display Filters” by clicking 
“Show”. 

Further, below the “STATUS” menu, a “SYSTEM LOG”, “SECURITY LOG”, and “CONFIG 
LOG” are available.  
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“STATUS > HEALTH CHECK” gives a quick overview over the system. 
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“STATUS > STATISTICS” shows important system counters and information. 

 
 

*** End of Document *** 


