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Scope

This document presents results of installation, configuration, and operations testing of VPN
components with the Vodafone Mobile Connect service. The document is not intended to
be a tutorial on VPN concepts nor does it supersede or replace the vendor’'s
documentation. The reader is referred to the VPN vendor for definitive guidance on the
proper and recommended use of their product. While Vodafone Group has taken care to
ensure that the information contained herein is accurate, no responsibility can be accepted
for errors, omissions, or inaccuracies.

Document History

Version Date Reason

Initial release using GPRS network. Client

1.0 October 2003 documentation included in main document.

Creation of separate document for client
2.0 June 2006 configuration. Update to new versions of VPN
software and focus on 3G network performance.

3.0 May 2007 Minor changes & R9 updates

File Reference
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Document Authors
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Document Distribution
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Other than as permitted by law, no part of this document may be reproduced, adapted, or
distributed, in any form or by any means, without the prior written consent of Vodafone
Group Plc.
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1 Executive summary

This Appendix B is in addition to the detailed document for Netgear VPN Router-ProSafe
VPN Client and describes the set up process in a detailed way with example screen shots
taken from the initial processes. It is a companion guide to ‘Appendix A:
VPN_Netgear_FVS318_App A.doc’ providing additional detail beyond that covered in the
VPN Overview document for Netgear FVS318.

¢ |[nitial installation of the client software is reviewed.
e Configuration of the VPN client using sample parameters is illustrated

e The default configuration for the client is to start up automatically when a target
address is referenced, although this can be modified to require manual start-up

e As the VPN client starts automatically, no special steps are required for integration with
Vodafone Mobile Connect software

e Frequently used configuration settings are illustrated
e Connections to corporate applications and file servers are illustrated
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2 VPN Client Installation and Configuration
(Netgear ProSafe VPN Client 10.1)

The Netgear ProSafe VPN Client can be installed on a Windows Workstation. A user
needs Administrator rights to install the software on the local machine. This client can be
used to establish a VPN connection to the Netgear VPN Router firewall/VPN appliance.
Other VPN Clients have to be de-installed.

The Netgear ProSafe VPN Client uses the “Deterministic Network Extender” (DNE)
Package of Deterministic Networks, Inc.

2.1 VPN Client System requirements
Verify that your computer meets these requirements':
e A single, Pentium®-class processor or its equivalent.

e One of the following operating systems?:

— Microsoft® Windows® 95 (build 950B and 950C only)

— Microsoft® Windows® 98, or Windows 98 (second edition)
— Windows ME

— Windows NT 4.0 (with Service Pack 4, or higher)

— Windows 2000 Professional

— Windows XP Professional or Home Edition

e Native Microsoft TCP/IP installed. (Confirm via Start > Settings > Control Panel >
Network > Protocols or Configuration.)

e Microsoft Internet Explorer 4.0 or later
e 10 MB hard disk space.

e RAM:

— 16 MB for Windows 95

— 32 MB for Windows 98 or NT

— 64 MB for Windows ME or 2000

— 64 MB /128 MB recommended for Windows XP

' These are minimum requirements to run the client software but won’t provide satisfactory performance in
typical office configurations.

% Note that early versions of Microsoft® Windows® are no longer supported by VMC software.
© VODAFONE GROUP 2007 Page 5 of 21
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e Toinstall the VPN Client:

— CD-ROM drive, network drive or web site

— Administrator privileges if installing on Windows NT or Windows 2000
e To use the VPN Client:

— Direct network connection (cable, WLAN or DSL modem and network
adapter/interface card)

— Internal or external non-encrypting modem if dial-up connection

— Native Microsoft PPP dialer if dial-up connection

— PPPoE drivers if DSL is used

e To connect using a digital certificate for authentication:
— A digital certificate signed by a Certificate Authority (CA) installed on your PC

2.2 VPN Client installation

¢ Run the installation program (“Setup.exe”) according to the directions given by the
program. There may be warnings from the Microsoft Windows XP SP2 Security Center,
which can be safely ignored.

Internet Explorer - Security Warning x|

The publisher could not be verified. Are you sure you want to run this
software?

Mame: Sefup.exe

Publisher: Unknown Publisher

Run %J Don't Run I

This file does not have a valid digital signature that verifies its publisher. ¥aou
should only run software From publishers you trust, How can T decide what
software bo run?

Following slides shows the Netgear ProSafe VPN Client 10.1 installation:
e At the “Setup” window click “Next”
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NETGEAR ProSafe ¥PN Client Setup x|

NETGEAR
ProSafe ‘Welcome to the InstallShield Wizard for
VEN E NETGEAR ProSafe VPN Client
Client

The Installs hield® ‘wizard will install NETGEAR ProSafe
WP Cliett on your computer. To continue, click Mest.

< Back | Mext > [_\I Cancel |

e Follow the screens for “License Agreement” and “Setup Type and Destination and
Program Folders” and install the Netgear ProSafe VPN Client.

NETGEAR ProSafe ¥PN Client Setup x|
Setup Type NETGEAR

Chooze the zetup bppe that best suitz your needs. Pro%%f; ﬁ
Client

Click the type of Setup yow prefer.

 Typical Prograrm will be installed with the most common options. Recommended far
mozh Users.

{~ Express Program will be installed with all components supparted an this systen.

& Custom Y'ou may choose the options wou wart to install. Recommended for advanced
LISETS,

Destination Falder
’7E:\F‘mgram Files\METGEARNMETGEAR FroSate WP Clignt Browse... |

|rmstallShield
< Back | Ne:-:t>E I Cancel |

e |f custom installation is selected, the “Select Components” screen is shown. Select all
components.
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MNETGEAR ProSafe ¥YPM Client Setup x|
Select Components NETGEAR
. ProSafe
Choose the components Setup will install C?‘!PN w
ient d

Select the components you want to install, and clear the components you do not want bo
install

— Description

SafeMet VA Adapter
SafeMet IPSec Component Installs the SafeM et 1a,

B t Lib al;lapter, providing suppart fiar
Rt Wirtual Adapter functionality.

Space Required on C teis e
Space Availlable an C: 4770328 K.
|ngtallShield

< Back | Mest » SEI Cancel |

e Confirm the selected settings in the next screen and the setup will start. Make sure any
unsigned driver warnings are confirmed to install the driver anyway. These warnings
may appear behind a screen and may not be visible. If the installation seems to stop,
minimize the visible windows and look for a driver installation warning.

e A Deterministic Network Enhancer will be installed on all available network adapters.
Additionally Netgear ProSafe VPN Client 10.1 creates a new network adapter.

@ Inztalling the Deterministic Network. Enbancer...

e After completing the installation, the system will ask you to reboot the system.
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METGEAR ProSafe ¥PM Client Setup

NETGEAR

ProSafe Install5 hield Wizard Complete

Setup has finished instaling NETGEAR ProSafe WPN Client on
yaur computer.

% “Yes, | want to restart my computer now.
£ Mo, | will restart my computer later,

Remove any dizks from their drives. and then click Finish to
complete setup.

< Back | Finish &I LCancel |

e After the reboot, the Client is automatically started and is displayed in the system tray.

= aSp & &

Configuring a new Client connection
(Netgear ProSafe VPN Client 10.1)

In this example, the client is configured for a typical scenario. Here, a shared secret is
used for the initial connection to the gateway. The user is identified by a username and
password. The client is configured to set up a virtual network interface. Unlike in more
expensive VPN systems, the parameters for each user must be entered on the client side.

The advantage of the virtual network interface is, that within the corporate network, a well
defined address range can be assigned to remote users, so that routing and firewalling of
VPN client users is possible.

The setup here is matched to the configuration of the Netgear appliance described in the
document in appendix A: “VPN_Netgear_FVS318_App A.doc*

e Start the Profile Editor from the Program menu at “Programs > Netgear-ProSafe VPN
Client > Security Policy Editor”
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el [x|=| 4 — - N
Metwark Security Policy N E T G E A R
----- My Connections

% Other Connections

e C(Click on the “Add a new connection” icon on the left to define a new profile

e Rename the profile by clicking on the connection name once. Set the ID Type at the
top of the Remote Party Identity and Addressing” box to “IP Subnet” and enter the
subnet to which you want to send the encrypted data. Check the checkbox in front of
“Connect using” and select “Secure Gateway Tunnel”. The ID Type here is Any /
Gateway IP Address. Enter the external IP address of the Netgear VPN Router you
want to connect to.

857 x @] #]4] NETGEAR Y|

Metwork Security Palicy

E|ﬁ_| My Connections — Conhection Security

E‘@@}S & Secure ™ Only Connect Manually
-8 My ldentity = Morrsecure

E@ Security Policy  Black

E{%] Authentication [Phase 1) or

| - [ Proposal 1

E"Ea Key Exchange [Phase 2) — Remate Party [dentity and Addressing
[ Proposal 1 oT

| e IIPS bret Yl
= % Other Connections P =

Subnet: |132.188.2.D
Mask: |255.255.255.D
Pratacol IAII j Part IA" ﬂl

[v Connect using ISecure Gateway Tunnel j
1D Type I.t’-‘m}l j IGateway IP Address ﬂ
IAn_l,l D |1 45.253.85.180

e Open the menu “Options > Global Policy Settings”. Set the Retransmit Interval to 45
seconds. Make sure that “Allow to Specify Internal Network Address” and “Send status
notifications to peer hosts” are checked. For debugging purposes, check “Enable IPSec

Logging”.
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Global Policy Settings

R etransmit Intereal [seconds]; 4!

MHurnber of retries:

¥ Send status notifications to peer hosts
v Allow to Specify Intemal Metwork Address
¥ Enable IPSec Logging

[ Smart card removal clears keys

[y |

.

—

Cancel

O

vodafone

e Next, click on “Security Policy” entry in the connections tree to edit the Security Policy.
Select “Aggressive Mode” for Phase 1 Negotiation. This is required for authentication
with shared secret on a Netgear device. Selecting “Aggressive Mode” will enable the
“ID Type” “E-mail Address”
Here, PFS is not enabled to simplify the example. Replay detection may be checked.

2% %[ x (& 4]

Metwork Securty Policy

=1 My Connections
E@ Metgear-RTC
S f3 My ldentity
SR 5 =ity Policy
E@ Authenticatitn [Phaze 1)
o w2 Propasal 1
E% k.ey Exchange [Phaze 2)
“[] Proposal 1
8 Other Connections

NETGEAR Y|

— Security Policy

Select Phaze 1 Negotiation Maode
= Main Mode

% Aggressive Mode
 Use Manual Keys

[ Enable Perfect Forward Secrecy [FFS)

PFS Key Group [DiffieHelman Graup2 <

¥ Enable Replay Detection

¢ Next, make sure the connection is expanded and click on “My Identity” to edit the
Identity tab. The “ID Type” is set to “E-mail Address” and in the edit field, the same
string as on the Netgear appliance is entered. Click on “Pre-Shared-Key” to enter the
same key as in the gateway configuration of the Netgear appliance. Set the “Virtual
Adapter” setting to “Required”.
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2| ~o[ x| #[+] NETGEAR L]
Metwork S ecurity Palicy
E|F_I My Connections — My |dentity
Em%ﬂ?;%% Select Certificate Pre-Shared Key |
E@ Security Polidy INone j
=5 Authentication [Phase 1) ID Type Port
D Propozal 1 -
E% K.ey Exchange [Phase 2] IE-malI Cddiess j IM j I
D Proposal 1 van. toat
= Other Connections
Wirtual Adapter I Fequired j

Internal Metwork |P Address |1 9216817422

r Intemnet Interface
MHame I,qn_p j
IP Addr IAn_l,l

¢ Next, click on “Proposal 1” entry below “Key Exchange (Phase 1)” in the connections
tree to edit the first IPSec Phase 1 (IKE) Encryption setup. More than one proposal is
possible and a fitting one will be negotiated during connection establishment, but since
both sides are known, the first proposal should fit the requirements. As “Authentication
Method”, select “Pre-Shared Key”. Make sure the encryption parameters (Encrypt
Alg, Hash Alg, SA Life, Key Group) exactly match the settings on the Netgear
appliance, otherwise the connection will fail.

Bl [x (@ #]4| NETGEAR K|

Metwark Security Palicy

Eﬂ My Cannections
. Bl NetgearRTC

—Authentication Methad and Algeorithm:

Eg Secuiity Palicy Authentication Method

E@ Authentication [Phase 1) Pre-Shared Key j

R N
E‘% Key Exchange (Phase 2] Encryption and Data Integrity Algarithme:
[ Propozal 1
i Other Connections Encrypt &lg ITripIe DES vl

Hazh Alg I SHA 'l
Seconds

54 Life |secands =] [28800

Key Group IDiffie-HeIIman Group 2 j

e Next, click on the “Proposal 1” entry below “Key Exchange (Phase 2)” in the
connections tree to edit the first IPSec Phase 2 (ESP) Encryption setup. Again, more
than one proposal is possible. Compression must be switched off since it is not
supported on the Netgear appliance. Set the Encapsulation to “Tunnel”. Make sure the
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encryption parameters (Encrypt Alg, Hash Alg, SA Life) exactly match the settings on
the Netgear appliance, otherwise the connection will fail.

25| x|u| #]+] NETGEAR L]
Metwork Security Policy
E|H_| ty Connections  IPSec Protocols
| B8y MetgearRTEC Seconds KB ptes
€3 My Identity S, Life [seconds =] 360D |
E@ Security Policy .
E@ Authentication [Phase 1) ClanpzssiEn INone j
Eﬁgy PET;:::;; (Phase 2] ¥ Encapsulation Protocol [ESP)
] m Encrypt &lg ITripIe DES VI
& Other Connections Hash Alg ISHA_-] vl

Encapsulation ITunneI vI

[T Authentication Protocal [&H)

Hazh &lg I SHA v]
EncaDSU|ati°n| Tunnel 'I

¢ Next, click on the “Other Connection” entry in the connections tree. Here, the
unencrypted connection settings can be configured. If Split Tunnelling is needed, set
the Connection Security setting to “Non-secure”. This will allow unencrypted internet
traffic as well as encrypted traffic to the corporate.

We recommend blocking all unencrypted traffic by selecting “Block”. As long as the
security policy is loaded, this will ensure that no unencrypted connection to the internet
is possible.

almlx(@ #]¢] NETGEAR Y|

Metwork Security Policy

E|:I My Connections Connection Security

E@ Metgear-RTC i Secure
""" G Myldentity * Non-zecure
El@ Security Policy  Block
25 Authertication [Phaze 1) o
; i i) Proposal1
E@ k.ey Exchange (Phaze 2)
D Propozal 1

Internet Interface

ame IAn-'" j
IP Addr IAn_l,l
Paort Al - I
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2.4 Name Resolution

Unfortunately the client does not receive any DNS or WINS server IP addresses from the
appliance during the connection phase and therefore the client is not able to resolve
internal VPN host names to IP addresses. This means that the user has to add all needed
internal VPN hosts names and their IP addresses manually to the hosts file of Windows,
which can be found in either ‘C:\\WINDOWS\system32\drivers\etc’ or in
‘C:\WINNT\system32\drivers\etc’. A sample entry would look like this:

192.168.2.10rtcex01.rtc.vf-globallab.com

Please note that some applications may need the fully qualified host name and some
others only the host name without the domain. It is possible to enter both variants if
unsure.
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3 Configuring VMC Software for VPN Usage

The Netgear VPN client is installed as a system utility and runs transparently whenever the
computer is started. The client is accessed via the icon in the Windows Notification Area
(System Tray). As the client is always running, there is no need (and it is not possible) to
configure the VPN button in the Vodafone Mobile Connect software to launch the client.

3.1 Establish the connection (VMC R9)
The new R9 of Vodafone Mobile Connect software offers the same features as earlier
versions but with a different user interface.

With a SIM card inserted into your datacard (or USB modem), to establish a connection:
1. Inthe main view, use the Connect button, or

(€] Yadafane Mabile Connect BEX|

File  Wiew  Settings  Tools  Help

Mobile Connect Mobile Connections

Q Main View Yodafone UK 3G | Connect
M S
ahage ;
g\$ Connections 4

; iew Usage

EEJ Ianage Devices

Other Programs

[=5 Vodafone S5
€& ven
& Internat
Q Explorer
e Firefos

vodafone

2. In the mini-view, use the Connect button, or

¥ Yodafone UK 3G -llll DDD
: Ccomee

3. From the Windows Notification Area (system tray), right-click and select Connect.

C]

Open Yodafone Mobile Cannect
A4 Connect

Wiew Usage

Manage Devices

Open M5

Inkernet Explorer

@G &

Firefox

Exit Yodafone Mobile Connect

e g 2082 OB B 135
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3.2 Establish the connection (VMC R7 and earlier)

Note: The following steps apply to the legacy version of Vodafone Mobile Connect
software R7 and earlier.

0 Yodafone Mobile Connect - 3G Preferred merlin U630 !EIE

File “iew Toolz Help
DISCOMNMECT

' 20 & N
Mobile | SkS Web Ugzage  Find Hotzpot  Support

0 vdaion |

|Comnected to 3G network |@ 00:01:02 | Obps ¥ Obps
|_anll 3G [Wodafone DE [ |

e First you need to build up a connection using your VMC. Insert SIM and PCMCIA card
and open the Vodafone Mobile Connect application.

¢ Press the Mobile button in the CONNECT/DISCONNECT area of the toolbar
3.3 Establish the VPN

As the Netgear ProSafe VPN client is placed into the system tray by default, there is no
need to configure the Vodafone Mobile Connect software for the VPN, see appendix B for
further details.

After you build up your preferred connection, the Netgear ProSafe VPN Client is able to
connect to the remote gateway automatically. Make sure that the Netgear ProSafe VPN
Client is running in the system tray.

=SSP © &

Optionally, the VPN connection can be forced to start by right-clicking the Icon in the
system tray and select “Connect... > MyConnections\<VPN Connection Name>". Since the
authentication parameters are configured in the client, no additional user authentication is
necessary.
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4 Configuring the VPN Client

4.1  Automatic Start-up

By default, Netgear ProSafe VPN Client will be started from the “Programs > Start up” on
Windows-start up. Further, the client will connect automatically when an application tries to
connect to it’s server in the corporate network. This behaviour can be changed in the
Policy Editor if editing of the policy was not disabled by the administrator.

B8R x = 4]

I etwaork. Security Palicy

=-_1 My Connections

@G My Iu:har'ltil_l,lE

El@, Securty Palicy
=& Authentication [Phaze 1)
- ) Proposal 1
El% K.ev Exchange [Phaze 2]
] Propozal 1
----- Qther Connections

NETGEAR LY

— Connection Security

{+ Secure é | [ Orly Connect Marualy I

{~ Mon-zecure
{~ Block

— FRemaote Party |dentity and Addreszing
D Type IIF' Subnet j

Subret: |1E|2.1EE.2.EI

b ask: |255.255.255.n

Frotocol I.-'l'-.II vI Pait I-":"-" jl

V¥ Connect using ISecure Gateway Tunmel |
D Type I.-’-‘-.n_l,l j IGatewa_l,l IP Address j
[ 1D | 145.253.85.180

If the “Only Connect Manually” checkbox is checked, the connection must be initiated

B (S]] A

Start the connection by right-clicking the Icon in the system tray and select “Connect... >
MyConnections\<VPN Connection Name>".

manually.
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4.2 Keep-alive Frequency

If NAT-Traversal is activated, as is necessary with most countries using GPRS and 3G
services, the Keep-alive packet frequency defaults to 20 seconds. Unfortunately, this
setting cannot be changed.

4.3 Export a Profile configuration file

Working profiles can be exported from the Netgear ProSafe VPN Client Policy Editor into a
policy file. When exported, the administrator can decide if the policy will be editable after
import or not. Further, the policy can be protected by a password.

e Start the Netgear ProSafe VPN Client Policy Editor from menu “Programs > Netgear
ProSafe VPN Client > Security Policy Editor”.

e Select “File > Export Security Policy”. There, select a file name and optionally a
password. Further, it can be selected if the user should be able to edit the policy after

m por’[.
o
Filenarne: lE:'\poIicy.spd Browse... |

— Policy Protection
¥ Protect Exported Palicy

xxxxxxxx

Password: |

Corfirrn: | ““““““““

— Policy Lacking

" Puolicy is unlocked [user may edit connections, global settings, ete]
" Puolicy is partially locked [user may edit "My |dentity'’ information only)

' Puolicy is completely locked (user can view but not edit)

Cancel |
Export the policy by clicking “Export”.
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5 Connections to Different Services

You can connect to all services via the VPN tunnel that you can connect to while in your
local LAN.

An internet connection must be established and the VPN Client has to be started. If these
requirements are fulfilled you can use all applications.

5.1  Connect to MS Exchange mail server / Outlook

Please refer to chapter 2.4 — Name Resolution for important information how to allow
Outlook to resolve the Exchange server name.

Due to time-outs and other problems depending on the VPN tunnel, sometimes you have
to repeat the connection procedure. The dialog boxes (displayed below) will appear. Click
Retry till you get a connection to the Exchange Server.

Connecting To Microsoft Exchange Server.

Your Microsoft Exchange Server is unavailable,

&etry | WorkOFFIine‘ Cancel |

After connecting successfully to the Exchange Server, you can use MS Outlook like you
are connected to your local LAN

& Inbox - Microsoft Outlook E@@

fle Edt Wiew Favorites Tools @ctions  Help

Fitew - & DY X GoReply fReplyto Al 4 Formard ' SendfReceive  H0Find iy - o

kel

Outlook Shortcuts || Folder List x
= & Outiook Taday - [Mailbox - Grzesica, Min S ]
3 Calendar

&

Mi20,08,2003 L., 7256
Mi20,08,2003 L., 756 B
Mi20,08,2003 1., 7256
Mi20,08,2003 L., 7946

=]

2 Contacts a
Outlook Taday (3 Deleted Ttems )
B Drafts @
&

uuuuu

RS
oo

D

<F3 Quthox

531 sent Items.

o

o)
T
g

T Tasks
- () Public Felders %

‘®

n

From:  Greesica, Mirnslan To:  Martin Sparwald
ubject: test7? Cci  Grzesica, Miraslar

22
I<

4
&

w

=

z

i

o
g

My Shortcuts

Other Shartcuts | | ¢ ES

6 Items
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5.2 Connect to file server

Please refer to chapter 2.4 — Name Resolution for important information how to resolve the
file server name.

Once a VPN connection is established, you have to map a shared network folder on the
file server in the LAN.

The user connecting to the shared network folder must have the permissions (in the local
LAN) to connect to this folder.

Map Network Drive El

‘Windows can help you connect to a shared network Falder

and assign a drive letter to the connection so that you can
.\‘ access the folder using My Computer,
__—=
s ]

Specify the drive letter for the connection and the Folder
that you want ko connect ko:

Drive: Z

v
Folder: | Vitex0l|miroslaw v

Example: \iserverishare

[Creconnect &t logon

Connect using a different user name. Map Network Drive

Sign up for online storage o connect ko a

network server. Attempting to connect ba Yitlex01\miroslawg.
TN

Figure 1 — Mapping Network Drive for VPN Access

After the connection to the file server via VPN is established, the user is able to transfer
files between the file server and the local machine like he is connected to the local LAN.

Copying...

PROPLUS.MSI
From 'OfficexP' ta 'C:Y
( ] Cancel
Figure 2 — File Transfer between LAN and local drives
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6 Logging

For more information please refer to the Netgear ProSafe VPN Client's documentation.

6.1 Logging Client (client side)

After the client installation, a log viewer can be found in the Windows start menu:

e.g.: “Programs > VPN > Log Viewer”. The log can be cleared, printed and saved to a file.
The log display can be stopped and restarted.

m Log Viewer - NETGEAR ProSafe VPN Client

Clear | Freeze | Save Log| FErint |

11-21: 14:22:58.126 ~
11-21; 14:22:58.1 26 My Connectiong"FWS318 - Attempting to resolve Hostname [ngrouter. dyndns.org)

11-21: 14:22:58 346 My ConnectionshF¥5318 - Initiating IKE Phaze 1 [Hostname=ngrouter. dyndnz.org) (IP ADDR=6E.120.123.147)

11-21: 14:22:58,356 My ConnectionshFWS318 - SEMDIMG: > » |SAKMP DAK MM [Sh, VID 2

11-21: 14:22:58. 536 My Connections®FV5318 - RECENVED < << 15AKMP DAK MM [54)

11-21: 14:22:59 507 My Connections'FWS318 - SENDING: »» > |SAKMP DAK MM [KE. MO, VID 3]

11-21: 14:22:02. 762 My Connections\FW5318 - RECENVED << |SAKMP OAK MM [KE. NOM)

11-21: 14:23:03.533 My ConnectionshFWS318 - SEMDING> >3 [SAKMP DAK MM 1D, HASH, NOTIFY:STATUS_IMITIAL_CONTACT)

11-21: 14:23:03.734 My Connections'FWS5318 - RECENVED <<« 1SAKMP OAK MM *[ID, HASH)

11-21: 14:23:03 734 My Connections'FW5318 - Established [KE 54

11-21: 14:23:03.734 WYy COOKIE b2 13 46 bd 25 1b 3c 86

11-21: 14:23:03.734 HIS COOKIE d5 28 c0e5 8 Bf Bd1a

11-21; 14:23:04.765 My ConnectionsFW5318 - Initiating IKE Phase 2 with Client IDg [meszage id: BDDD3ET)

11-21: 14:23:04. 765  Initiator = |P ADDR=E67. 74 4068, prot =0 port =0

11-21: 14:23:04.765 Fezponder = IP SUBMET /MASK=192.168.100.0/255.255.255.0, prot = 0 port = 0

11-21: 14:23:04.765 My ConnectionshFWS318 - SEMDIMG>»>» [SAKMP DAK OM *HASH, SA, MOM, KE, 1D 2x)

11-21: 14:23:08.120 My Connections\FWS318 - RECENVED <<« |54KMP 04K QM “[HASH, 54, NON, KE, ID 2x]

11-21: 14:23:08.120 My Connections"F¥S318 - Filter entry 4 SECURE 067 .074.040.068%:255. 255,255,285 192.168.100.0004255.255.255.000 DNS.DNS.DNS.DNS added.
11-21: 14:23:08.120 My Connections'FWS318 - SEMDING: >3 > |SAKMP OAK OM *[HASH)

11-21: 14:23:08.270 My ConnectionsyFWS318 - Loading IPSec SA [Meszage ID = BDDD3BTT OUTBOUND SPI = EFAFADS INBOUND 5P| = BF96A947)

11-21: 14:23:08.270 v

< >

6.2 Connection Monitor (client side)
The Connection Monitor shows statistical and diagnostic information for each active
connection.

The Connection Monitor is viewed by selecting the client icon from the Windows
Notification Area (system tray), right-click and select Connection Monitor.

Non-Secured Packets |3m 431 Secured Packets IU
Diropped Packets ID Secured D ata [KEptes] IIJ Details I

Connection Mame | Local Address | Local Subret |F|emc-te .t’-‘n.ddlessl Remote Modifierl G Address | Protocol | Local F'ortl Fem Port |

Global Statistics

*** End of Document ***
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