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Scope

This document presents results of installation, configuration, and operations testing of VPN
components with the Vodafone Mobile Connect service. The document is not intended to
be a tutorial on VPN concepts nor does it supersede or replace the vendor’'s
documentation. The reader is referred to the VPN vendor for definitive guidance on the
proper and recommended use of their product. While Vodafone Group has taken care to
ensure that the information contained herein is accurate, no responsibility can be accepted
for errors, omissions, or inaccuracies.
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1 Executive summary

This Appendix is in addition to the detailed document for Netgear firewall/VPN appliance
and describes the setup and update process in a detailed way with example screen shots
taken from the initial processes.

e Only Version 3 of the Netgear hardware is supported with mobile networks.

e Care must be taken to ensure client and concentrator parameters match exactly as this
is not handled automatically by the VPN system.

o |f different VPN clients are used, individual IKE and IPSec policies must be established
for each client.

Furthermore logging and additional functionality is described in the appropriate chapters.
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2 Netgear VPN Router Installation and Configuration
(Version 3.0_22)

The following description is intended for network administrators who are familiar with
networking and IP concepts. The appliance has to be integrated into the internal company
network. The appliance setup therefore has to comply with the configuration of the internal
networking. This description is intended to allow a network administrator not yet familiar
with the Netgear VPN Router FVS318 to configure a VPN with UMTS/GPRS usage.

The current hardware revision of the Netgear FVS318 is Version 3. This description is
based on this Version.

Due to missing support for IPSec encapsulation, Version 1 is not able to be used with most
3G or GPRS networks. Version 2 is only partially usable.

For these older versions, please refer to the documentation available with the VPN router
or online at http://www.netgear.com.

2.1 Initial setup
After unpacking the device, connect the WAN interface to the internet and one of the LAN

switch ports to the management PC. The PC must be configured to use DHCP to receive
the IP address and network data from the network. Connect the power.

N'r'.-‘

e
T g it

Figure 1: Netgear VPN Router FVS318

The IP address for the management PC will be assigned via DHCP. Open a web browser.
You will be redirected to the Netgear Smart Wizard configuration assistant for the initial
configuration.

If not, enter the URL http://192.168.0.1/BSW welcome.htm.

2.2 Netgear Smart Wizard configuration assistant

The initial configuration is aided by a start up wizard when using a web browser for the
initial setup.
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We recommend using one of the following web browsers to contact the Netgear VPN
Router FVS318.

® Microsoft Internet Explorer version 6.0 SP1 or higher (Windows) (SP2 required for Windows XP)
® Netscape Navigator version 7.2 or higher (Windows, Linux, or Solaris)

® Mozilla 1.73 or higher (Windows, Linux, or Solaris)

® Firefox 1.0 or 1.5 (Windows, Macintosh, or Linux)

For best results, we recommend Internet Explorer. Whatever browser and version you use,
install the latest patches and service packs for it.

Make sure you have Java script/Active scripting enabled in your browser.

Welcome

You are connected to your NETGEAR router!

Hext, we will guide you through connecting to the Internet.

The user must authenticate to continue. The default username is “admin”, the password is
“password”.

Connect to www.routerlogin.net

=
2\ |

‘_'-Tl )

FYS318vw3

User narme: I € admin j

Password: I [ITTTTIT]

[~ Remember my passward

Ok I Cancel |

Next, the wizard will try to detect the internet connection. Make sure the WAN connection
is connected to the device and the link is showing active. After a while, the router may
have detected how to connect to the internet, e.g. via PPPoE, DHCP or static IP address.

© VODAFONE GROUP 2007 Page 6 of 19
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] configuration assistant
Prosafe VPN Firewall

Dynamic IP (DHCP) Detected

Successfully detected the type of Internet connection you have.

MNext

configuration assistant

Prosafe VPN Firewall

Static (Fixed) IP Detected

Successfully detected the type of Internet connection you have.

MNext

According to the type of internet connection, further parameters will be requested.

/3 NETGEAR Router - Microsoft Internet Explorer

Fle Edit Wiew Favorites Tools  Help

=lglx|

| &

@Eazk Q- ﬂ Igl ;j ‘ /-'V search \::n:‘Favnrltes 4‘

e[ J38

address [ hitp: ffomm.routeriogin.net /B5W_welcome.him

| e |me =

NETGEAR

Static IP{Fixed) Addresses

configuration assistant

Your Internet senvice provides the static IP (Fixed) saitings
Be sure to enter the correct IP address for each ftem

For exarnple, be sure to enter the [P Address in the IP Addregs fields and the
Gateway Address in the Gateway Address fields without mixing them up.

Internet IP Address

IP Address 145 [263 [s5 180

P Subnet Mask 55 [m5 Jess Jeed

Gateway IP Address 145 [e53  fas 161

Domain Name Server (DNS) Address

Frimarty DNS 145|263 |2 Jn

Secondary DNS 145 [53 Jo [
Ngxl Cancel

[&] Dane

[T T T [ |4 wternet

Then, the router tries to access the internet using the entered parameters. If successful,
the wizard will apply the WAN setup and restart the router.

Further configuration can be done via the URL http://192.168.0.1/start.htm.

To setup the LAN interface, use the URL above to enter the settings. Go to the screen
“Advanced > LAN Setup”. Set the IP address and subnet mask according to the network’s

necessities.
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Coricates
CRL

VPN Status

Router Status
Atached Devices
Settings Backup
Set Password
Diagnostics
Router Upgrade

Dynamic DNS
LAN Setup
Remote
Management
Static Routes

Knowledge Base
Documentation

. NETGEAR ProSafe VPN Firewall FV5318v3

/3 NETGEAR Router - Microsoft Internet Explorer =15 x|

Fle Edt vew Favortes Tooks Help ‘ "
. @ e . ™ 3

Q- O X B (] Pors e @ 5 2 2 L DB B

address [&] hitp:/1192.168.6.21/scart.bim =l B

Links () Suchmaschinen () Terenci () TECON () Networking () Security () Infodienste () Interessantes ) IW-Testing () RTC-VPN () Windows () Training |2) Kammerz

CAN TCPIP Setup Al Py
IP Address 9z, Jies L[5, [an
IP Subnet Mask 255 |, ess | fzss L [o
RIP Direction Mone =
RIP wersion Disabled >
MIU Size
@ Default(1500) © custom 1500 |

LANIP Address Management
¥ Dizable DHCP Server
" Use External DHCP Server B z .
" Use Router as DHCF Server

Starting IP Address 192 |. Jiee | o | [z

Ending IF Address 1oz |, Jies . [0 |, [s1
Reserved IP Table
‘ ‘ # ‘ 1P Address ‘ Mac Address Device Name ‘

Edit| Delete
Apply Cancel »

&

[T [ [ 3Loclintranet

O

vodafone

If needed, enable the built-in DHCP server and enter the IP range used for the clients.

Click “Apply” to accept the settings. Keep in mind that the network settings will change
immediately and the management PC must be adapted to the changed network settings to
continue with the setup of the Netgear VPN router. The Netgear VPN router will restart to
adapt to the changed settings and the current browser connection to the device will be

lost.

Microsoft Internet Explorer

Warning! The Router will be restarted if NO ERRORS are detected!
Restarting the Router will break any existing connections either o the Router {such as this one) or through the
Router (for example, LAM users accessing the Internet).

o4 i ! Cancel

2.3

Configuration of Routing

After the Netgear Router has rebooted and the adaptation of the management PC’s
network settings, open the browser with the URL http://<your Netgear router’s LAN IP
address>/start.htm. (Insert the IP address entered in the LAN Setup in the URL).

© VODAFONE GROUP 2007
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VPN Status

Router Status
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Set Password
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Go to the screen at “Advanced > Static Routes”.

NETGEAR ProSafe VPN Firewall FV5318v3

Static Routes

[ [#] wame | pestination Gateway Metric|Active Private]

Click “Add” to open a window to add a new route.

]
Fle Edt Wew Favortes Took Help |ﬁ'
OO AE 0w e B o= D6 B

address [&] hetpif1152. 168.6.21jstart Fem B

VPN Status

Router Status
Attached Devices
Settings Backup
Set Password
Diagnostics

Router Upgrade

Dynamic DNS
LAN Setup
Remote

Links |7} Suchmaschinen | Terenci |7 TECON |7 Metworking | ) Security =) Infodienste | Interessantes |- IWO-Testing ([J RTC-YPN ) Windows () Training () Kommerz

NETGEAR ProSafe VPN Firewall FV5318v3

Static Routes

Route Name RTC-het
I Active ¥ Private
Destination IP Address 1%z |, |leg

IP Subnet Mask
Gateway P Address

Metric

Back Applyl Canc:ell

Enter a name for the route, network address, network mask, gateway address and Metric.
The Metric represents the number of routers to the target network and must be between 2
and 15. Click “Apply” to save the route. Add routes until finished.

Revision 3.0

- — — —  — — — —— — ——— — — —— ||
NETGEAR ProSafe VPN Firewall FV5318v3

ZANETGEAR Router - Microsoft Internet Explorer == ﬂl
File Edit View Favorites Tools Help ‘ a'

g > G AL £ R I
Qui-©- A B )| Pt Lo B2 2 JOE B
Address @ httpe {192, 165.6. 21 start. htm | B
Links | Suchmaschinen ) Terenci ) TECON |7 Networking |_J) Security | ) Infodienste  |_J) Interessantes () IWO-Testing |__) RTC-YPM | ) Windows | 2) Training ) Kommerz

Static Routes
VPN Status
Router Status # Name Destination Gateway Metric|Active Private
Attached Devices (]} OfficeMet 145.253.84.0 192.168.6.1 3 fes | Yes
Settings Backup © |2 RTC-Met 192168.2.0 19216861 2 Yes | Yes
Set Password
Diagnostics Add | Edit| Delete
Router Upgrade
© VODAFONE GROUP 2007 Page 9 of 19
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2.4 Configuration of VPN

Unfortunately, the Netgear VPN Router needs one “IKE Policy” and one “IPSec Policy” per
VPN client. There is no user data base or generic VPN client configuration as with other
VPN gateways.

Further, the clients are not automatically configured from the Netgear router, so that the
setup on both client and router must match.

To ensure optimal setup, before starting the configuration, we recommend making a list
containing the following items for each client to be configured.

e user hame (any unique character string)

e Password (Pre-shared secret key, at least 8 characters, alternatively certificates)

e |P address from internally defined range

e IP range or network to be accessed by the user via the remote access
Further, the following parameters should be clarified in advance (Recommendation in
brackets):

e |IKE/Phase 1 Encryption algorithm (3DES)

e |IKE/Phase 1 Hash or authentication (SHA-1)

e |KE/Phase 1 SA life time (28800 seconds / 8 hours)

e |PSec/Phase 2 Encryption algorithm (3DES)

e |PSec/Phase 2 Hash or authentication (SHA-1)

e |PSec/Phase 2 SA life time (3600 seconds / 1 hour)

e Perfect Forwarding Security / PFS (No)

To set up an initial IKE- and VPN policy, use the VPN wizard available via “vPN > VPN
wizard”. Click “Next” to continue.

© VODAFONE GROUP 2007 Page 10 of 19
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L (L S L VS et e g e I Sy B e

/g 3 NETGEAR ProSafe VPN Firewall FV5318v3

| setup wizard = VPN Wizard

The Wizard sets most parameters o defaults as proposed by the YPN Consortium (VPNC), and assumes a pre-
shared key, which greatly simplifies setup.

After creating the policies through VPN Wizard, vou can always update the parameters through "WPN Settings"
link on the left menu

Enter a Connection name and a pre-shared key. Make sure that the key has a minimum

length of 8 characters. Select “A remote VPN client” as the peer for this connection.
Then click next.

iy e et (g e g g ey g S e s s

| - Setup Wizard =| VPN Wizard

Step 1 of 3: Connection Name, Connection type and Pre-Shared Key

Whatis the new Connection Mame? FTCAPN
What is the pre-shared key? rlt2c3

This YPH tunnel will connect to

1 Aremots ¥PN Galeway

= A remote YPN client

MNext | Cancel

The wizard will display the generated “VPN-Auto Policy”. Click “Done” to confirm it.

Go to the screen “VPN > IKE Policies” to adapt the Phase 1 parameters. Click “Edit” to
adapt the policy generated by the wizard.

Links ) Suchmaschinen | Terendi () TECON ) Metworking ) Security () Infodienste ) Interessantes ) IWO-Testing () RTC-VPN () Windows [ Training ) Kommerz

m NETGEAR ProSafe VPN Firewall FV5318v3

|~ Setup wizard IKE Policies
Paolicy Table
# Name Mode Local ID Remote ID Encr | Auth DH
& | 1 |RTCAVPM | agaressive | s _local | fs_remote_RTC-VPM | 3DES | SHAT | Group 2 (1024 Bit

Add Edit Move Delete

© VODAFONE GROUP 2007
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You will need one IKE Policy per used VPN client. Within the Policy configuration, for
each IKE Policy, the Policy Name and the Remote Identity Data must be unique.

The Direction/Type must be “Remote Access”; the Exchange Mode must be “Aggressive
Mode” to work with the ProSafe VPN Client. The local Identity Type can be set to WAN IP
Address if the IP address of the gateway is a static address. In this case, the Local Identity
data will be supplied automatically.

The Remote Identity Type should be set to Fully Qualified User Name. In this case, the
Remote Identity Data can be any unique character string. Make sure to note down this
user name, since it is needed for the client configuration. See appendix B.

We recommend using 3DES encryption or higher and SHA-1 authentication. As
authentication method, Pre-shared key is used. Make sure the key length is at least 8
characters! The Diffie-Hellman-Group should be 2 or higher. For secure operation, we
recommend a SA life time of 8 hours or 28800 seconds.

eI
File Edit Wiew Favortes Tools Help | :,'
@ Back - d - \J @ __l\J | /., ) Search \;\'( Favorites {‘} | = -..7 - _l E| ﬁ ‘2‘
Address |g“| http:ff192, 168,6.21 /start,htm =l Go
Links |7 Suchmaschinen |) Terenci |_2) TECOM () Metwarking |0) Security () Infodienste | ) Interessantes =) IWO-Testing | ) RTC-YPN | Windows |0 Training  |) Kommerz
[
> NETGEAR ProSafe VPN Firewall FVS318v3
(f )
Setup Wizard Policy Mame IRTC—VPN [ =
Direction/Type IRemote Access 'I
Basic Settings Exchange Mode IAggressive tMode 'l
Local
Logs Local Identity Type |WANIPAddress j
Block Sites Local Identity Data |1 45 75385180
Rules
Services Remote
Schedule Remote [dentity Type IFuIIy Oualified User Name j
E-mail Remote Identity Data [vpn testi
VPN Wizard IKE SA Parameters
IKE Policies Encryption Algarithm |3DES vl
VPN Policies Authentication Algarithm I SHA- vl
CAs Authentication Method & Pre-shared Key
Certificates Ioooooooo
CRL " RSA Signature (reguires Certificate)
T Difiie-Hallman (DH) Group Group 2 (1024 Bit) =
SA Life Time 28800 Sers i
= - Sl »
|@ Done ’7 ’7 ’7 ’7 ’7 & J Local intranst
H “ ” H e H
Click “Apply” to commit any changes. Add as many IKE Policies as Remote VPN Clients.
© VODAFONE GROUP 2007 Page 12 of 19
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s
File Edit Wiew Favorites Tools Help | 't,' 1

3 A G . . g W £ 25 i

O - O 1 &) O] e femm= @3- 25 D& B |
address |@ htbp:f{192. 168.6.21 /start, htm | Go |
Links |7 Suchmaschinen |) Terenci ) TECOM () Metwarking |7) Security () Infodienste | ) Interessantes =) IWO-Testing | ) RTC-YPN | Windows |0 Training  |) Kommerz

NETGEAR ProSafe VPN Firewall FVS318v3

Y

il el IKE Policies

Basic Settings Policy Table

# Name Mode Local ID Remote ID Encr Auth DH
Logs @ | 1 | RTC-WPN | Aggressive | 14525385180 | vpniest!t | 3DES | SHA1 | Group 2 (1024 Bif
HIEERREE | 2 | RTC-WPNZ | Aggressive | 14525385180 | wpniestz | 3DES | SHAT1 | Group 2 (1024 Bif

Rules
Services

Add | Edit |  Move | | Delete

Schedule
E-mail

Go to the “VPN > VPN Policies” screen. Here, one VPN Policy for each IKE policy is
needed. Edit the existing VPN Policy and add as many policies as needed by clicking “Add
Auto Policy”.

2} NETGEAR Router - Microsoft Internet Explorer =121

File Edt Vew Favorites Tools Help | :l.
I~ e P N | E 24

@Back - I\\.') - Ij Iﬁ \_h | /_jSEarch 5. Favorites €}| = - El ﬂ 3

Address |&] http://192. 168.6.21start. htm 8=

Links |7y Suchmaschinen [ Terenci | ) TECOM |7y Networking  [7) Security | Infodienste () Interessantes |7 IWO-Tesking [ RTC-WPMN [ Windows [ Training |) Kommerz

f»:\,; ~ NETGEAR ProSafe VPN Firewall FV5318v3
(fo ):

Setup Wizard VPN Policies

Basic Settings

Policy Table

# Enable Name Type Local Remote AH ESP
Logs 1 W~ RTC-YPM | Auto 182.168.6.0f355.255.255.0 Any Disabled | ESP
Block Sites
Rules Edit I Mowve | Dalete |
Services
Schedule Apply | Cancel |
E-mail

Add Auto Policy | Add Manual Policy

VPN Wizard
IKE Policies

As with the IKE Policy, the Policy name must be unique for the VPN Policies. Select one of
the corresponding IKE Policies from the drop down list. There is no IKE Keep Alive
needed, because the VPN client is generating it automatically. We recommend setting the
SA Life Time to 1 hour or 3600 seconds. IPSec PFS is not needed but increases security
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from “man in the middle”-type attacks. Make sure to configure the parameters identically
on the client.

The “Traffic Selector” defines the network involved in the VPN connection: The local IP
part represents the hosts or network the VPN client needs to access via the VPN
connection. Select the address type according to the need (e.g. subnet address, range,
any) and enter the network data accordingly. The remote IP is the internal IP address of
the VPN client. That means, the Netgear router has to know the IP address which will be
configured on the virtual network interface of the VPN client to route the data correctly.

AH is not needed, so remove the checkmark in front of “Enable Authentication” in the AH
configuration. Authenticity of the data is also ensured by the encryption via ESP. Check
“Enable Encryption” and “Enable Authentication” in the ESP configuration. We recommend
3DES encryption and SHA-1 authentication.

Check “NETBIOS Enable” to transfer NetBIOS data. Commit changes by clicking “Apply”.

3 T ok - PhcromttintemerEnporer o154}
File Edit ‘iew Faworites Tools Help | :f'
@ Back - J - \J @ _;\J | /..-.\J Search \j‘\? Favotites @3 [ - \‘f hd _'l El ﬂ ‘:fi
address |g'] htbp:f{192. 168.6.21 /start, htm | Go
Links |7 Suchmaschinen |) Terenci |2) TECOM () Metwarking |0) Security () Infodienste | ) Interessantes |[0) IWO-Testing | ) RTC-YPN ) Windows |0 Training  |) Kommerz i
> NETGEAR ProSafe VPN Firewall FVS318v3
(fo )
Setup Wizard Palicy Name |RTCVPN
IKE policy IRTC*\/PN 'l
Basic Settings [T IKE Keep Alive Fing IP Address:lU_.IU_.IU__IU_
Remote VPN Endpaint Address Type:|IP Address |
Logs Address Data:lD_D.D.D
Block Sites SaLiteTime |3EUU {Seconds)
Rules IU [Kbytes)
Senvices [T IPSec PFS PFS Key Group: IW
Schedule
E-mail Traffic Selector
Local IP [Subnst address =]
Start IP address: IE_IK_IZ__ID_
:;ENP:‘EE?;: Finish IP address:l__lu__lu__lu_
VPN Policies SubnetMask  [255 [255 [oss o
cas Remote IP IW
Certificates Start IP address: IE_ 168 ,|174 IT
CRL Finish IP address:l__lu__lu__lu_
VPN Status Subnet Mask; ID__ID__ID__ID_
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AH Configuration
™ Enable Authenticatian

AuthenticationAlgorithm:IMDS 'l

VPN Wizard
IKE Policies
VPN Policies
CAs

ESP Configuration
¥ Enable Encryption

¥ Enable Authenticatian

Encryption Algorithm:|3DE5 ‘l
AuthenticationAlgorithm:I5HA—1 'l

Certificates

CRL M NETBIOS Enable

VPN Status

Elackl Apply |

Cancel |

-

2.5

Configuration of the Firewall Policy

CT T e

The firewall policy is initially set up to block any traffic from the outside and allow any traffic
from the inside. For setting up a VPN, this policy is sufficient. Change the Security rules

according to your needs at “Security > Rules”.

. NETGEAR ProSafe VPN Firewall FV5318v3

___________________________________|

) NETGEAR Router - Microsoft Internet Explorer [ Ell

Fle Edt e Favoites Tk Help | &
e 7y S0 ] e

Q-0 & b e e @03 DB

Address [{€] https/f192.185.6.21start.him B

Links | =) Suchmaschinen |7 Terenci () TECON =) Networking | =) Secuwrity ) Infodienste | ) Interessantes | ) IWO-Testing ) RTC-YPN | ) Windows | =) Training a7 Komm

= Rules -
‘ : "iumz e"::;lsrle ‘ Service Name ‘ Action ‘LANUsels ‘WANSQIVGI‘S ‘ Log ‘
‘ |[>elm|lr‘ Yes ‘ Ary ‘ALLDWaIWavs‘ Aty ‘ Any ‘Never‘
_— Il 5
‘ ‘ # ‘Elml)le‘SelviceNnme‘ Action |LANSe|Ve| |P<1l|l|l9§5‘WANU§eIS|LO'J‘
‘ ‘[lefmlh‘\/es‘ Any ‘BLOCKa\waysl e ‘ Any |Matuh‘
T B R T
I Default DMZ Server [roz |.Jres e 1]
™ Respond 1o Ping on Intermnet WaN Port
ﬂl Cancel
Eis - T

e The firewall differentiates between Inbound and Outbound Services. The firewall is
stateful, that means it will pass answers returning automatically.

e The policies handle sessions specified by a matching set of Service Name, source
(LAN user), and destination (WAN Servers). All policies are tested from top to bottom,
until a matching policy is found.

e |f a session matches in all criteria above, the action defined in the policy is executed.
Actions can be “BLOCK”, “BLOCK by schedule”, “ALLOW?”, and “ALLOW by schedule”.
Schedule can be a combination of weekday and time of day.

[ )

© VODAFONE GROUP 2007
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This concludes the VPN configuration. With the appropriately configured client, a remote
connection can now be established.

2.6 Advanced Configuration

2.6.1 Set Administrator Password

Go to the screen “Maintenance > Set Password”. Enter the current password and the new
password. Repeat the new password in the “Repeat” field.

NETGEAR ProSafe VPN Firewall FV5318v3

s

Certificates [
CRL
VPN Status

Set Password

Old Password

Router Status Set Pagsward

Attached Devices RepeatMewPassword ~ [ssssssses

Settings Backup

Set Password Adrministrator login times out afler idle far [0 minutes

Diagnostics

Router Upgrade Apply | Cancel

Dymarmic DNS
LAN Setup

Remote
Management

Static Routes

Knowledge Base
Documentation

Logout =

2.6.2 Upgrade the Router Firmware

The router can be upgraded by downloading a firmware file to the router. The file can be
obtained on the Netgear homepage http://www.netgear.com. Download this file to the
management PC to make it available.

Go to the screen “Maintenance > Router Upgrade”. Click “Browse...” to locate the firmware
file on the management computer. Click upload to transfer it to the device. The router will
ask you to confirm the upload.

Microsoft Internet Explorer ﬁl

\ 9 Cankinue?
\f/ &l exisking Internet cannections will be terminated.

ok & I Cancel |

The router will reboot to activate the new firmware after download was completed. After re-
login, check the active version by opening the screen “Maintenance > Router Status”.
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NETGEAR ProSafe VPN Firewall FVS318v3

i/

Certificates [
CRL

R
:/ﬂ} )2

Router Status

VPN Status
System Name FS316v3
Firmware Version ¥3.0_22
Router Status
Attached Devices WAN Port
Settings Backup MAC Address 004480144715
d— P Address 14525385180
o rassy DHCP FixedlF
DiauguStcs P Subnet Mask 255.265,256.224
Router Upgrade Deomain Name Server 145.253.2.11
145.263.2.75
Dynamic DNS LAN Port
LAN Setup MAC Address 00:14:6c:14:17:14
(D 1P Address 192.168.5.21
Management DHCP OFF
Static Routes IP Subnet Mask 255.255.255.0

Show Statistics Show WAN Status

Knowledge Base

Documentation

Logout =

2.6.3 Backup of the Netgear Configuration File

Backup and restore of saved configurations can be done via the Config File Screen
“Maintenance > Settings Backup”. By clicking the “Back Up” button the configuration file can
be saved to the local PC. This configuration file contains all information necessary to
restore the machine.

ZJ NETGEAR Router - Microsoft Internet Explorer —|= 1||

Fle Edi Wew Favortes Tools Help |
| e = :l e

Qo - - 1 & | P Loroens @3- LB LD E B

Address [{€] https/152.168.6.21 start.htm B

Links =) Suchmaschinen | ) Terend ) TECOM | ) Networking =) Security | ) Infodienste | =) Interessantes | ) IWO-Testing | ) RTC-VPN ) Windows | ) Trainin a ) Kommerz

. NETGEAR ProSafe VPN Firewall FV5318v3

Certificates Settings Backup

CRL
File Download x|
VPN Status

Save a copy of surrent seflings

Do you want to zave thiz file?
Router Status

i Restore saved setlings from file
BB 9 o Mame: netgear.cfg
Settings Backup Browse... |2

Type: Unknown File Type, 256 KB

Set Password E—
—I From: 192.168.6.21

Diagnostics

Router Upgrade

Fevert 1o factory default setlings Save e
Dynamic DNS i‘
LAN Setup
Remote
Management @ “while files from the Intemet can be useful, some files can patentially
Static Routes harmn your computer. [ you do not trust the source, do not save this
file. What's the risk?

Knowledge Base

Documentation

&7 pone [ [ [ [N3tocalintranet

A previously saved configuration can also be restored by uploading it to the device. Click
“Browse” to select the file and then click “Restore”

If necessary, the factory defaults can be restored by clicking “Erase”
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3 Logging

Event logging is available via clicking “security> Logs”. This screen shows the current
firewall events.

) NETGEAR Router - Microsoft Internet Explorer [ Ell

Fle Edt e Favoites Tk Help | &
e 7% )

Q-0 A 3 (] P fyrene @[ 2 L5~ ) B 4

Address [{€] https/f192.185.6.21start.him B

Links | =) Suchmaschinen | =) Terenci =) TECON | ) Networking | =) Security | ) Infodienste |2 Interessantes | ) IWo-Testing ) RTC-VPN | ) Windows | ) Training  |) Kammerz

—_.. NETGEAR ProSafe VPN Firewall FV5318v3

PR

Logs =

Date: 2006-06-02 01:01:33

[Thu, 2006-06-01 23:57:21 - TCP packet - Source: 145.253.187.149 - 4
Destination: 145.253.85.180 - [Access Policy not found,
dropping packer $rc 2313 Dst 445 from WAN]

Thu, 2006-06-01 23:57:36 - [Device Receive TCP Packet -
Source:145.253.84.82,1246 - Destination:192.168.6.21,80 -
[Receive]]

Thu, 2006-06-01 23:57:36 - [Device Receiwe TCP Packet -
source:145.253.54.82,1247 - Destination:192.166.6.21,80 -
[Receive]]

Thu, 2006-06-01 23:57:36 - [Device Receive TCP Packet -
Source:145.253.84.62,1248 - Destination:192.168.6.21,80 -
[Receive]]

P ard IThu, 2006-06-01 23:57:36 - [Device Receiwe TCP Packet -
Source:145.253.84.82,1249 - Destination:192.168.6.21,80 - |
P [Receive]] |

ClearLog Send Log

PN Sta Include inLog
[ Known DoS attacks and port seans

' sttempted access to blocked sites

& pone [ o o [

Via the options below “Include in Log”, the information displayed can be extended.

[%J Local intranet

VPN logs and user information can be found below the path “vPN > VPN Status”.
EIE

Ele Edt View Favorites Took Help | i
3 A (" v " 3

Qe - () - (%] [&] (] D seach 5 Fovrivs 63| EN=RRD

Address [] hutp:fj192. 168.6.21 fstart i =] B

Links ) Suchmaschinen |y Terenci | TECOM ) Metworking | Security | Infodienste | Interessantes ) IWO-Testing | RTC-WPN | Windows | Training |y Kommerz

/;w NETGEAR ProSafe VPN Firewall FV5318v3

VPN StatusiLog

[2006-06-0Z 00
[2006-06-02 00
[2006-06-0Z 00
[2006-06-02 00
[2006-06-02 00
[2006-06-02 00
[2006-06-0Z 00
[2006-06-02 00
[2006-06-02 00
[2006-06-02 00
[2006-06-02 00

:02: 26]<Reaponder TPADDR=192.163.2.0 MASK=255, 255.255. 0>
IKE PHASE 2(from 145.253.149,131) START (responder) =
13]%%*s RECEIVED FIRST MESIAGE OF QUICK MDE =7n

13]<POLICY: RTC-VPN2> PAVLOADS: HASH,SA,PROP,TRANS,NONCE,ID,TD
13]%%** FOUND IDs,EXTRACT ID INFO #¥%

13]<Initiator TPADDR=192.163.174.22>

13]<Responder IPADDR-122.168.2.0 MASK=255,255.255.00

58][==== IKE FHASE 2(from 145.253.149.131) START (responder] =
58]%7** RECEIVED FIRST MESSAGE OF QUICK MODE ##%%

58]<POLICY: RTC-VPN2» PAVLOADS: HASH,3A,PROP,TRANS,NONCE,ID,TD
§8]%%%% FOUND IDs,EXTRACT ID INFQ #¥#%

[2006-06-02 00;03; 58)<Initiator IPADDR-192.168.174.22>

[2006-06-02 D0:03: 56]<Responder TPADDR=192.168.2.0 MASE=255.255.255. 0%
[2006-06-02 D0:04:43]%**+ RECEIVED INFORMATIONAL EXCHANGE MESSAGE *#+%

Policie 4 |

Refresh Clear Log PN Status

[ pene ] o [

[&3 Local intranet
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Statistical information can be obtained by opening the screen “Maintenance > Router
status”. Clicking “Show Statistics” will open a new window.

3 NETGEAR Router Statistics - Microsoft Internet Explorer -0 x|
System Up Time 1 day 23:28:45
Port Status | TxPkts | BxPkts (Collisions| TxB/s | R<B/s Up Time
VAN  [1T0O0MIFUlll 23763 | 23445 i i 0 1 day 232845
LAMN  [100OMFUlll 36744 | 67559 I f147 2680 1 day 23:28:45
Poll Interval : IE (5BCE) Set Intensal | Stop
|@ Dione l_ l_ l_ l_ l_ |\:§ Local intranet v
*** End of Document ***
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