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Scope

This document presents results of installation, configuration, and operations testing of VPN
components with the Vodafone Mobile Connect service. The document is not intended to
be a tutorial on VPN concepts nor does it supersede or replace the vendor’'s
documentation. The reader is referred to the VPN vendor for definitive guidance on the
proper and recommended use of their product. While Vodafone Group has taken care to
ensure that the information contained herein is accurate, no responsibility can be accepted
for errors, omissions, or inaccuracies.
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1 Executive summary

This Appendix is a supplement to the overall system description for the Juniper Netscreen
VPN solution and describes the setup and update process for the VPN concentrator in a
detailed way with example screen shots taken from the initial processes.

Furthermore logging and additional functionality is available in the appropriate chapters.
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2 NetScreen appliance Installation and Configuration
(Version 5.3.0r2a.0)

The following description is intended for network administrators who are familiar with
networking and IP concepts. The appliance has to be integrated into the internal company
network. The appliance setup therefore has to comply with the configuration of the internal
networking. This description is intended to allow a network administrator not yet familiar
with the Juniper NetScreen appliance to configure a VPN with UMTS/GPRS usage.

2.1 Initial setup

After unpacking the device, connect one of the trusted network connection to a PC and the
untrusted network connection to the internet gateway. The PC must be configured to use
DHCP to receive the IP address and network data from the network. Connect the power.

MODEM LINTRLISTED

A BTN o
v FESET

Miull {default}, but can be Untrust Untrust Trust Trust Trust  Trust

2.2 Rapid Deployment Wizard

The initial configuration is aided by a startup wizard when using a web browser for the
initial setup.

Advanced administrators can attain finer control by using the Command Line Interface
(CLI). To configure a security device with the CLI, you can use any software that emulates
a VT100 terminal. With a terminal emulator, you can configure the security device using a
console from any Windows, UNIX, or Macintosh operating system. For remote
administration through the CLI, you can use Telnet or Secure Shell (SSH). With a direct
connection through the console port, you can use HyperTerminal.

NOTE: For a complete listing of the ScreenOS CLI commands, refer to ,ScreenOS CLI
Reference Guide IPv4 Command Descriptions®.

We recommend using a web browser to contact the Juniper NetScreen appliance. The
NetScreen Security Manager requires a Java-enabled web browser, e.g.

e Microsoft Internet Explorer version 6.0 SP1 or higher (Windows) (SP2 required for Windows
XP)

e Netscape Navigator version 7.2 or higher (Windows, Linux, or Solaris)
e Mozilla 1.73 or higher (Windows, Linux, or Solaris)

e Firefox 1.0 or 1.5 (Windows, Macintosh, or Linux)
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For best results, we recommend Internet Explorer. Whatever browser and version you use,
install the latest patches and service packs for it. Make sure you have Java script/Active
scripting enabled in your browser.

When starting the NetScreen Security Manager for the first time, the quick start wizard is

activated.

Zh Rapid Deployment Wizard -- Configlet file load - Microsoft Internet Explorer

File Edt wiew Favorites Tools  Help

=18]x]

,
| &

€ RN B ﬂ |§] }l ‘ /-.;SEar(h \:;/ Favorkes A Media {‘7| - .; =

Address [&] hitpy/f192.163.1.1¢

| s uks >

Rapid Deployment Wizard

welcome to the Rapid Deployment Wizard,
Do you have a Rapid Deployment Configlet file?

& Mo, use the Initial Configuration Wizard instead.

€ ¥es, use the following Rapid Deployment Configlet file

©  change the Port Mode: |TrustUntrust (Warking Mods) =] Apply
_Browee. |

Mo, skip the Wizard and go straight to the %WebUI management session instead.

© Load Configlet from: |

Note: To change the Port Mode, select the new mode and click Apply to
save your changes. You must change the port mode BEFORE loading the
Configlet file.

Next > Cancel

[&] pore

[ | e rtemet

Follow the web pages of the dialog and enter the administrator credentials.

© VODAFONE GROUP 2007
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Initial Configuration Wizard

Enter the administrator's login name and password:

administrator Login Name: acmin

Password:  |esessss
Confirm Password:  |esesess| |

Note: You cannot retrieve the login name and password if you
lose it. Please make sure you have a copy of this information in
a secure location.

HTTP Redirect: O
Note: HTTP Redirect will redirect all HTTP traffic to HTTPS, ie,

HTTPS is only way to manage the device through web browsers.

<< Previous Next > Cancel
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Depending on the usage of the device, several port definition modes are possible. This
VPN example configuration is based on the Trust-Untrust Mode.

Initial Configuration Wizard

Which port mode do you want the device to use?

& Trust-Untrust Mode

" Home-Work Mode

© Dual-Untrust Mode

' Combined Mode

" Extended Mode

' DMZ-Dual-Untrust Mode

© Dual-DMZ Maode

<< Previous Next >

Cancel

For a VPN connection, the external interface must be well defined and should be a static

official IP address.

© VODAFONE GROUP 2007
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Initial Configuration Wizard

€ Dynamic IP via DHCP

¢ Dynamic IP via PPPoOE
Usernama:

& Static [P

Untrust Zone Interface IP; 145.253.85. 181

Password:

Metmask: 255.255.255.224
Gateway: 145,253 850161
<= Previous Next >>

How does the Netscreen device connect to the untrust zone (Internet)?

Cancel
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Next, configure the internal (trusted) interface. Click “Next” and keep the defaults on the
next pages.

Initial Configuration Wizard

Enter the IP address and subnet mask for the interface connected to your local wired
hosts (in the Trust zone).

Trust Interface IP Address: [192.168.6.20|
Netmask: 255.255.255.0

& zone sections part of a network into a defined segment or area. In effect, a zone
protects one area from other areas. You can apply various security options to a zone,
according to the specific needs of your organization. The Trust zone is the area where
your local {protected) hosts reside. Specify the IP address and subnet mask that
encompasses the portion of your network that contains your hosts,

<< Previous Next > Cancel

After the initial configuration wizard is completed, the appliance will reboot and the settings
will be activated. Now, the machine can be configured from the internal network via the
web management. Make sure the configuration PC’s network interface is configured
correctly. Since the initial configuration wizard does not allow configuring routes, the
configuration PC must be connected to the same network as the trusted interface of the
NetScreen device. When the new internal network address is entered in the web browser,
the administrator authentication screen will appear.

Admin Name: i min 3

2.3 Configuration of Routing and Users

After the initial configuration of port type and interfaces, routing, VPN and firewall policies
have to be configured. This is done via the web interface.

The web configuration consists of two areas: On the left, all available screens are listed in
an explorer-type tree view. On the right, the currently selected screen is shown.
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First, set time and date correctly on the screen “configuration > Date/Time”. When
certificates are used, the time between server and client must match. The NetScreen
appliance also allows updating the time automatically from NTP servers. Do not use the
daylight saving time feature, since the algorithm used is fixed and may not be compatible
to your time zone.

A Juniper-Screen0s Administration Tools (ns5gt) - Microsoft Internet Explorer -] Ell

Fle Edt e Favoites Tk Help LA
S M E ( o . R ‘

Q- ¥ & b Owwo fyrow= @ - L D@ B

Agress [ hetpe(f152.,165.6.20jrswebu berl EE

Links | Suchmaschinen | ) Yodafone | TECOM | ) Networking | ) Security | ) Infodienste |} Interessantes | IWO-Testing ) RTC-YPN ) Windows | ) Training |} Kemmerz

Configuration > Date/Time nsSgt [7] [

Up time: 0 day 17:18:54, System time: 2006-04-07 09:54:10 GMT Time Zone 02:00
.ll.ll‘ll r- Sync Clock With Client |
j2unipe

Raiipar-WS56T Set Time Zone |+2 7| hours |7 minutes from GMT

I” automatically adjust clock for daylight saving changes(DST)

¥ automatically synchronize with an Internet Time Server(NTP)
Update system clock every [120 minutes
Maximum time adjustment |3 Seconds

Authentication mode ¢ Required ¢ Preferred % None

Primary server IP/Name [151.188.3.221 Source interface [unust 7]
Primary serverkey 1D | presharedkey [

Backup serverl IP/Name W Source interface lm
Backup serverlkey D | presharedkey [

Backup server? IP/Name [0.0.0.0 source interface [Mone 7]
Backup serverzKey D | Presharedkey |

Apply cancel

[&] (1 tem remaining) Downloading picture hitp://192.168.6,20/C72C3CB286C5F 36D47000304635634AD0AD32 10 imagesimenu_tee_plus.gi... [ [ [ [&dLiocalintranet

Toggle Menu

The appliance name, domain name and DNS servers are set up on the screen “Network >
DNS > Host’.

ation Tools {nsSgt) - Microsoft Internet Explorer 15 %]
Fle Edt Yew Favortes Toos Help ‘aﬂ 1
3 (] |4 ( e Oy, T [+ ¢ i
Q- 1] (D () Jsemn voreonm @] 0- L-, D B3
Aghess [ hetp://192.165.6. 20jnswebut bl B E
Links () Suchmaschinen | ) Vodafone [ TECON |} Networking () Security [ ) Infodienste [ ) Interessantes | ) IWQ-Testing | ) RTC-¥PM () Windows | ) Trainine g | ) Kemmerz 1

Netvsork > DNS > Host nssgt (7] [

Host Name [ussgt

Domain Name [vf-globallab.com

Primary DNS Server [152.168.2.10

secondary DNS Server [145.253.2.11
I~ DNS Refresh Every Day at [08:28
Interval lﬂ Hours.

Show DNS Lookup Table

Apply Cancel

[ [ [ [ [ [N tocalintranet
If additional trusted networks need to be reached through the internal (trusted) interface,
the routes must be defined on the screen “Network > Routing > Routing Entries”. Due to the
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concept of Juniper NetScreen to manage several separate virtual routers, you must be
careful to select the “trust-vr” when you enter the new internal networks.

@i Juniper’

Juniper-NSSGT

|

Netwsork > Routing > Routing Entries|

List [20 x

per page

List route entries for [All vitual routers >

2} Juniper-Screen0S Administration Tools (ns5gt) - Microsoft Internet Explorer =8 5"
Fle Edt View Favorites Took  Help | -
OO NAh = e @0 L LEIE S

Agdress [] hitp:ff192. 166.6.20rswebu b = B
Links (=) Suchmaschinen ) Vodafone ) TECOM [ Metworking () Security | Infodienste =) Intetessantes () IWO-Testing ) RTCWPM  (7) Windows | Training ) Kemmerz

nssgt

H

trustvr x| Wew

trust-vr
IP/Netmask Gateway Interface Protocol Preference Metric | Vsys | Configure

*|192.168.6.0/24 trust c Root |-
*1192,168.6.20/32 trust H Root |-
*|146,263.85,160/27 untrust c Root |-
*1146.253.85.181/32 untrust H Root |-
*1127.0.0.1/32 loophack.1|C Root |-
*|0.0.0.0/0 145.253.85.161 |untrust e al Root |-

* | 145,253.84.0/24 182.168.6.1 trust SP 20 B Root |Remove
*1192,168.10.0/24 192.168.6.1 trust SP 20 1 Root |Remove
*192,168,100.0/24 | 192.168.6.1 trust sP 20 1 Root |Remove
*1192.168.101.0/24 |192.168.6.1 trust sp 20 1 Root |Remaove
*1192.168.2.0/24 192.168.6.1 trust sP 20 & Root |Remaove

* pctive route  C Connected 1 Imported eB EBGF O OSPF  E1 OSPF external type 1 H Host Route

P Permanent

S Static A Auto-Exported B IBGP

D Dynarmic

R RIP

E2 OSPF external type 2

[ [ [ | [S3tocalintranet

Select “trust-vr” in the top right corner of the screen and click “New” to enter the route.
Enter the network address and the netmask (number of bits). Select the radio-button
“Gateway” to define a route to a gateway and define Interface “trust” and the gateway IP
address. Select “Permanent” to keep the route even if the interface is down and click “OK”.

A Juniper-Screen0s Administration Tools (ns5gt) - Microsoft Internet Explorer -] Ell
Fle Edt e Favoites Tk Help | & |
P T ) 1
OO N @ G| Lws S B2 B3 JEK S -
Adress [ httpu(7152,165.8.20jnswebui el B 0=
Links () Suchmaschinen () Yodafone | TECOM | Metwerking ) Security ) Infodienste () Interessantes | IWO-Testing [2) RTCYPN () Windaws ) Training () Kammerz :
Network > Routing > Routing Entries > Configuration nsSgt 8
®
Qe uniper
JaaniporNS3GT Virtual Router Name trust-vr
E Network IP Address / Netmask [192.166.101.0 /24
" Next Hop Virtual Router Name | untrustr *
' Gateway
Interface [trust =
Gateway IP Address [192.168.6.1
Preference |20
Metric |1
Permanent
Tag |0
oK Cancel
i
a
[
[& [ B[ [ [ ’iocalintranet
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To define a pool of IP addresses, from which the VPN client internal IP addresses will be
taken, open the screen “Objects > IP Pools”.

A Juniper-Screen0s Administration Tools (ns5gt) - Microsoft Internet Explorer -] Ell
Fle Edt e Favoites Tk Help | & |
T n — :
Q- © [ @6 Lo o= @3 53 JEH D -
Adress [ httpu(7152,165.8.20jnswebui el El>ERE
Links () Suchmaschinen () Yodafone | TECOM | Metwerking ) Security ) Infodienste () Interessantes | IWO-Testing [2) RTCYPN () Windaws ) Training () Kammerz :
Objects > IP Pools ns5gt a
New
‘ Name ‘ Start IP ‘ End IP | In use ‘ Configure ‘
‘ RemoteaccessPool ‘ 192.168.173.100 ‘ 192.168.173.199 | [u] ‘ Edit | Remove ‘
& [ [ [ N3ioclintanet

Click “New” on the top right corner of the screen and enter an “IP Pool Name” and a “Start
IP” and an “End IP”. Click OK to accept the input.

2 Juniper-ScreenDs Administration Tools (ns5gt) - Microsoft Internet Explorer =8 Lll
fle Edt ¥ew Favortes ool Help ‘ &l
TE = .
Q- O 11l & |y S Bl 2= DA S _
Address [€] htrpe 1521686 20{nswebu bt Sl |
Links () Suchmaschinen | =) ¥adafone () TECON | Metwarking () Security () Infadienste | ) Interessantes | =) IWO-Testing () RTC-WPN ) Windows () Training =) Kommerz |
Objects > IP Pools > Edit ns5gt a‘
L ] >
Bl Juniper
NETWORKS
Juniper-NSSGT
= IP Pool Name |RemotedccessPoc
Start IP |192.168.173,100
End IP [192.168.173.199
oK Cancel
[&] Remave [T [ N3tecalineranet
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Next, define users in the screen “Objects > Users > Local”. Click “New” to define a new
user.

1=t
Fle Edt View Favorites Took Help | &
Qo - 0] ) (o] s oo @10 5 I D E B
tuddress [{€] hetpyj/152. 168.6.20 nswebu. el &
Links | Suchmaschinen () Yodafone () TECON (=) Nebworking | Security | Infodienste () Interessantes ) IWO-Testing |5 RTC-YPM () Windows ) Training ) Kommerz
Objects > Users > Local nssgt 8
List |20 ~|per page
Mew
Name Type Group Status Identity Gonfigure
vpn.testl IKE,®XAuth RemoteAccessGroup Enabled vpn.testl@vodafone. com In Use
vpn.testz IKE,XAuth RemoteAccessGroup Enabled vpn.test2@vodafone. com In Use
vpn.test3 IKE,®R&uth RemoteAccessGroup Enabled wpn.test3@vodafone.com In Use
vpn.test4 IKE,®R&uth RemoteAccessGroup Enabled wpn.test4@vodafone.com In Use
vpn.tests IKE,Rbuth RemoteAccessGroup Enabled wpn.testi@vodafone.com In Use
Toggle Menu
[&] pone [T [ N3 tocalintranet

Enter a user name and select “IKE user”, “Simple Identity” and enter the “IKE Identity”.
Select “XAuth User” and enter a “User Password” with a minimum length of 8 characters.
Repeat it in the “Confirm Password” field. When “XAuth User” was selected, the
“L2TP/XAuth Remote Settings” appeared. Select a valid IP Pool from the drop down list.
When logging in, the user’s internal IP address will be taken out of this pool. Enter values
for the DNS and /or WINS IP addresses. Keep the Static IP on “0.0.0.0” to take a free
address out of the pool.

An -5 0s
Fle Edi i a Toos e
O - O 1% & (] Do = @] - = - D E B
Agdress [&] hitps), § bu.hbml >
afone | -=) TECON | Metwarking (=) Security =) Infodienste | ) Interessantes ) WO-Testing |5 RTC-UPN |5 Windows =) Training () Kommerz
Objects > Users > Local > Edit nsSgt [2]]

tion Tools (nsS5gt) - Microsoft Internet Explorer (3 xif

=l
User Name |vpn.test1 Groups: RemateAccessGroup
Status ' Enable " Disable
¥ IKE User Number of Multiple Logins with Same ID |1

« simple Identity
IKE ID Type [AUTO = IKE Identity  [vpn.testi@vodafone.com

" Use Distinguished Name For ID

" Authentication User User Password
I xAuth User Confirm Password

" L2TP user

L2TP/XAuth Remote Settings { Remote IP: 0.0.0.0 )

IP Pool | RematehccessPool » Static IP |0.0.0.0
Primary DNS IP [192.168.2.10 Primary WINS IP |192.168.2.10
Secondary DMS IP [0.0.0.0 Secondary WINS IP |0.0.0.0

Ok Cancel

Toggle Menu L
[TE[ [ [ [N3Localintranet
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If more than one user shall use the VPN, a local user group is needed. Open the screen
“Objects > User > Local Groups” and click “New” in the top right corner of the screen.

JSETE

2 Juniper-ScreendS Administration Tools (ns5gt) - Microsoft Internet Explorer:

Ele Edt Miew Favortes Toos Help

Qe - @) - BRE (h‘pmm ¢ Favortes @‘ - F; =L E| a3
Agdress [&] htep:192.168.6. 20jnswebu. bl R E
Links | Suchmaschinen ) VodaFone

o nssgt [2]]

| configure \
| it

| croupname | crouptype | Members

vpn.testl, vpn.test2, vpn.test3, vpn.test+, wpn.tests

| RemotesccessGroup | ke xauth

[T T [ [ NLlocalintranet

Enter a “Group name” and select the users from the list of available members and insert
them into the group by clicking “ << “. Make sure the authentication method (IKE user,
XAuth, not Auth) is identical for all members. Click OK to accept the changes.

=8 xqE

Address [] hitp/192.168.6.20/remebui bt >
Links ) Suchmaschinen (] Yodafone | ) TECON ) Netwarking () Security | Ifodienste () Interessantes | ) IWO-Testing ) RTCUPN =) Windaws () Training () Kommerz
Objects > User Groups > Local > Edit ns5gt a
OK Cancel
[ [ [ teesl rivanet
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Check in the screen “Objects > Addresses > Configuration” if the address object “Dial-Up
VPN” is defined. Make sure that the Filter selection at the top left corner of the list shows
“Untrust” as the selected zone. If not, define it by clicking “New”. Enter the “Address
Name” and the “IP Address/Netmask”. The zone of this network should be “Untrust”.
Confirm the changes by clicking “OK”.

5 Juniper-screenas Admi

tion Tools (ns5gt) - Microsoft Internet Explorer

il ools  Help

Ele el
Qe - () - BRE :h‘pSeavth ¢ Favories @‘ =2 i}{. =1L E a3
Address [{€] http://152.188.6. 20fmswebui html
Licks ) Suchmaschinen () Vadafone () TECOM | Nebworking ) Security () Infodienste ) Interessantes () IWO-Testing () RTCVPN () Windows () Trainin

- sses > List

mmmmmm

page
ilter. ABCDEFGIJLMNOPORSTIUYW
Name 1P/DomainName |  Commen nfi
Any &0.0.00/0 All Addr ‘[r\ Use
Dial-Up VPN ®255,255.255.255 /32 Dial-Up VPN Addr ‘In Use
eeeee [ [ [ [ NJLocalintranet

Display the address objects of the protected zone by selecting “Trust” at the top left of the
list. Define the networks you want to allow access via VPN for later use. Here, we define
the “RTC-net”.

) Juniper-Screent 05 Administration Tools (ns5gt) - Microsoft Internet Explorer —[&i i}
fle Edt Wew Favortes ook Help | &
é 7 “r - -
Q- © - [ [B] (D] Pseorh gromies @] (2- 12 JEE 38
Address [{€] bttp://152.168.6.20/nswebui hiwl =l Ee
Links () Suchmaschinen () Yodafons () TECON ) Mebworking ) Security | ) Infodiensts ) Interessantes | ) IWO-Testing () RTC-YPN ) Windows () Trainin ommerz
Objects > Addresses > List
.......
IP/DomainName | Gommen igure
Any $0.0.0.0 /0 All Addr In Use
Dial-Up VPN M 255,255,255, 255 /32 Dial-Up VPN Addr
Office-LaN $145.253.84.0 /24 Terenci office LAN Edit |Remove
RemateAccess-net 8 162.168.173.0 /24 Internal Client address poal dit | Remove
RTC-net #102.168.2.0 /24 Network in RTC-DMZ dit |In Use
VPN-Mgmt-net £1192.168.6.0 24 Network for VPN-Management dit |Remove
[ [ [ [ NJLocalintranet
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A Juniper-Screend5 Administration Tools (ns5gt) - Microsoft Internet Explorer |8 1||

Fle Edt Vew Favortes ook Help ‘ [T
N A q T ST I

Q- O - [ [ 5] D Ferwome @[ (2- 03 Dl B

Adress [ ] htp 192.165.6 20 jrswebu htmi EE

Links () Suchmaschinen () Vodsfone () TECON () Networking () Security () Infodienste () Intersssart tes () IWO-Testing () RTC-VEN =) Windows (=) Training [ Kommerz

CGomment [Hetwork in RTC-DMZ

& Ip Address/Netmask  [192.16%.2.0 e

© Domain Name
Zone [Trust =
oK Cancel

5
[E]pone [T [ [ [ [S3tocalintranet

2.4 Configuration of VPN

First, define the default XAuth Settings on the screen “vPNs > AutoKey Advanced > XAuth
Settings”. Set the lease time for the private IP addresses to 600 minutes and select “Local”
as the “Default Authentication Server”. Again select the previously defined IP pool in the
“IP Pool Name” drop down list and define the DNS and/or WINS servers. Confirm the

Address ] http:/192. 168.6.20/nswebul bt = Be |
Links (=) Suchmaschinen Vodafone TECON ) Netwarking Securky Infodienste ) Interessantes IWO-Testing | RTC-YPN  (5) Windows Training Kemmerz :
VPNs > AutoKey Advanced > XAuth Settings LET a8

Reserve Private IP for XAuth User |500 Minutes

Default Authentication Server |Local x
Query Client Settings on Default Server

r
CHapP [~

1P Pool Name |FemoteAccessPool =]
DNS Primary Server IP lm
DNS Secondary Server IP lm
WINS Primary Server IP lm
WINS Secondary Server IP W

Cancel

b [ [ [ N3tocalintranet

Define a new “VPN gateway” on the screen “VPNs > AutoKey Advanced > Gateway” by
clicking “New” at the top right corner. Enter a “Gateway Name”. Set the “Security Level” to
“Custom”. Select the “Dialup User Group”-radio-button. Select the previously defined user
group from the drop down list. Alternatively, if only one user is needed, the gateway type
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“Dialup User” can be used respectively. Enter a “Preshared Key” that must correspond to
the setup in the NetScreen-Remote client. Select “Untrust” as the outgoing interface.

2 Juniper-5creen0s Administration Tools (ns5gt) - Microsoft Internet Explorer _1=| x|t
Fle Edt View Favortes Tools Help | a
(€255 |ﬂ m ;)| |V search 5 Favorites @| sE 2 o E o 3
2 | o L oz = !
Address |@ http: {192, 168.6,20fnswebui.html | Go
Links [ 5) Suchmaschinen  |5) Yodsfone (5 TECON |5 Mebworking | 5) Security | 5) Infodienste 5 Inkeressantes |5 IWO-Testing ) RTC-VPM ) Windows  [5) Training ) Kommerz
V¥PNs > AutoKey Advanced > Gateway > Edit nssgt (2] [
®
Siduniper
Suntiper-NS5GT Gateway Name |vpngateway
Security Level C Standard © Compatible € Basic & Custom
Remote Gateway Type

C staticIP Address 1P Address/Hostname |

" Dynamic IP Address Peer 1D |

" Dialup User User |Mone =

' Dialup User Group Group |RemoteAccessGroup »

Preshared Key |ssssss Use As Seed I
Local ID {optional}
Outgoing Interface |untrust [
OK | Cancel | Advanced

|&] pone [T [ [ [N3vrocalintranet

Continue the setup in the advanced setup by clicking the “Advanced”-button at the bottom.
Here, the Phase 1 (IKE) proposal is selected. Also, this setup must correlate with the client
setup. In this example, 3DES encryption, SHA1 hashing and Diffie Hellman group 2 is

used. The drop down option for this “Phase 1 Proposal” setup is named “pre-g2-3des-sha”.

To be able to work on most mobile networks, which use NAT, the checkbox “Enable NAT-
Traversal” must be checked. Also enable “UDP Checksum” and set the Keepalive
Frequency to a higher value. We recommend a value between 15 and 60 seconds. Due to
the Keepalive in the NAT traversal, Heartbeat and DPD is not needed. Click “Return” and
“OK” in the previous screen to accept the changes.
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2 Juniper-Screen0S Administration Tools {ns5gt) - Microsoft Internet Explorer |8 ill

Bls  Edt Wisw Favortss Tnoks  Help | &
@Ea(kvov B @ (h‘psear:h *Favumes @|B’3}'LJ E 03
Address [{€] hitps//192.168.6.20/nswebui himl E>E

|5 TECON =) Networking. ()

¥PNs > AutoKey Advanc

Security Level =
Predefined ¢ Standard ¢ Compatible  Basic
user Defined & cCustom

Phase 1 Proposal
[pre-ge-3des-sha =] [none =l

[None =] [rone |

Mode (Initiator) C Main (ID Protection) © Aggressive

' Enable NAT-Traversal
UDP Checksum ¥

Keepalive Frequency [15 Seconds (0~300 Sec)
Peer Status Detection
© Heartbeat Hello [0 Seconds (1~3600, 0 disable)
Reconnect ln— Seconds (60~9999 Sec) B
Threshold[s
© pRD Interval [0 Seconds (3~28200, 0: disable)

Retry [s (1~128)

Always Send

Preferred Certificate(optional)

Local Gert |Nane >

Peer CA [None =
[Ucnn o =1

=]

[&] bone [ [ [3tocalintranet

Selecting the predefined “Phase 1 Proposal” “pre-g2-3DES-sha” implies that a re-key
interval (“Life Time”) of 28800 seconds (8 hours) is chosen. Alternate proposals can be
generated on the “vPNs > AutoKey Advanced > P1 Proposal” screen, but the security of the
default proposal meets current industry levels.

Now define an “AutoKey IKE” object in the “vPNs > AutoKey IKE” screen. Click “New” in the
top right corner.

2 Juniper-5creen0s Administration Tools (ns5gt) - Microsoft Internet Explorer 1= xIf
Fle Edt Vew Favortes Took Help ‘ &
Q- O - 1n] [&) (] PDsown Froens @[ 2- 25 ) B
address [] https/]192. 1686, 20/nswebu i EIGE
Links | ) Suchmaschinen | ) Vodafone () TECOM | Metworking () Security () Infodienste | Interessantes | ) IwO-Testing () RTC-WPN () Windows | ) Training () Kommerz
VPNs > AutoKey IKE nssgt a
List |20 ~|per page
® Hew
niper
Aipor HSSGT I Name | | securty | monitor | Configure ‘
| dialupupni | vpngateway | Custom | off | it [ -]
[&]pone [T [ [ N3 tocalintranet
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Enter a “WVPN Name” and select “Custom” as “Security Level”. Select “Predefined” as
“Remote Gateway” and select the previously defined VPN gateway. This defines the
Phase 1 (IKE) negotiation.

i - EIE|
Fle Edit Wiew Favor 5 Help ‘ &
Qo - O ] @ ] O S @0 35 JDE B
Address [&] 192,168,620 el >
odafone () TECON ) Networking ) Security |7 Infodienste | ) Inkeressantes | ) IWO-Testing () RTC-VPN ) Windows | ) Training () Kommerz
¥PNs > AutoKey IKE > Edit nssgt [ 2]

@ Juniper

uiper-NSSGT VPN Name |dialupvpn1
Security Level © Standard  © Compatible ¢ Basic  © Custom

Remote Gateveay & Predefined upngateway *

 Create a Simple Gateway

Gateway Name

Type & Static IP Address/Hostname |
" Dynamic IP Peer 1D
© Dialup User user[None ],
 Dialup Group GruuplNune—;[
Local ID (optionaly
Preshared Key Use As Seed T

Security Level & Standard  Compatible € Basic

Outgoing Interface [vl-ust =
ok |  cancel | Advanced

[T T [ ’3iocdintranet

Click the “Advanced” button to define the Phase 2 (ESP) encryption parameters. Make
sure the “Security Level” “User Defined” (“Custom”) is selected. Select up to four “Phase 2
Proposals” from the drop down list. In this example, “nopfs-esp-3des-sha” is selected as
the only proposal. Click the “Return” button and the “OK” button in the previous screen to
confirm the changes.

iministration Teols (ns5gt) - Microsoft Internet Explorer

ISEIET
|

Fi e 5 Help

N~ ® e . T
Q- O n) B | Pt e @3- 5 JE K B
Address [&] http:/j192.168.6.20]nswebu. heml B>
Links ) Suchmaschinen ) Vodafone () TECON | Networking ) Security | Infodienste | ) Inkeressantes | IWO-Testing ) RTC-VPN | Windows ) Training ) Kommerz
VPNs > AutoKey IKE > Edit ns5gt [ 2]

S Juniper

Juiper-NSSGT

Security Level ]
Predefined © Standard ¢ Compatible € Basic
User Defined & Custom

Phase 2 Proposal
[noptsesp-ddessha =] [None -
[None =] [weone |

Replay Protection ™
Transport Mode [ (For L2TP-over- IPSec only)

Bind to & None
© Tunnel Interface none
© Tunnel Zone Untrust-Tun ~

Proxy-ID [~
Local IP / Netmask /

Remote IP / Netmask il
service [ANY

V¥PN Group |None x waight |0

¥PN Monitor [
Source Interface |default 2

Destination IP |default
= stz a =]
[&] bore [T T [ ’3iocdintranet

Selecting the predefined “Phase 2 Proposal” “nopfs-esp-3des-sha” implies that a re-key
interval (“Life Time”) of 3600 seconds (1 hour) and no volume limit is chosen and that no
“Perfect forwarding Secrecy” was selected in the proposal. Individual proposals can be
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generated on the “VPNs > AutoKey Advanced > P2 Proposal”’ screen. But at the time being,
the security of the given encryption algorithm and hashing is still industry level. The
security could be improved by selecting a proposal supporting PFS, but make sure that
this is taken into account on the configuration of the client.

2.5 Configuration of the VPN Firewall Policy

To view the Firewall policies set up on the Juniper NetScreen device, Select “Policies
(From All zones To All zones)” from the menu tree. All implemented security policies will be
displayed. Since we are not explaining the firewalling concept of Juniper NetScreen, only a
few remarks to the setup are made:

® The policies handle sessions specified by a matching set of source object / source zone, destination
object / destination zone and service. All policies are tested from top to bottom, until a matching policy is
found.

® |f a session matches in all criteria above, the action defined in the policy is executed. Actions can be
“Permit”, “Deny”, “Reject”, and “Tunnel”. Permit will allow the session, which includes answers coming
back that are related to the original request. “Deny” and “Reject” inhibit the packets to reach their

destination. “Tunnel” will encrypt the data.

® |f no matching policy is found, the session is denied.

7} Juniper-ScreenDS Administration Tools (ns5gt) - Microsoft Internet Explorer =] x|
Eile Edit View Favaorikes Tools  Help ‘ a’
A N e e, = {
eﬁatk - \‘) - m @ ‘0 |fjiear(h 5. Favorites @‘ A s - _J E ﬁ ‘5
Address IE'http:fleZ.lﬁE‘ﬁ.ZDinswEhu\.html =
Links [ Suchmaschinen ) Yodafone ) TECOM | Metworking [ Security | Infodienste | 7) Interessantes | [WO-Testing | RTC-YPM ) Windows [[2) Training () Kemmerz
Policies (From All zones To All zones) ns5gt ﬂ\ [
List |20 =|per page Search
un per' From |Trust E To |Untrust | Ga MNew
NETWORKS
Sniper-NS5GT From Trust To Untrust, total policy: 1
ID Source Destination | Service | Action Options Configure Enable | Move
1| any Any ANY @ Edit |Clone |Remove ~ b -y

From Untrust To Trust, total policy: 1

D Source Destination | Service | Action Options Configure Enable | Move

2 |Dial-Up YPN |RTC-net ANY a8 Edit |Clone |Remove | W G-

i i I o

Toggle Menu

[@ e L e

For the VPN tunnel, a new policy is needed. Select “From Untrust” “To Trust” and click
“New” to open a new Policy. Optionally enter a name in the field “Name (optional)”. For the
“Source Address” select “Address Book Entry” and select the network object that
corresponds to the IP address pool from which the client’s internal IP address is chosen
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(“Dial-Up VPN). For the “Destination Address”, again choose the “Address Book Entry” out
of the drop down list, which corresponds to the internal network that shall be reached via
VPN (“RTC-net”). For the example, “ANY” service is allowed.

The Action chosen for this policy is “Tunnel”. Select the previously prepared AutoKey IKE
VPN from the drop down list for the field “Tunnel”. “Logging” should be checked. By default
new policies are added at the bottom of the policy list. To avoid that this policy is
“shadowed” by another policy, the checkmark at “Position at Top” can be checked, which
would position the new policy as the first one. Alternatively, the policy can be moved later.
Confirm the changes by clicking “OK”.

) Juniper-Screenns Administration Tools (ns5gt) - Microsoft Internet Explorer = ﬂl
File Edit Wiew Favorites Tools  Help | a'
@ S AN oy ) :
Qo - © - 1x] @ )] D Syrnw @3- 23 ) D B
Address [&] https//152.168.6 20 nswebui bt -
Links ([5) Suchmaschinen () Vodafone () TECOM [ Metworking |3 Security ) Infodienste Inkeressantes | ) IWo-Testing [ RTC-YPH () Windows (3 Training ) Kommerz

Policies (From Untrust To Trust) nssgt ﬂ\

Gl Juniper’ =

Name {optional) |VPN to vpn.testl

drniper-WS5GT " New Address |

Source Address
& address Book Entry | Dial-Up VPN vl Multlp\e

" New address |

Destination Address
" Address Book Entry [RTCnet M
Service |ANY x| multiple

Application INUne 'I

[~ WEB Filtering
Action ITunneI 'I Deep Inspection
Antivirus Profile Im
Tunnel VPNIW

™ Modify matching bidirectional YPN policy

L2TF |Mone 'I

Logging ¥  at Session Beginning I

Toggle Menu

Position at Top [

oK | Cancel | Advanced | |

o BT

After confirming, the policy can optionally be moved by clicking on the @-icon in the “Move”
column in the policy overview. The new position number can be entered in the popup
window.

Explorer User Prompt il
Script Prompt:
Moving policy 1D : 2; enter palicy [0 to move before.

Enter -1 to move policy to the end. Cancel |

This concludes the VPN configuration. With the appropriately configured client, a remote
connection can now be established.
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2.6 Advanced Configuration

2.6.1 Disable the client’s request for username / password on re-keying

As configured in the IKE proposal (Phase 1, “VPNs > AutoKey Advanced > Gateway”), after
the configured interval, a re-keying is attempted. In the case that XAuth with user
authentication is configured, the re-key process would involve entering user name and
password again. In the example here, this would be necessary after 8 hours. To avoid the
repeated entry of user name and password, a change of the configuration on the
command line interface (CLI) is necessary: The idle timeout must be configured differently
from 0. The following command generated by the web interface:

set vpn "<name of auto-key vpn>" gateway "<name of vpn
gateway>" no-replay tunnel idletime 0 proposal "nopfs—-esp-
3des—-sha"

Has to be changed to:

set vpn "<name of auto-key vpn>" gateway "<name of vpn
gateway>" no-replay tunnel idletime 300 proposal "nopfs—-esp-
3des-sha"

This can either be done by saving the configuration file as described below and changing
the respective line with an ASCII editor program and then replace the current configuration
file with the edited one.

Alternatively, the CLI can be used by logging into the machine via the console interface or
Secure Shell. After authentication, list the configuration with the command

get config

Identify the above command in the configuration and re-enter it with the parameter
corrected.

7*192.168.6.20 - PuTTY

ay” no-replay tunnel id

"Lllow everything out™ from "Trust™ to "Untrust®™  Thiny™

sine "WFN Co vpn.testl"™ from "Untrust™ to "Trust"™ "Dial-Up WEN"™
LMY"™ tunnel wpn "dislupvpnl®™ id 7 log
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2.6.2 Backup of the Juniper NetScreen Configuration File

Backup and restore of saved configurations can be done via the Config File Screen
“Configuration > Update > Config File”. In the “Current System Configuration” field, the
active configuration can be reviewed. By clicking the “Save To File” button, the ASCII
configuration file can be saved to the local PC. This configuration file contains all
information necessary to restore the machine.

) Juniper-Screenns Administration Tools (ns5gt) - Microsoft Internet Explorer = ﬂl

File Edit Wiew Favorites Tools  Help | a'“
= rROE ( Sk < R [ g

eBack - \) - m @ Lh | pSearch ). Favorites @ [z.’j" =] - _J E ﬂ .‘ﬁ

Address [&] https//152.168.6 20 nswebui bt -
Links Suchmaschinen Yodafone | 5) TECOM () Metwarking |5) Security ) Infodienste Interessantes | ) IWo-Testing |5 RTC-YPH () Windows (5 Training Kommerz
Configuration > Update > Config File ns5sgt ﬂ\

j}Juniper

Upload Configuration to Device E

Jeniper-NS5GT
" Merge to Current Configuration

f" Replace Current Configuration

New Configuration File | Browse... |
Apply Cancel |

Dovnload Configuration from Device

Current System Configuration: {Total size: 7578 bytes) Save To File |

set clock dst-off ﬂ
set clock ntp

set clock timezone 2

Set wvrouter trust-vr sharable

set wvrouter "untrust-ve”

exit

Set vrouter "trust-wvrc"

unset RULO-LOULE-EXpPOrt

exit

set auth-server "Local™ id 0

set auth-server "Local™ server-nawe "Local'™

set suth default auth server "Local™ ;I

| o
[&] [T [ [ &3 toclintranet

A previously saved configuration can also be restored by uploading it to the device. Make
sure you select “Replace Current Configuration” clicking “Apply”, otherwise the new
configuration is only merged into the existing one and residual commands may remain
from the old configuration.
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3 Logging

Event logging is available via clicking “Reports > System Log > Event”. This screen shows
the current events.

2 Juniper-Screen0s Administration Tools (ns5gt) - Microsoft Internet Explorer B i ]
Ele Edit VYiew Favorites Tools Help | a"
eﬁatk - Q - D @ :h | pSearch *Favnrltes @ B' :\f = l_J E ﬁ :ﬂ

Address IE http: {192, 166.6.20/rswebui. htrl =l Go
Links ) Suchmaschinen =) Yodafone () TECON |7 Networking () Security ) Infodienste  |) Interessantes () IWO-Testing () RTC-YPM ) Windows () Training ) Kommerz
Reports > System Log > Event nssgt ﬂ\

List |20 *| per page Go to page ¥ |1 ‘I ¥ Log Level : |Al Y
z 1 o Save Clear Enter Description = Search Refresh
jJuniper o] Slex | pin ] [N L___

Jeuiper-NS5GT Date / Time Level Description

Admin user "admin" logged in for Web(http) management (port 80) from

2006-04-06 12:30:35 | warh 145.253.84.87: 1270

The system clock was updated from primary NTP server type 131,188.3 221 with
2006-04-06 11:20:47 |notif | an adjustment of 1091 ms. Authentication was Mone. Update mode was
Automatic

Admin user "admin” logged in for Web(http) management (port 80) from

2006-04-06 09:47:19 | warn 145.953.84.87: 1153

The system clock was updated from primary NTP server type 131.188.3.221 with
2006-04-06 09:20:46 | notif | an adjustment of 1167 ms. suthentication was None. Update mode was
Automatic

The systern clock was updated from primary NTP server type 131.188.3.221 with
2006-04-06 07:20:45 |notif | an adjustment of 1209 ms. Authentication was Mone. Update mode was
Automatic

The syster clock was updated from primary NTP server type 131.186.3.221 with
2006-04-06 05:20:44 | notif | an adjustment of 1247 ms. Authentication was Mone. Update mode was
Automatic

The system clock was updated from primary NTP server type 131.186.3.221 with
2006-04-06 03:20:43 | notif | an adjustment of 1290 ms. Authentication was Mone. Update mode was
Automatic

IKE=145.253.149,131> ®auth login expired and was terminated for username

2006-04-06 02:25:12 finfo | . 0 voct1s at <192.168.173.100/255,255,255. 2555,

The system clock was updated from primary NTP server type 131,188.3.221 with

2006-04-06 01:20:42 |notif | an adjustment of 1369 ms. Authentication was Mone. Update mode was =l
& ,_,_,_,_,_ g Local intranet: Vv

To save a copy of the current event log as a file, click the “Save” button. Further, it is
possible to Clear the log or search in it. The current display can be refreshed and the log
level can be selected. The user can navigate by selecting the number of entries per page
and select the page to be displayed.

To review the statistics, the administrator can display several web pages below the path
“Reports > Counters” showing statistical counters of key parameters of the device.
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4 Xauth Parameter

Remote DNS and WINS configuration is integrated in the XAUTH setup. After connection
establishment DNS and WINS server IP addresses is assigned by the appliance to the
Client as primary/secondary DNS resp. WINS server for resolving host names.

The default XAUTH parameters can be reached via the path “vPNs > AutoKey Advanced >
XAuth Settings”.

A Juniper-Screen0s Administration Tools (ns5gt) - Microsoft Internet Explorer N =18 x|
Blo Edt Vew Favortes ook Hep | &
> 5y z2.. X I

Q-0 1x) & (3] Do ferons @010 - I DE B

Address [&] . 168.6.20{nswebul i = e

Links () Suchmaschinen (=) Yodafone | =) TECON |7 Networking ) Security ) Infodienste | Interessantes | ) IWO-Testing () RTC-WPN =) Windows =) Training |_2) Kommerz
VPNs > AutoKey Advanced > XAuth Settings nssgt [7]

Reserve Private IP for XAuth User [s00 Minutes

Default Authentication Server [Local »
Query Glient Settings on Default Server
CHAP [

1P Pool Name |RemoteAccessPadl -]
DNS Primary Server IP [132.168.2.10
DNS Secondary Server IP lm
WINS Primary Server IP lm
WINS Secondary Server IP [0.0.00 |

cancel

[&] Done [T [ [ Sdiocalintranet 7]

Additionally, XAUTH parameters can be set on a per user basis in the user setup (“Objects
> Users > Local > Edit”) when “XAUTH user” is checked.

A Juniper-Screen0S Administration Tools (ns5gt) - Microsoft Internet Explorer -8 x|

Ele Edt View Favorkes Toos Help ‘i’

O- @ @ ;h‘psear:h *Favnntes @'8':\{‘EW_J E @3

. 168.6.20{nswebu himl B>

n () Vodafone | TECON () Metworking (<) Security () Infodienste ) Interessantes | IWO-Testing [ JRTC-¥PN (=) Windaws | Trainng | ) Kommerz
[Objects = Users > Local > Edif ns5gt [7]]

Auth/IKE/L2TP/XAuth User

User Name [vpn,test1 Groups: RemateAccessGroup

Status & Enable © Disable

¥ IKE User Murnber of Multiple Logins with Same 1D |1
@ simple Identity

IKE ID Type [AUTO = IKE Identity  [vpn. testi@vodafone.com

€ use Distinguished Name For ID

" Authentication User User Password
¥ xauth user Confirm Password

™ L27P User

L2TP /X Auth Remote Settings ( Remote IP: 0.0.0.0 )

1P Pool | FemoteAccessFool x| Static IP [0.0.0.0
Primary DNS IP |192.168.2.10 Primary WINS [P [102.168.2.10
Secondary DNS IP [0.0.0.0 Secondary WINS [P [0.0.0.0

oK cancel
- [T [ [ [S3tocalintranet

*** End of Document ***
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