o

4

vodafone

VPN End to End - Cisco 3005 — Appendix

Appendix A: Cisco 3005 VPN Concentrator
Technical Notes for use with Vodafone Mobile Connect services

Date: 3 May 2007
Revision No: 3.0

Vodafone Mobile Connect
VPN Guide

© VODAFONE GROUP 2007



VPN Concentrator
Cisco 3005

Scope

This document presents results of installation, configuration, and operations testing of VPN
components with the Vodafone Mobile Connect service. The document is not intended to
be a tutorial on VPN concepts nor does it supersede or replace the vendor’s
documentation. The reader is referred to the VPN vendor for definitive guidance on the
proper and recommended use of their product. While Vodafone Group has taken care to
ensure that the information contained herein is accurate, no responsibility can be accepted
for errors, omissions, or inaccuracies.
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1 Executive summary

This Appendix is in addition to the detailed document for Cisco 3005 VPN Concentrator
and describes the setup and update process in a detailed way with example screen shots
taken from the initial processes.

Logging and additional functionality is described in the appropriate chapters.
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2 VPN Concentrator Installation and Configuration (4.1)

The following description is intended for network administrators who are familiar with
networking and IP concepts. The Concentrator has to be integrated into the internal
company network. The Concentrator setup therefore has to comply with the configuration
of the internal networking. This description is intended to allow a network administrator not
yet familiar with the Cisco Concentrator to configure a VPN with UMTS/GPRS usage.

2.1 Initial setup

After unpacking the Concentrator install the device in your office environment with
connecting power, internal and external network connections — and the console cable to
your PC.

Note: You can either place the Concentrator besides or behind your Firewall. We
recommend placing it behind the Firewall and opening the appropriate ports for VPN
connection to the Concentrator. See the chapter “Which protocols are supported” above
for port description.

Now configure the VPN Concentrator Ethernet 1 interface to your private network from the
console over serial cable and a terminal emulation program, e.g. Hyperterm (9600 Baud,
8Bit data, No parity, 1 stopbit)

2.2 Using the web-based Concentrator manager
e Use a web browser to contact the VPN Concentrator’s internal address. The VPN

Concentrator Manager requires one of the following browsers:

e Microsoft Internet Explorer version 6.0 SP1 or higher (Windows) (SP2 required for
Windows XP)

e Netscape Navigator version 7.2 or higher (Windows, Linux, or Solaris)
e Mozilla 1.73 or higher (Windows, Linux, or Solaris)
e Firefox 1.0 or 1.5 (Windows, Macintosh, or Linux)

e For best results, we recommend Internet Explorer. Whatever browser and version
you use, install the latest patches and service packs for it.

e Make sure you have Java script/Active scripting enabled in your browser.

¢ Note: The web page is only accessible from the internal interface, so you must either
be connected to the internal network or logged in via a VPN-Client and a valid VPN
user.
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@ Install ST, Certificate

VPN 3000

WebVPN Login
CONCENTRATOR SERTES MANAGER

VPN 3000 Concentrator
Login:
Ciseo Sraremg || Password
e G | et

Copyright © 1998-2004 Ciseo Systems, Inc

104877

e The following screen appears only the first time you are logging in and offers the
Quick Configuration option. If you do not see this screen please navigate through the
configuration menus by clicking the Explorer-style tree on the left-hand side. The
relevant branch for the basic setup is “Configuration”.

Welcome to the VPN 3000 Concentrator Manager
The VPN 3000 Concentrator has booted, and you must now supply some configuration parameters to make it operational.
To configure the minimal parameters, click here to start Ouick Configuration.

To configure aff features, chok here to go to the Mam Iems.

Brs07

e We continue with Quick Configuration dialog. The next screen lets you configure the
VPN Concentrator Ethernet interfaces. The Model 3005 comes with two Ethernet

interfaces. Models 3015-3080 come with three Ethernet interfaces.

e Configure the external/public IP address. Any changes to your internal/private

Clonfigure VFIN 3000 Concentrator nterfaces
+ Ethernet 1 (Private) = the miterface to vour private network (internal LATT).
» Ethernet 2 (Public) = the nterface to the public network.

If you modify the interface that you are currently using to connect to this dewice, you will break the
connection, and you will have to restart from the login screen.

Interface Status TP Address Subnet Mask
Ethernet 1 (Private P 10.10.88.20 255.255.0.0
Ethernet 2 (Publicy Mot Configured 0.0.0.0 0000
Back Continue

67510

address terminates the admin session. To configure click on Ethernet 2 and the
following screen appears. To make this interface a public interface that is facing to
the internet, check the Public Interface check box. Make other appropriate changes
like speed, duplex etc and finally apply everything.

© VODAFONE GROUP 2007

Revision 3.0

Page 6 of 24



VPN Concentrator

Cisco 3005
You are modifying the mterface you are using to connect to this dewvice. If you malce any changes, you will break the
connection and you will have to restart from the login screen.
Confisuring Ethernet Interface 1 (Private).
General Parameters
Sel| Attuiibute | Value Descaiption
© |Disabled Select to disable this interface.
¢ |DHCP Client Select to obtain the TP Address, Subnet Mask and
. T Default Gateway via DHCF (3ystem Mame may be
System Namel| recuired for DHCP)
& |Static IP Addressing
IP Address I1 0109950 Select to confizure the IP Address and SubneF Mask
Enter the IP Address and Subnet Mask for this intetface.
Subnet Mask|[255 255.0.0
Public Tuterface| ™ Check to make this interface a "public” interface
MAC Address|00.90.44.00.25 A8 The MAC address for this interface.
Filter I—Nune— =||Select the fiter for this mterface.
Speed I 10/100 auto j Zelect the speed for thus mterface.
Duplex| IAutD j Select the duplex mode for this interface.
MruliEn Enter the Mastrmum Transtnit Uit for this interface (68 -
1500).
Apply Cancel
[ ]

78631

To configure basic information that identifies your VPN Concentrator on the network
you will see the following “System Info” screen. Enter a system name, the current
time, DNS Server Address, Domain name and the default gateway — your next hop

to the internet. (DST = Daylight-Saving Time)

accurate.

The current time on this dewice s Tuesday, 20 February 2001 13:51:55,

Assign a systemn namethostname to this dewice. This may be required if you use DHCP to obtain an address

System Name Enter a hostname for the systeny; e.g. vpn01.

Set the time on your device. The correct time 15 wery important, so that logging and accounting entries are

New Time [13 58 44 |[February =|{e0 fz001 | [(GMT 0500 EST

¥ Enable DST Support

Gateway gateway.

Back | Continue

Specify a DITS server, which lets you enter hostnarmes rather than IP addresses i subsequent Manager felds.

DNS Server |0.0.0.0 Enter the IP address of your local DINS server.
Domain Enter your Internet domain name; e.g. yourcompany. cotn.

Default 0000 Enter your default gateway. Leave at 0.0.0.0 for no default

|

B3733

After “continue” you are able to configure the tunnelling protocols and encryption
options. In our example we are using IPSec connections only, Client-to-LAN. Press

“continue” configuring address assignment
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Select the tunneling protocsls and encrypion options that you want to enable.

’;

PPTE © Require Encryption (Clients without encryption will not gan access. Requires MECHAPD )
& Don't Require Encryption (Clients may optionally use encryption.)

" © Require Eneryption (Clients without encryption will not gain access. Requires MSCHAP )
& Don't Eequire Encryption (Clients may optionally use encryption.)
" Check to enable remote user connections via [PSec, LAN-to-LAMN confipurations are dene outside of
Quick Configuration.

|F|Web'\u’PN |Check to enable remote user connections via SSL using a web browser.

Back | Continue

L2TP

IPSec

97738

e Check Configured Pool to enable this method, which lead the VPN Concentrator to
assign IP addresses from an internally configured pool. Enter the starting and ending
IP addresses available in the initial pool, in the Range Start and Range End fields.
Enter these addresses in dotted decimal notation; for example, 172.16.100.100 —
172.16.100.200. Click Continue to proceed.

Select at least one method of assigtung IP addresses to clients as a tutmel 13 established. The metheds are thed m
the order listed.

Chent . . .
1.0 Specifisd This method lets the client specify its own IP address.

This method assigns [P addresses on a per-user basis. If vou use an authentication server
2. [T Per User (which vou configure next) that has IP addresses configured, we recommend selecting this
method

3. [0 DHCP Specify Serverl
i Configured Range Startl
- Fool Range Endl

This tethod uses this device to assign IP addresses.

Back | Contlnuel

BEI727

« On the following screen you can choose how to authenticate users. You can select
the VPN Concentrator internal server or one of three external server types. We use
the default “internal server” that does support up to 100 groups and users
(combined). The following selection is possible:

¢ Internal Server — the internal VPN Concentrator authentication server. (This is the
default selection.)

e RADIUS — an external Remote Authentication Dial-In User Service server.
e NT Domain — an external Windows NT Domain server.
e SDI— an external RSA Security Inc. SecurlD server.

e Kerberos/Active Directory—An external Windows/Active Directory server or a
UNIX/Linux Kerberos server
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Specty how to authenticate users under PPTE, L2TF or IPSec. You can use the mnternal server or an external
authentication server. If you select the Juternal Server, vou must configure the internal user database. Tou may
confipure additional servers using System Confisuration

Server Type IInternaI Sarser 'l Selecting iersal Server will let you add users to the internal user database.

Back | Continue

63729

e On the next screen you have to configure at least one user. Unless you choose an

address pool like before you can assign IP addresses to a specific user. In our

example we leave the address field blank.

e Later on you can change user parameters on the regular Configuration | User

Confipure users in the nternal authentication server database. Since you chose per-user address assignment,
mclude the user IP address and subnet mask.

Passwords must be at least 8 characters long

Current Users Actions User to Add
User Name

— Empty — I
Password

<< Add Verify
Remave >

IP Address

Subnet WMask

Back Continue

E3739

Management | Users screens, but on this quick configuration screen, you can only
add and remove users.

e Further you need to configure an IPSec group with a name and a password. We
recommend not sharing this password within your organisation for security reasons.

Please note: Entries are case-sensitive. Finally you get to the Changing Admin

Password-screen. We recommend changing the admin password now

Zelect a Group Name and Password to be used by remote IPZec users. The Group Password must be at least 4
characters long.

Group Name l—
Password I—
Verify Ii
Back | Continue |

© VODAFONE GROUP 2007

Revision 3.0

E3736

Page 9 of 24



VPN Concentrator
Cisco 3005

We strongly recommend that vou change the password for user admin.

Password I"“‘““"““
Verify I“““”‘

Back | Continuel

e After done you need to save all changes into the NVRAM of the Concentrator by
clicking the “Save Needed” icon. Now you’ve finished the base configuration. For
using with Mobile Connect Cards over the Vodafone UMTS/GPRS infrastructure you
need to do some advanced settings.

63728

2.3 Advanced settings

e Since we are doing IPSec over an address translation we need to enable IPSec over
UDP. You enter this in the main configuration under base group or the appropriate
group of your users. Please check “IPSec over UDP” and enter a port number within
the given range, for example 10000. We recommend further having the split
tunnelling Policy with “Tunnel everything”. Otherwise you open serious backdoors
over your remote Clients into your private LAN.

VPN 3000
7 Concentrator Series Manager

Main | Help | Support | Logout

Mode Configuration Parameters

Attribute Value Description
|- Tunneling protocoie H
F-ae Rouing

blessbn e, Enter the banner for this group. Only software clients

i Bannet|
= see the banner.

Shp Allow Password| Check to allow the TPSec client to store the
SN Communties Storage on Client password locally.
Select the method and network kst to be used for
L Split Tunneling,
@ Tunnel everything Tunnel Everything: Send al traffic through the
[ Allow the networks in list to bypass |funnel

the turmel Allow the Networks in the list to hypass the

R R A turmel: The VPI Client may choose to send traffic
to addresses in this list to the clent's LAN. Send al

Split Tunneling Policy|

other traffic through the funnel OTE: This setting
does not apply to the VPN 3002 Hardware Client
Split Tumneli Tunnel Networks in List: Send traffic to addresses
Network Lisgl= 218~ | in this list through the VPN tunnel. Send all other
traffic unencrypted. o=
Default Domain Name '7 [Enter the default domain name given to users of this
group.

Check to allow the TPSec client to operate through a
firewall using NAT wia UDP.

o
Cisco Systems Enter the UDP port to be used for IPSec through
IPSec over UDP Port([10000 AT (4001 - 49151) |

= TPSec over UDP| ¥

¢ As an alternative you can use the IETF draft NAT-T implementation. To enable this
option go to the menu Configuration | Tunnelling and Security | IPSec | NAT
Transparency screen and enable IPSec over NAT-T.
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A Cisco Systems, Inc. VPN 3000 Concentrator [VFTEVPO1] - Microsoft Internet Explorer ] _[®] x|
Fle Edt View Favertes Took Help | &
Qe - © - ¥ 3 b‘;)iearth 5/ Favories €‘3“ w3
address [ |
‘ </ VPN 3000
g 7 Concentrator Series Manager
Configuration | Administration | Monitoring
Saveld
e
et This section lets you configure system-wide IPSec NAT Transparency.
eling s Securky
IPSec over ICP Check to enable IPSec over TCP.
TCP Port(s) [10000 Enter up to 10 comma-separated TCP ports (1 - 65535)
PSec over NAT-T S;Aggk o enable IPSec over NAT-T, which detects the need for UDP encapsulation in NAT/PAT environments, using UDP port
Apply || Cancel |
Cisco Srstins
&1 Tunneling and security TS

2.4 IKE keep alive

Keep alive messages are supported by default and configurable in the IPSec section of a
group profile. These messages are sent from Client to gateway, but when the Client is idle,
it does not send a keep alive until it sends data and gets no response.
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On the Client side you can see the “keep alive”

[
C

status: Connected | ¥PN Client - Yersion 4.8.00.0440

onnection Entries Status Certificates Log Options Help

i Cisco Systems, Inc. ¥PN 3000 Concentrator [VFTEVPOL] - Microsoft Internek Explorer. (x|
Fle Edt Wen Faverkes Ioos e | &
Qe O HE D L e @2 28 JEH S
s | ECERTE
B VPN 3000 Main | Help | Support | Lo
Concentrator Series Manager Logge:
Configuration | Administration | 9
B Confiquration. o
—rtertaces
[asisen
Hsar Monuerment Checle the Tnherit? box to set a feld that you want to default to the base group value. Uncheck the Inherit? box and enter a new value to override base group values.
E%ase croup
|-@osicy tanagenent TPSec Paramneters
Secut = = = =
. Attiibute Value Tuberie?] Deseription
iz PSec SA[[ESPaESTEEHA o] W [Select the group's IPSec Security Association
psos :
Abito-Lan TKE Peer Identity|rn oo icote = W [Select whether or not to validate the identity of the peer using the peer's certificate
KE Propesels Validation
MU TKE Keepalives| ¥ P |Check to cnable the use of IKE keepalives for mernbers of this group.
s
| —— Coufidence Tuterval| Tl o |(seconds) Entar how long a peer i permited to idle before the VEN Conceatrator
Sl checks to see if it is still connected.
ey
| . Tamnel Typo|Fomomises Bl & [Felest e type of tumel For this group. Updlte the Remote Acoess pasaunsters belorw as
[EHMlonitoring [peeded
Remote Access Parameters
Group Lock| @ [Lock users into this group
Authentication| ,m I Select the au_m_snmcamon method fm: ms_mbers of this group. This parameter doss net
apply to Individual User Authentication
[ members of this group nced avthorization in addifion to authentication, sclect an
Authorization Type|[None = P |authorization method. Tf you configure this field, you must alse configurc an Authorization
Server.
v 1=t P |Check to require suceessfl authorization.
Required]
DN Fiotd| o om0 - [ [For comiate-based users, aelctthe aubject Disngushed Nawme (DN fild that s used
as the username. This Beld is used for user
TPCorup|[None = @ [Select the method of IP Compression for mezabers of this group.
ALY “E"L““ ] P [Check to reauthenticate the user on an IKE (Phase- 1) rekey.
ekey
[Permmit or deny VPN Clients aceording to their type and software version
| « Construct rules in the forrat
plermit}d[eny] <type> : <version®,
Client Type & Version - For cxample, a VPN 3002 : 3.6°
Limiting| o The * character is a wildcard.
Listo Srs1ins o Use a separate line for each nile
= « Order rules by priority [ |
& Group Parameters (B [ memet

=

=

="

Disable

Connection Enties | Certificates | Log

Clear

Log Settings Log “window

Cisco Systems

]
I

210 15:28:08.588 03/01/06 Sev=Info/E
Sent a keepalive on the IPSec SA

211 152818.602 03/01/06 Sev=Info/d
SEMDING »>> ISAKMP DAK INFO “[HASH

212 19:2818.602 03/01/06 Sev=Info/B
Sent a keepalive on the IKE 54

213 15:28:18.602 03/01/06 Sev=Infa/B
Sent a keepalive on the IPSec S5h

214 15:28:28.797 03/01/06 Sev=Info/E
Sent a keepalive on the IPSec SA

215 15:28:38.817 03/01/06 Sev=Info/d
SEMDING »»> ISAKMP DAK INFO [HASH

216 19:28:38.811 03/01/06 Sev=Info/B
Sent a keepalive on the IKE 54

217 15:28:38.811 03/01/06 Sev=Info/B
Sent a kespalive on the IPSec S5A

|

IKE /0x63000055

IKE #0=63000072
CMOTIF:HEARTBEAT] to 145.263.85.86

IKE /063000053

IKE 063000055

IKE 063000055

IKE /063000012
CMOTIF:HEARTBEAT] to 145.253.85.86

IKE /063000053

IKE /063000055

-

| Connected to "WPN-Test".

[Connected Time: 0 day(z]. 00:01.09 IE‘ 7
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2.5

Data compression

Data compression using LZS compression algorithm is available and can be enabled in
the group profile. Enabling data compression might speed up the data transmission rate of

VPN users.

VPN 3000

£} Configuration
—interfaces

ESystem

jser Managemert
ase Group
roups
jsers

Concentrator Series Manager

Main | Help | Support | Logout

Logged in
Configuration | Administration | Mos

Check the Inherit? box to set a field that you want to default to the base group valie Uncheck the Inherit? box and enter a new value to override base group valies.

[-EPolicy Mansemert

IPSec Parameters

- Attibute Value herie?] Deseription
Lo IPSec SA[ESP-AES128-5HA = F  [Select the group's [PSec Security Association.
poce -
Lo Lan TKE Peer Wentity g s ¥ [Select whether ox not to validate the identity of the peer using the pecr's certificate
kE propessis Validation
NAT Transparency IKE Keepalives| v ~ Checle to enable the use of IKE keepalives for members of this group.
s
o contdene ool o |Gerond) Enterhow long a peer i permited to el before e VPN Gencenrator
s checks to see ifiis otll connected

Tunnel Type|[Remote Access x

v

Select the type of tunnel for this group. Update the Remote Access parameters below as
ineeded.

| Monitoring

Remote Access Parameters

Group Lock|

2

[Lock users into this group.

Authentication||Intemal -

Select the authentication method for members of this group. This parameter doss not
apply to Individual User Authentication

TF mombers of this group noed avthorization in addifion to authentication, selost an

Authorization Type|[None ) " nethod. TFyou configure this field, you must also configare an Authorization
[Server.
Authorization P |Check to require successfil authorization.
Required
DN Feld[ET e 30 - [Pt certicate-based users, select the subject Distnguished Natne (DIY) el that i used|

as the usernarne. This field is used for user Authorization.

Rekey|

IPCoup[None ¥ [Select the method of IP Compression for members of this group.
icati MNihe
Reanthentication on @ [Check to reanthenticate the user on an IKE (Phase-1) rekey.

Cisco Ststins

Client Type & Version|

Limiting|

[Permit or deny VELT Clients accorcing to their type and software version

+ Construct nules in the format
plemit)idfeny] <type> - <version>,
For example, a VPN 3002 : 3.6%

o The * character is a wildcard

« Use aseparate line for cach e

o Order nules by priotity.

7 Cisco Systems, Inc. ¥PN 3000 Concentrator [VFTEYPO1] - Microsoft Internet Explorer —(8(x]
Fle Edt Ven Favoites Toos Hep | &
Qo - © - [x] B ] Pt Serois @[2-2 0 - | JE B

address [ I Bso |unks >

dmin

&1 Group Parameters

B [ ermet

Note that software compression was shown to have little benefit for most environments.
The benefit of compression should be reviewed in light of the cost of processor load for

both the client and server.
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3 Update procedure

This process uploads the executable system software to the VPN Concentrator, which
then verifies the integrity of the software image.

The new image file must be suitable for your specific model of concentrator and accessible
by the workstation you are using to manage the VPN Concentrator.

Go to the menu Administration | Software update | Concentrator and browse for the file
path. Afterwards click on the “Upload” button.

4 Cisco Systems, Inc. ¥PN 3000 Concentrator [Terenci-RTC] - Microsoft Internet Explorer == x|

Fle Edt View Favortes Tooks Hslp ﬁ
wgack » = - G [ A Deearch [GaFavoites @reda F | By S

address [@) hip:/192.160.6 4faccess html | P
Links (& Cisca Systems, Inc. 4PN 3000 Concentrator [Terenc-RTC] & | SonicWrALL - Authentication & Mortel Contivity @ |RTC Firewall

VPN 3000

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

FHConfiguration
HAdministration
(——a&dminister Sessions
e This section lets you update the software on your VPIT 3000 Concentrator. The VPIT 3000 Concentrator will verify the integrity
ﬁm of the software image that you download. Tt will talce a few minutes for the upload and verification to take place. Please wait for
the operation to finish.

——System Reboot

(—FReboot Status

—Ping. Current Software Revision:

—Iraceroute Cisco Systems, Inc /PN 3000 Concentrator Version 4.1.5 Fel Jun 18 2004 02:34:34

—Mlonitoring Refresh

A Right:
s Type mn the name of the iage file below. The current tnage fle iz vpn3005-4.1.5.Rel-k9.hin.

ile: Manacement
Swap Config File
TETP Transter ID \Cisco PN 30054%pn3005-4.1.7 K-k8.bin Browse
e Lploac
¥ML Export Upload | Cancel
—FHCerificate Management
{tHJonitoring

Cisto Srstems

|2j Statistics Contral [ ] ,7 ’7 ’7  Internet

It takes a few minutes to upload and verify the software, and the system displays the
progress. It refreshes the number of bytes transferred at 10-second intervals. Please wait
for the operation to finish.

<} software Update Pro - o ] 4

- 20%
i~1 second refresh)
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To run the new software image, you must reboot the VPN Concentrator. The system
prompts you to reboot when the update is finished. Click on the link below the message to
open the reboot options page.

7} Cisco Systems, Inc. ¥PN 3000 Concentrator [Terenci-RTC] - Microsoft Internet Explorer == x|
Fle Edt View Favortes Tooks Help
wgack » = - G [ A Deearch [GaFavoites @reda F | By S

address [@) hip:/192.160.6 4faccess html | P
Links (& Cisca Systems, Inc. 4PN 3000 Concentrator [Terenc-RTC] & | SonicWrALL - Authentication & Mortel Contivity @ |RTC Firewall

FHConfiguration

ation

——Administer Sessions

-Softwars Update
oncentrator
lierts

—GSystem Rebodt
——Feboot Status
—Ping.
—Traceroute
—Mlonitoring Refresh
—HAccess Riohts

il Management
Swwap Config File
TFTP Transfer

e Uploac

¥ML Export
—FHCerificate Management
{tHJonitoring

Cisto Srstems

VPN 3000

Concentrator Series Manager

Main | Help | Support | Logeut

Logged in: admin

Configuration | Administration | Monitoring

Software Update Success

The VPN 3000 Concentrator has been successfully updated. Tt is sirongly recommended that you clear your browser's cache
after rebooting the VEI 3000 Concentrator. New features and options may not appear due to the cached data n your browser.

Click here to go to the reboot options

|Ej Statistics Contral

[ [ [d nternet

Make sure the action “Reboot” is selected on the “System Reboot” page and click on the
“Apply” button. After the reboot the new software version is available and can be checked
under the menu Monitoring | System status.
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ternet Explorer

=181 %]

wgack ~ = - Q) [ 2| @Eearch GFavoites Dredia B | By S

Address [€] huip:f/152. 168.6 4/faccess himl

| @an

Links (@] Cisco Systems, Inc. WPH 3000 Concentrator [Terenc-RTC] & SonicWALL - Authentication & |Mortel Contiviey & RTC Firswal

{zHConfiguration
= ation
——Administer Seasions
Software Update
Eoncemreﬁor
Clisrts
——System Rebodt
—fRehoot Status
g
—Iraceroute
—tonitaring Refresh
—EHAecess Rights
ile Management
-Srovap Confic File
-TFTP Transfer
ile: Uplos
ML Export
—EHCertificate Management
-FHMonitoring

Cisco Srstews

4‘ VPN 3000
: Concentrator Series Manager

h | System Rehoot

Main | Help | Support gout

Logged in: admin
Configuration | Administration | Monitoring

Savel)

This section presents reboot options

&Eyou reboot, the browser may appear to hang as the device is rebooted.

&
Action

Eeboot
Shutdown without automatic reboot
Cancel a scheduled reboot/shutdown

Configuration

Save the active configuration at time of reboot
Eeboot without saving the active configuration
Reboot ignoting the configuration file

o

‘When to Rehoot/Shutdown

Do

Now
Delayed by |10 minutes
Attime 1436 (24 hour clock)

Wit for sessions to terminate (don't allow new sessions)

Apply Cancel

[&] Statistics Control

[ [ [ ntermet
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4 Configuration of Split Tunnelling

Split Tunnelling is supported and will be negotiated within connection phase by server
push and is enabled by default. The user cannot override server settings.

Enabling or disabling split tunnelling can be configured in the Group properties. All users
assigned to this group will use this setting and it is not possible to change the configuration
from within the client.

Note that split tunnelling is NOT recommended as it is a security vulnerability.

/i Cisco Systems, Inc. ¥PN 3000 Concentrator [Terenci-RTC] - Microsoft Internet Explorer —18 x|

|| Fle Ede wew Favortes Tools Hep |
GBak » = - @ (2] 4| Qoearch [EFavortes CRHstory | By S
address [@] hitps:}i192. 168.6.4faccess.html = P= H Links ”|
& VPN 3000 Main | Help | Support | Logout
Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring
iConflguration DHCP| - 5 Check to use group policy for clients requesting =
Configure| Microsoft DHCP options
Message|
'7 Enter the subnet mask for clients requesting Microsoft
Subnet Mask 12 DECP eptions.
Common Client Parameters
Select the method and network list to be used for Split
- : S; o € Tunnel everything Tunneling
|—System Refinat P 7 Allow the networks in list to bypass Tunnel Everything: Zend all traffic through the tunnel
Pinet Tunneling the tunnel ™ |Allow the networks in the list to bypass the
a Policy] ) I: The VEIT Cli h d traffi
|—tonitoring Refresh " tunnel: The ent may choose to send traffic to
|- toness Fnits & Only tunnel nefiworles in the fst N addresses in this list to the client's LAN. Send all other
e traffic through the tunnel. NOTE: This setting only
R FERC . applies to the Cisco VP Client.
HEHMonitoring Split| £ =
T . = Tunnel networks in the list: Send traffic to
‘unneling|| RTC-Test AR I {5
Network List addresses in this list through the tunnel. Send all other
traffic to the client's AN
Default| .
Domainl m '7 Er:ir the default domain name given to users of this
Name)| E2E
Enter the set of domains, separated by commas without|
Sulit DNS spaces, to be resolved through the Split Tunnel The
2 Names, ¥ |Default Domain Name must be explicitely mcluded in
Split DNS Names list if it is to be resolved through
the tunnel
Cisco Srsrens —
&7 Group Paramsters | |8 [@ mtermet

If split tunnelling is enabled by choosing “Only tunnel networks in the list” a network list has
to be created in the Policy Management / Traffic Management menu.
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If split tunnelling is disabled by choosing the option “Tunnel everything” the internet

File Edt Yiew Favorites

7} Cisco Systems, Inc. YPN 3000 Concentrator [Terenci-RTC] - Microsoft Internet Explorer

Tools

=18l

Help ‘

GBack - = - @ [ 4| Doearch EFavorites CfHistory | By- S

Address [&] hetps:/f192. 168 6.4jccess. html

=] @e ||k >

-=HConfiguration
—interfaces

—EEervers
—FEHAddress Management
—EHunneling Protocols
—EHP Routing
—FHulanagement Protocols
—EEvents
—EHGeneral
—EHClient Udate
| oad Balancing

jser Management
ase Group.
roups
jsers

—Policy Managemert
—#ccess Hours
EHTraffic Management

roup hiatching
ules
alicy

CHAdministration
-Administer Sessions
Software Update

Cisco Srstems

g VPN 3000
= B Concentrator Series Manager

Iz

Main | Help | Support | Logout

Logged in: admin

Configuration | Administration | Menitoring

Modify a confipured Network List. Click on Generate Local List to generate a network list based on routing entries on the
Private interface

Name of the Networke List you are adding. The name must be
unique

List Name |RTC-TestLAB

« Enter the Networks and Wildcard masks using the following,
format: nnnnnnn (e.g 10.10.0.0/0.0.255.255).

+ Note: Enter a wildcard mask, which is the reverse of a
subnet mask. & wildcard mask has 13 in bit positions to

I ignere, Os in bit positions to match. For example,

192.168.2.0/0.0.0.255 =
192.168.4.0/0.0.0.255

Network List 10.10.1.0/0.0.0.255 = all 10.10. 1.onn addresses.
¢ Each Network and Wildcard mask pair must be entered on
& single line,
i « The Wildcard mask may be omitted if the natural Wildcard
4 L,J mask i3 to be ugsed,
Apply Cancel Generate Local List |

@] network Lists

|18 @ miemet

connection can be established using an internal proxy or directly from internal network
through the Firewall.
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5 User Management and Profile Handling

Integrated user management and external authentication server such as RADUIS, SDI,
NT- or AD-Domain are supported. You can choose it in the Configuration / System / Server

/ Authentication menu.

/i Cisco Systems, Inc. ¥PN 3000 Concentrator [Terenci-RTC] - Microsoft Internet Explorer

=18]x

Fle Edt Wew Favorites Tools Help

GBak » = - @ (2] 4| Qoearch [EFavortes CRHstory | By S

address [@] hitps:}i192. 168.6.4faccess.html

= P= Hunb« ”|

Concentrator Series Manager

e B e e B

Configure and add a user authentication server.

database.

Enter TP address or hostnatne

—EHunneling Protocols

Enter 0 for default port (1645).
—EHE. (=}
—EHranagement Protocols Timeout |4 Enter the timeout for this server (seconds).
s

Retries |2 Enter the number of retries for this server.
Server Secret Enter the RADIUS server secret,
Verify Re-enter the secret.

119 Add Cancel

B¢ Policies i)

B Poicies
Cisco Srsieus

VPN 3000

Logged in: admin
Configuration | Administration | Monitoring

Selecting Mternal Server will let you add users to the internal user

|&] suthentication Servers

| |8 [@ mtermet

Group profiles with different configuration are supported, but each user can only be a
member of one group. From the pull-down menu for the group membership you can select

only one group.

© VODAFONE GROUP 2007

Revision 3.0

Page 19 of 24



VPN Concentrator

Cisco 3005

The connection profile is for the first time locally configured. After connecting to the

File Edt Wiew Favortes  Tools  Help

72l Cisco Systems, Inc. YPN 3000 Concentrator [Terenci-RTC] - Microsoft Internet Explorer

=18/x]

Bore i -
—interfaces

System
—EFervers
—EHAddress Management

Cisco Srstems

dapack + = - (D [2] A | Qoearch [Giravortes (Brstory | 5y S
Address [@] https:/[192.188.6.4/access html =] @an ||unks ”‘
5 VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager

Logged in: admin
Configuration | Administration | Monitoring

Check the Inherit? box to set a field that you want to default to the group value. Uncheck the Inherit? box and enter a new value

to override group values

Identity [ General | IPSec | PPTP/L2TP |

Identity Parameters

Attribute Value

Description

User Name |rouven.schreck

Enter a unice user name

Password||

Enter the user's password. The password must satisfy the group password recuirements

Verify the user's password

Enter the group to which this user belongs

Enter the IF address assigned to this user.

Subnet Mask|

Enter the subnet mask assigned to this user

Cancel

|&] User Parameters

[ & [@ memet

Concentrator the profile will be updated automatically each time the Client connects. The

Client application offers the possibility to import this profile.

Cisco VPN Client 4.8.00.0440

# status: Dizconnected | ¥YPN Client - Yerzion 4_8.00.0440

|Eu:unneu:tiu:un Entries Status Certificates Log Options Help

Connect ta RTC

[Nizzonnest

Chrl+01
[Etr| e

Create Shartcut

Fdodify. ..

Cisco SvsTems

Delete

Cuplicate

| Tranzport

h 85 86

Set az Default Connection Entry

Mew...

E it WPM Client

Chrl+0

IPSec/UDP

| Mat connected.

Vo

Profile configuration file (.pcf file) is placed in “C:\Program Files\Cisco Systems\VPN
Client\Profiles”.
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6 Logging

Event logging is available on the Monitoring / Filterable Event Logs screen. This screen
shows the events in the current log file, lets you filter and display events by various criteria,
and lets you manage the event log file.

-2l Cisco Systems, Inc. ¥PN 3000 Concentrator [Terenci-RTC] - Microsoft Internet Explorer

File Edit Wiew Favories

=18/ %]

Tools  Help ‘

Back - = - @D [0 A @Qocach GalFavoriies (HHistory | By S

address [@] hitps1/192.168 6 4jaccess himl

| Fea Hunks »

—EHP Routing
[—EHansgement Protocals
—Events

—EHGeneral

—EHClient Update

—L oad Balancing

lzer Managemert
ase Group
roups
Isers

rHPolicy Managemert

-Administer Sessions
[ Sottware Update
System Reboot
| ping
—Monitoring Refresh
(—ERACEess Rithts
ile Management
Swvap Config Fils
TFTP Transfer
ile Lipioad
MWL Export
}Certificate Management

(—Routing Table

ﬂifﬁble Evert Log
ive Evert Log

System Status

[—ESessions

L Statistics

Ciseo Systens

K.Y B VPN3000
2 £ Concentrator Series Manager

Ll

Main | Help | Support | Logout

Logged in: admin
Configuration | Administration | Monitoring

21709 09/25/2003 11:19:49.580 SEV=5 IKEDBG/64 RPT=69 145.253.85.182 2
IKE Feer included IKE fragmentation capability flags:

Main Hode: Trus

Aggressive Mode: False J
21711 09/25/2003 11:19:49.900 SEV=5 IKE/172 RPT=35 145.253.85.182

Group [RTC]

Automatic MAT Detection Status:
Remote end IS behind a NAT device
This end iz NOT hehind a NAT device

21715 09/25/2003 11:19:53.890 SEV=4 IKE/52 RPT=574 145.253.85.182
Group [RTC] User [p3.wpn0g]
User (p3.vpn09] authenticated.

21716 09/25/2003 11:19:54.030 SEV=5 IKE/184 RPT=574 145.253.85.182
Group [RTC] User [p3.wpn03]

Client OF: UinNT

Client Application Version: 4.0 [Rel) %

21718 09/25/2003 11:19:54.040 SEV=4 AUTH/22 RPT=581
User p3.vpnos connected

21719 09/25/2003 11:19:54.040 SEV=4 IKE/119 RPT=564 145.253.85.182
Group [RTC] User [p3.wpnd3)
PHASE 1 COMPLETED

21720 09/25/2003 11:19:54.050 SEV=5 IKE/25 RPT=1074 145.253.85.182
Group [RTC] User [p3.¥pn0s]

Received remote Proxy Host data in ID Payload:

Address 192.168.202.16, Protocol O, Port O

21723 092572003 11:19:54.050 SEV=5 IKE/34 RPT=564 145.253.85.182
— BT framr rad a0l [

|&] Filtzrable Event Log

[ B [@ weernet

To save a copy of the current event log as a file on the VPN Concentrator, click the “Save

Log” button.
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/2l Cisco Systems, Inc. ¥PN 3000 Concentrator [Terenci-RTC] - Microsoft Internet Explorer == x|

Fle Edit wew Favorites Tools  Help ‘

Back - = - @D [0 A @Qocach GalFavoriies (HHistory | By S

address [@] hitps1/192.168 6 4jaccess himl | Fea Hunks e

VPN 3000

Concentrator Series Manager

Logged in: admin
Configuration | Administration | Monitoring

(—EHE Routing 4|
(—EHanagement Protocols
[EEvents

(—EHGeneral

(—EHClient Update: Event Class
L cad Balancing AUTH =

lzer Managemert
% e AUTHDECOD ;
roups |
s Client I Address |0.0.0.0 Events/Page | 100 ~
e Group —All— - Direction Oldestto Newest «
-Administer Sessions
s e | el 2 [ 2] GetLog Save LEg Clear Log

System Rehoot
=
|—Monitoring Refresh
A coess Rights 21694 09/25/2003 11:19:28.440 SEV=5 IKE/172 RPT=34 145.253.85.182
ile Maragement Automatic MAT Detection Status:

Swap Config Fie Femote end IS  behind a NAT device

TFTP Transfer This end 1z NOT behind a NAT device

ile Upload

KWL Export 21697 09/25/2003 11:19:36.080 SEV-4 IKE/48 RPT-3 145.253.85.182
L fe}Certificate Management Group [RTC]

itori Error processing payload: Payload ID: 14

(—Routing Table

ﬂi)’eble Evert Log 21698 09/25/2003 11:19:36.080 SEV=4 IKEDBG/65 RPT=29 145.253.85.182
jive Event Log. Group [RTC]
System Status IKE TH V6 FSM error history (struct sOxlcehh4s)
[ Sessions | <state>, <event::
L frstatistios | TM DCNE, EV _ERROR
Cisto SysTems TH_WAIT REPLY, EV_PROC_MSG
TH_WAIT REPLY, EV_HASH OK
TM_WAIT_REFLY, MullEvent ﬂ
|&] Filterable Event Log [ /& | intermet

The browser prompts you for a flename, which must conform to the 8.3 naming
convention.

Explorer User Prompt ; 1'

JavaScript Prampt:
Enter filename to zave log to: J
Cancel |

Ilog.txd

To view, delete or copy files on the VPN Concentrator, see the Administration / File
Management screen.
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I Edit  Wiew Favorites

oft Internet Explorer

=18 x|

| Bk - = - @ [Q & | Disearch GlFevorites FHisory | - S

| Address |@ hitps: /{192, 168.6.4/access, html

=] e [|us ®

- VPN 3000
= K Concentrator Series Manager

-EHConfiguration
—rterfaces

Syt
(—EHServers
(—EHAddress Management
(—FHunneling Protocols:
[—EHP Routing
—FHdsnagement Protocols
[—EHEvents
—Hzeneral
(—EHClient Update
—Lozd Balancing

Iser Menagemert
ase Group
roups
jsers

—HPolicy Management

——Administer Sessions
—EFSnttware Upcate
——System Reboot
[
—onitoring Refresh
—EFAcess Rights
ile Management
-Swvap Confic File
TFTP Transfer
e Uploact
-AMIL Export
—EHCertiticate Mananement
-ZHMonitoring
Ciseo SysTens

s Swap Config File -- swap the backup and boot configuration files
o TETP Transfer -- transfer files wia TETP.
o File Upload -- send a file via HTTP.

o JOML Export -- export the configuration to an JL file

M: elp | Support | Logout

Logged in: admin

Configuration | Administration | Monitoring

Total: 12368KE, Used: 192K B, Free: 12176KE

Filename Size (bytes) Actions
CONFIG.BAK 37646 [09/25/2003 13:16:16 [ Yiew | Delete | Capy ]
CONFIG 37646 (0%/25/2003 14:10:32 [ View | Delete | Copy ]
LOGTHT 20840 |09/25/2003 14:26.14 [ View | Delete | Copy ]

SAVELOG.TXT 20814 09/09/2003 17:31:48 [ View | Detete | Cogi

Refresh@

This screen lets you manage files on the VPN 2000 Cencentrater. Select a file from the list and click the appropriate Action, or
choose an action from the list below.

@ Copy.
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7 Name Resolution

DNS and WINS configuration is integrated in the group profile. After connection
establishment DNS server IP address is assigned by the Concentrator to the Client as
primary/secondary DNS server for resolving host names.

JFiIe Edt View Favorites Tools Help

/3 Cisco Systems, Inc. ¥PN 3000 Concentrator [Terenci-RTC] - Microsoft Internet Explorer

| Bk - = - @ [Q & | Disearch GlFevorites FHisory | - S

=18 x|

| Address [&) hps:fi192.168.6.4/access.himl

=] e [|us ®

L oois

FFTunneling Protocols
L2TP
PSec

(—CHE Routing

—Static Routes
—Default Gateways
—OSPE

——OSPF Areas

VPN 3000
Concentrator Series Manager

Check the Inherit? box to set a field that you want to defalt to the base group value. Uncheck the Inherit? box and enter a new

value to override base group values

Main | Help | Support | Logout

Logged in: admin

Configuration | Administration | Monitoring

General Parameters

OHCP Paramters Attribute Value Inherit? Description
[~ DHCP Felay Access Hours|[-No Restrictions- | ¥ |Select the access hours assigned to this group.
(—Redundancy
Reverss Rouls Injsction Simul Logins lm— ¥ (Enter the number of sunultaneous logins for this
|-EHanagement Protocols group.
[T Eveds Minimum Password Enter the minimum password length for users in
[—EHGeneral L 4 ~ L2
liert Liclate ength 2 roup.
Enah\e Allow Alphabetic-Cnly = " Enter whether to allow users with alphabetic-only
Entries Passwords| passwords to be added to this group.
L oad Balancing.
—[}Userur:an:gzgcelrr:t Idle Timeout|[30 ¥ |(minutes) Enter the idle imeout for this group
Baze Group Maximum Connect (minutes) Enter the mazimum connect time for this
—Graups Ti 0 I3
L Lisers e STOUP
EHpalicy Manacement Filter{| —None— =l F  [Enter the filter assigned to this group
-EHAdministration o -
itori Primary DNS|[192.168.2.10 [ |Enter the IP address of the primary DI server.
——Routing Table lag
P e Secondary DNS I— 5 [Enter the IP address of the secondary DINS
——=Svystem Status d EETET
Cisto SysTEMS Primary WINS||192.168.2.10 ™ |Enter the IP address of the pnmary WIS server.
Secondary WINS[ v [Enter the IP address of the secondary WINS

|&] sroup Parameters
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