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1 Executive summary

This Appendix B is in addition to the detailed document for Fw-1/VPN-1 NGX VPN client and describes the set up process in a detailed way with example screen shots taken from the initial processes. It is a companion guide to ‘Appendix A: Fw-1/VPN-1 NGX VPN appliance’.

In addition, the integration into Vodafone Mobile Connect is described as well as how to use the VPN client with the Vodafone Mobile Connect application.

Logging and additional functionality is described in the appropriate chapters.
2 VPN Client Installation and Configuration 
(Checkpoint SecuRemote / SecureClient Build R60 HFA1)
The Checkpoint SecuRemote / SecureClient can be installed on all modern Microsoft Windows installations. There are also versions available for LINUX and Apple Macintosh.
To install the Software on a Windows PC, Administrator rights on the local machine are needed. This client can be used to establish a VPN connection to the Fw-1/VPN-1 NGX gateway. Other VPN Clients have to be uninstalled before installing the Checkpoint SecuRemote / SecureClient.

2.1 VPN Client System requirements
Verify that your computer meets these requirements:

· One of the following operating systems:

– Windows 2000 SP 3 or newer

– Windows XP SP 1 or newer
– Windows 20032-2
· 20 MB hard disk space.

· RAM: 64 MB

· SVGA (800x600) display, Mouse or pointing device

· TCP/IP installed and configured

· To install the VPN Client:

– CD-ROM drive

– Administrator privileges if installing on Windows NT or higher
· To use the VPN Client:

– Direct network connection (cable or DSL modem and network adapter/ interface card)

– Internal or external modem
2.2 VPN Client installation
There are two different software distributions available for client use. They differ in the presentation of the user interface for configuration and operation. The installation archive

“SC_NGX_R60_HFA1_598001019_ExtendedView.exe” contains the extended configuration display client and the file “SC_NGX_R60_HFA1_simp_598001019_SimpleView.exe” contains the VPN client with a compact user interface. Since the VPN client with extended view can be switched to compact view, we describe the installation and configuration of the extended view version.
· Run the installation program (“SC_NGX_R60_HFA1_598001019_ExtendedView.exe”) according to the directions given by the program. Following screens show the VPN Client Build R60 HFA1 Installation :

· At the “Setup” window click “Next”
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· Follow the screens for “License Agreement” and “Destination and Program Folders” and install the Checkpoint SecuRemote / SecureClient.
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· Chose the installation path and click “Next >”. Then select either SecureClient or SecuRemote to be installed. In case a later upgrade to SecureClient is intended, install SecureClient. Without a policy server on the VPN-1 gateway, SecureClient will behave as SecuRemote.
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· After the application is installed, click “Finish” to complete the installation.
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· [image: image46.jpg]After the following reboot, the VPN client is available in the system tray. The red dot shows that there is no active VPN connection.
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2.3 Configuring a new Client connection 
(VPN Client Build R60 HFA1)
· Before starting the configuration, make sure the connection to the Internet is established. Otherwise the download of the client’s topology will fail.
· [image: image47.png]
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Open the configuration dialog by right-clicking the system tray icon of the SecureClient and select “Settings”.
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· Click “New…” and select “Site” to create a new VPN connection. A “Site Wizard” will open. In the first screen, enter the IP address of the VPN gateway or its DNS name and optionally assign a name to the site. Click “Next >” to continue.
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· In the next screen select “User name and Password” as the desired authentication method and click “Next >”. Enter a valid user name and password in the next screen and click “Next >”.
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· In the next screen, select “Standard” as the connection method. After you click “Next >”, the client will try to contact the VPN gateway. If the connection is successful, the topology is downloaded and the certificate fingerprint of the VPN gateway and the gateway’s FQDN is shown. Accept this by clicking “Next >”
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· Click “Finish” in the next screen to save the site data. The site is now created and the VPN client can be used. Close the configuration dialog by clicking “OK”.
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This concludes the client setup. To test the VPN connection, try to access a protected server by pinging a server. When SecuRemote or SecureClient detect network packets intended for the protected networks, it will try to establish a VPN tunnel to the gateway automatically. The client will open a pop-up window and ask for the credentials. After entering the correct data and clicking “Connect”, the tunnel will be created. This is displayed by the system tray icon changing into a key without a red dot. Pings that are issued now will be answered.
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· If SecureClient is used, additionally a security policy will be loaded. This is displayed as a closed lock in the system tray icon.
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3 Configuring the Dashboard for VPN usage
The Checkpoint SecuRemote / SecureClient is placed into the system tray by default, so there is no need to configure the current Dashboard for the VPN.  The VPN will be automatically established when a connection to the home network is detected.
· First you need to build up a connection using your VMC. Insert SIM and PCMCIA card and open the Dashboard application

· Click the “Mobile” button on the main Dashboard screen.
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· Start accessing the protected network and the VPN client will open a pop-up window where the user credentials must be entered. After doing that, click “Connect”.
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4 Advanced Configuration

Besides the “Connections” tab, there are further tabs where special settings can be changed.

4.1 “Options” tab
Here, the automatic connection to the VPN gateway can be deactivated. Further, integrating the client in the Windows Logon process and saving the user credentials to connect to the gateway without user intervention.
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4.2 “Security” tab
Here, logging of blocked connections can be enabled.
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4.3 “Certificates” tab
This tab controls all Certificate functions. Please refer to the Checkpoint documentation for further information.
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4.4 “Advanced” tab
This tab enables logging and allows switching to “Compact View” (See chapter ‎5). Further, the language can be set here.
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5 Extended View and Compact View

Up to now, the document described the extended view of the Checkpoint SecureClient. Alternatively, a compact view is possible with SecureClient, either by choosing this during the installation (see above) or from the “Advanced” tab, where “Compact View” can be selected.
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Be aware of the prerequisites that need to be observed, before the client can be switched to compact view:

· Compact View is only available for SecureClient

· All sites must be deleted

· “Secure Domain Logon (SDL)” must be disabled (tab “Options”)

· “Auto Local Logon (ALL)” must be disabled (tab “Options”)

After changing to “Compact View” and clicking “OK”, the client will exit. After restarting the VPN client will open in “Compact View”. The site has to be re-configured.

· Open the configuration dialog by right-clicking the system tray icon and selecting “Settings”. Click “Define Server” to enter the site data.
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· In the first screen, enter the IP address of the VPN gateway or its DNS name and optionally assign a name to the site. Click “Next >” to continue.
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· In the next screen select “User name and Password” as the desired authentication method and click “Next >”. Enter a valid user name and password in the next screen and click “Next >”.
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· In the next screen, select “Standard” as the connection method. After you click “Next >”, the client will try to contact the VPN gateway. If the connection is successful, the topology is downloaded and the certificate fingerprint of the VPN gateway and the gateway’s FQDN is shown. Accept this by clicking “Next >”
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· Click “Finish” in the next screen to save the site data. The site is now created and the VPN client can be used. Close the configuration dialog by clicking “OK”.
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6 Connection Status And Logs
Connection Status information can be obtained by right-clicking the system tray icon and selecting “Status”. The status dialog consists of two tabs. The “General” tab just shows the basic connection information. The “Advanced” tab provides links to the tools “Activity Viewer”, “Connection Details”, and “Message Viewer”.
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6.1 Activity Viewer
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The Activity Viewer shows some statistical data which is updated while the dialog is displayed.

6.2 Connection Details
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Connection Details shows a lot of internal parameters and states, which are organised hierarchical in a tree view.

6.3 Message Viewer
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The Message Viewer logs messages generated by the VPN client.

6.4 Secure Client Diagnostics

Via the Windows “Start>Programs>Checkpoint VPN-1 SecureClient>SecureClientDiagnostics”, an external diagnostic tool can be started. This application unites a log viewer, the security policy viewer and displays the current state of the computer, the current connection and the installed SecureClient. Be aware that this tool is only available for SecureClient and not for SecuRemote.
The diagnostics category can be selected by clicking into the icon bar on the left of the window.

6.4.1 Diagnostics
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This screen supplies detailed information about the current state of the SecureClient, the current VPN connection and the computer, where VPN and security is concerned.
6.4.2 Policy
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In this screen, the currently active security policy is displayed. (SecureClient only). Inbound rules affect connections which are initiated in the Internet and intended for the client. Outbound rules affect connections which are initated on the client and are intended for either the Internet or the protected networks.
6.4.3 Log
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Here, the logged connections are displayed. Logging depend on the setting in the VPN clients options (see chapter ‎4.1) and advanced options (see chapter ‎4.4).

7 Configuring the VPN Client to start manually
By default, the Checkpoint SecuRemote / SecureClient will start automatically and become active when data is sent to the secured network.

Nevertheless, it is possible to force the VPN to become active by double-clicking or right-clicking the icon in the system tray and selecting “Connect”. The authentication window will open and prompt the user for the credentials.

7.1 Testing Results & Observations
This chapter shows recognised issues during our tests and configurations regarding the Checkpoint client used for the test scenarios and connections using different types of server configurations, such as described in the main documents. Furthermore Known issues/problems are described in the main documents in the “Troubleshooting” chapter of the appropriate document.
7.1.1 Vodafone Dashboard Profile
In our tests we observed that after the installation of the Checkpoint VPN client, the Vodafone Dashboard profile may be lost.
As a workaround, just generate a new profile by using the profile wizard that can be started from the Dashboard menu “Tools>Mobile Profiles>New”.

8 Connections to Different Services

You can connect to all services via the VPN tunnel; you can connect to if you are in your local LAN.

It has to be an internet connection established and the VPN Client has to be started. If these requirements are fulfilled you can use all applications.

8.1 Connect to MS Exchange mail server / Outlook

Caused on time-outs and other problems depending on the VPN tunnel, sometimes you have to repeat the connection procedure. The dialog boxes (displayed below) will appear. Click Retry till you get a connection to the Exchange Server.
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After connecting successfully to the Exchange Server, you can use MS Outlook like you are connected to your local LAN
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8.2 Connect to file server

If a VPN connection is established, you have to map a shared network folder on the file server in the LAN.

The user connecting to the shared network folder must have the permissions (in the local LAN) to connect to this folder.
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Figure 1 – Mapping Network Drive for VPN Access
After the connection to the file server via VPN is established, the user is able to transfer files between the file server and the local machine like he is connected to the local LAN.
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Figure 2 – File Transfer between LAN and local drives
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