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ensure that the information contained herein is accurate, no responsibility can be accepted
for errors, omissions, or inaccuracies.
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1 Executive summary

This Appendix is in addition to the detailed document for Microsoft Windows 2003
L2TP/IPSec VPN Server and describes the setup and update process in a detailed way
with example screen shots taken from the initial processes.

Furthermore logging and additional functionality is available in the appropriate chapters.
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2 VPN Gateway Installation and Configuration

The following description is intended for network administrators who are familiar with
networking and IP concepts. The Server has to be integrated into the internal company
network. The Server setup therefore has to comply with the configuration of the internal
networking. This description is intended to allow a network administrator not yet familiar
with the Windows L2TP/IPSec VPN to configure a VPN with UMTS/GPRS usage.

2.1 Initial setup

The Microsoft Windows VPN solution is based on the standard Windows 2003 installation.
After basic installation of Microsoft Windows 2003 Server install also the latest service
pack as well as the latest updates and patches using the Microsoft download web page
(http://windowsupdate.microsoft.com). You can install the Server on any machine which
meets the minimum system requirements for this operating system. For detailed
information please refer to the following web page:
http://www.microsoft.com/windowsserver2003/evaluation/sysregs/default.mspx.

Be sure the IP-addresses are configured correctly on the server for the public and private
interface. The default gateway should be entered only for the public interface.

Note: You can either place the Server besides or behind your Firewall. We recommend
placing it behind the Firewall and opening the appropriate ports for VPN connection to the
Server. See the chapter “Which protocols are supported” above for port description.

Now there is a need to configure the server to act as a VPN concentrator. In order to
achieve this Routing and Remote Access must be configured. Afterwards an IPSec policy
has to be created and depending on the authentication method a certificate must be
implemented or the server must be prepared for using “Pre shared Key” authentication.
For the tests we use “Pre shared Key” authentication.
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2.2 Routing and Remote Access configuration

e Open “Routing and Remote Access” from the Administrative Tools.

=
50 windows Catalog
% Windows Update

s | @ ® | | | [ omso

e The following screen shows that “Routing and Remote Access” is by default installed
but not configured on a Microsoft Windows 2003 Server.

2 Routing and Remote Access =0l x|

File  Action  Wiew Help

«> @2

Routing and Remate Access

Server Status
VPNZ003 (local) Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to
private networks.

Use Routing and remote access to configure the following:
* A secure connection between two private networks,

* A Virtual Private Netwoaork (WPN) gateway.

+ A Dial-up remote access server,

+ Network address translation (NAT).

+ LAN routing.

= & basic firewall,

To add a Routing and Remote Access server, on the Action menu,
click add Server.

For more information about setting up Routing and Remote Access
server, deployment scenarios, and troubleshooting, see Help.

Dane
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e From the “Action” menu entry select “Configure and Enable Routing and Remote
Access”

2 Routing and Remote Access =0l x|
File | Action  View Help
& - ure and Enable Routing and R
re=— Disable Routing and Remote Access
e
All Tasks 3 d
Delate ¢ Routing and Remote
Refresh r
N and Remote Access, on the Action menu, click
Propetties ble Routing and Remote Access.
Help ion about setting up a Routing and Remote
= nt scenarios, and troubleshooting, see Help.
|
|Conf\gures Routing and Remote Access For the selected server

e On the “Welcome” window click on “Next”.

Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote
Access Server Setup Wizard

Thiz wizard helps you st up vour server 2o that you can
connect to other networks and allow connections from
remote clients.

To continue, click Mext.

< Back Cancel
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Configuration

‘You can enable any of the following combinations of zervices, ar you can
customize this server.
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On the next window select “Virtual Private network (VPN)” as the service to be

e

™ Bemote access [dial-up o WPM]

Allaw remaote clients to connect ta this zerver through either a dial-up connection or &

secure Yirtual Private Netwark [WPN] Intemet connection.

" Netwark address translation [NAT)
Allow internal clients to connect to the Internet uzing one public IP addreszs.

® HJirtual Private Network [VPN] access and MAT:

Allow remote clients to connect to this server through the Internet and local clients to

connect to the Intemet uzing a zingle public [P address.

' Secure connection between two private networks
Cannect this network to a remote network, such as a branch office.

' Custom canfiguration

Select any combination of the features available in Routing and Remote &ccess.

For more information about these options, see Routing and Remote Access Help.

< Back I Mest » I

Canecel |

On the “VPN Connection” window verify the interface settings. In case the VPN

server is behind the corporate firewall, which is the recommended scenario, there is

no need to enable a Basic Firewall on the VPN server.

Routing and Remote Access Server Setup Wizard

VPN Connection

To enable YPN clients to connect to this server, at least one network, interface
must be connected to the Intemet.

e

Select the netwaork. interface that connects this server to the Internet.

Metwork interfaces:

Mame

| Description | IP Address

E:

op &Adapter

FRO 14!
PRO/100VE Netwark Connection

=]
Internal

192.168.6.23

[ Erable security on the selected interface by setting up Basic Firewall

Basic Firewall prevents unauthorized users from gaining access to this server through

the |rtermet.

For more information about network, interfaces, see Bouting and Bemote Access Help.

< Back I Mest » I

Cancel
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e After selecting “Next” you can configure either the clients will receive an IP-address
automatically from a DHCP server in the internal LAN or from a specified range of
addresses configured within the Routing and Remote Access service.

Routing and Remote Access Server Setup Wizard

IP Address Assignment
You can select the method for assigning IP addresses to remote clients,

' Automatically

How do you want P addreszes to be assigned to remote clientz?

If you use a DHCP server to agsign addreszes, confim that it iz configured properly.
If wou do not use a DHCP server, this server will generate the addresses.

' iFrom a specified range of addresses

< Back I Mest » I

Cancel |

¢ In case a specified range of addresses was selected, this range must be defined on

the following window.

[Routing and Remote Access Server Getup Wizard

Address Range Assignment
iy th

remole clierts.

Enter the address ranges (stai pacls] that you want ta use, This server wil assian al of

the sddhesses in the first 1angs befors continuing ta the nest

Address ranges:

Fiom [To

< Back Hevt > Cancel

2l

Type a statting IP addiess and sither an ending I address or the number of

adddresses in the range
Stat IF address
End [P address.

Humber of addresses

192 188 176 1
132168 176 25

254

Cancel

Routing and Remote Access Server Setup Wizard

Address Range Assignment

-
“You can specily the address ranges that this server will uss to assign addesses to

remole clierts.

Enter the address ranges (static pacls] that you want to use. This server will assign all of
the sddresces in the firt rangs befors continuing to the next

Adchess ranges:
Fiom [To [ Number I
1821681761 182168176.250 254
New Edi Dobie
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e Since the role of the server is to act as a VPN concentrator DHCP and DNS do not
need to be configured. In this case basic name and address services should be
selected.

Routing and Remote Access Server Setup Wizard

Mame and Address Translation Services e
‘f'ou can enable basic name and address services. &J

windows didn't detect name and address services [DMS and DHCP) on this network.
Haow da vau want to obtain these services?

{* {Enable basic name and address services

Routing and Remate Access assigns addreszes automatically and forwards name
resolution requests to a DNS server on the Internet,
| will set up name and address services later

Chooze thiz option if pou have set up the Active Directory on vour network, or if you
have DHCP ar DMS servers in pour nebwork,

< Back I Mest » I Cancel |

e On the next screen verify the address assignment range based on the IP address
from the private interface and click on “Next”.

Routing and Remote Access Server Setup Wizard

Address Assignment Range e
‘windows has defined a range of addresses for wour network, &J

Fouting and Remote Accessz will provide an addresz to any computer on your network,
which requests one. These addreszes will be zelected from the range defined below.

Metwork Address: 192.168.6.0
Network Mask:  255.255.255.0
Thiz addrezs range was generated from the |P address of pour netwark adapter. au

can change the address range by defining a new static address for thiz netwark. adapter
through the Metwork Connections Folder.

Click Mest if the address range iz acceptable. Click Cancel if you wish to exit the wizard
in order ta define a new static address.

Cancel

< Back
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e On the following screen you can choose how to authenticate users. You can select
the VPN Server internal users or using a RADIUS server. We used the default
setting “ Use Routing and Remote Access to authenticate connection requests”

Routing and Remote Access Server Setup Wizard
Managing Multiple Remote Access Servers e
Connection requests can be authenticated locally or forwarded to a Remate &J

Authentication Dial-ln Uszer Service [RADIUS] server for authentication.

Although Routing and Remote Aiccess can authenticate connection requests, large
netwarks that include multiple remote access servers often uze a RADIUS server for
central authentication.

If you are using a RADIUS server on your network, you can set up this server to fonward
authentication requests to the RADIUS server.

Do you want to set up this server to waork with a RaDIUS server?

* iNa, use Flouting and Remote Access ta authenticate connection requests

7 Yes, zet up thiz server bo work with a BADIUS server

< Back I Mest » I Cancel |

e The last window of the “Routing and Remote Access” configuration shows a
summary of the settings. Click on “Finish”.

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote
Access Server Setup Wizard
Y'ou have successiully completed the Routing and Remote

Access Server Setup Wizard.

Summary:

WPN clients connect to the following public interface: =
Extermal

Ra%5 and VPN clients are azzigned the following
netwark, for addressing: Internal.

Client connections are accepted and authenticated ;I

Before clients can connect, user accounts must be added
locally or through Active Directory. For more information about

To close this wizard, click Finish.

< Back I Finizh I Cancel |

e After done, verify that the service is started automatically (green point on the server
icon is visible). Otherwise it is also possible to start “Routing and Remote Access”
manually. Use right-click on the server entry and select “All Tasks” -> “Start”. Now
you’ve finished the base configuration.

© VODAFONE GROUP 2007 Page 11 of 28

Revision 3.0



VPN Concentrator
Microsoft 2003 L2TP / IPSec ‘
vodafone

2.3 Configure Server to use preshared key authentication

To implement the preshared Key authentication method for use with a L2TP/IPSec
connection you must add the ProhibitlpSec registry value to the Server and configure an
IPSec policy before a L2TP/IPSec connection can be established. This must be done on
both endpoints, Server and Client.

To add the ProhibitlpSec registry value to the server follow these steps:
e (Click Start, click Run, type regedt32, and then click OK.

e Locate, and then click the following registry sub key:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rasman\Parameters

¢ On the Edit menu, click Add Value.

¢ In the Value Name box, type ProhibitipSec.

e Inthe Data Type list, click REG_DWORD, and then click OK.
¢ In the Data box, type 1, and then click OK.

e Quit Registry Editor, and then restart your computer.

To create an IPSec policy, follow these steps:
e Click Start, click Run, type mmc, and then click OK.

ron 2%

Type the name of & pragram, folder, docurment, or
Internet resource, and Windaws will open it for you,

Qpen: I it j

O I Cancel | Browse. .. |

¢ In the Console window click Add/Remove Snap-in
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Policy Management” and click on “Add...”

|Add/Remove Snap-in

Standalone | Extensions |

Use this page to add ot temave a standalone Snapin from the console.

Snapins added to

21

]

- Desoriplion

Add Bemove

fbout |

Add Standalone Snap-in

Available Standalone Snap-ins:

2=

Snap-in | Wendar

=]

(CFolder

Group Palicy Object Editar

g Indexing Service

93 Internet Authentication Service (1A5)

.g |P Security Maonitor
ity { na

@ Link to'web Address

Q Local Users and Groups

& Performance Logs and Alerts

£ Remate Desktops

Microzaft Corparation
Microzaft Corparation
Microzaft Corparation,
Microzaft Corparation
Microzaft Corparation
Microzaft Corparation
Microzaft Corparation
Microzaft Corparation
Microzaft Corparation
Microzaft Corparation

J

=

1~ Description
Internet Pratacol Security (IPSec] Administration. Manage IPSec
palicies for secure communication with other compters.

-

LClose |

vodafone

In the “Add/Remove Snap-in” window click on the “Add...” button, select “IP Security

window click “Close” and “OK”

Select Computer or Domain

Select which computer or domain this snap-in will manage:

‘when this console is saved the location will also be saved

g

Add Standalone Snap-in

Available Standalone Snap-ins:

2=

21|

Keep the default value “Local computer” and click on “Finish”. Back on the Snap-in

Snapin [ Wendor

=]

The computer this corsole is running on

' The Active Ditectory domain of which this computer is a member

" Another Active Directory domain (Use the full DNS name or IP address):

[

" Apather computer:

Bfowse

(Folder

Gloup Palicy Object Editor

E Indexing Service

antemet Authentication Service [1A5)
@. |P Security Manitor

B IP Secuiity Policy Management

8] Link to Weh dddiess

% Lacal Lsers and Groups

& Perfomance Logs and &lerts

I Remote Deskiops

Microsoft Corporation
Microzaft Corporation
Microsoft Corporation, |1...
Microzaft Corporation
Microsaft Corporation
Miciosoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microzaft Corporation

J

L«

- Description
Internet Pratocol Security IPS ec) Administration. Manage IPSec
policies for secure communication with other compLters

Y 3

<ol [ Finsh |

Cancel |

Add

anage [P filter lists and Fiter actions. ..

=10 |

Description Policy Assigned

»
=T Al Tasks
4 Mew Window from Here sec VPN
R t Sec.

Wew Taskpad View. . [Request sec

Respand Only)
Refresh Server (Redui...
Export List
Help

“

Yes

For all IF braffic, alnaysreq... Mo
Commuricate Pormally (uns... Mo
For all IP traffic, always req... Mo

(Creates an IP Security policy.

© VODAFONE GROUP 2007
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e Click “Next” on the welcome screen and type a name for the policy on the next window

IP Security Policy Wizard 54 ES | il I Security Policy Wizard 2]
- - -
. Welcome to the IP Security Policy AR L S L LT

. Mame this |P Security policy and provide a brief description

Wizard -
|

This izsid hel te an 1P Secuily policy. You wil o

is wizard helps you create an IP Security policy. 'rou wi
specify the lewel of security to use when communicating with IPSec Policy
specific computers or groups of computers (subnets), and for
particular IP traffic types. Description:

IPSec Policy for Reference Test Center ;I
To continue, click Next
Cancel | ¢Back Cancel |

e Deactivate the checkbox for “Activate the default response rule” and click on “Next”. In
the “Completing” window check the box for “Edit properties” and click on “Finish”.

1P Security Policy Wizard 2 x| Policy Wizard 2]
- -
Requests for Secure Communication - Completlng the IP Securlty Pollcy
Specify how this policy responds to requests for secure communication. .
— Wizard
|

The detault response rule responds ko remote computers that request security, when no Y'ou have successtully completed specifying the propertiss
cither e sppliss. Ta commuricats secursly, the computer must respond b requests for for pour new IF Secuity policy.
secure communication.

To edit your IP Secunly_pollqy now, select the Edit properties
I~ Activale the defaull esporse e e

¥ £t propertes

To close this wizard, click Finish.

Concel | <Back [ Fnih | Concel |

¢ In the created policy click on “Add...” in order to create a security rule. In the Welcome

window click on “Next”.

Rules I General |

2lx

% Security rules for communicating with other computers

1P Security wles:

| Authentication.. | Tu
Kerberos <M

| Filter fction
Default Response

IP Filter List
O« Dynamicx

2l | i

Bad Edi. |

Eemave | ¥ Use Add Wizard

Ok | Cancel

2=

Security Rule Wizard
Welcome to the Create IP Security
Rule Wizard
o

A security rule govemns how and when security is invoked
based upon criteria, such as the source, destination, and type
of IP traffic, in the security wle's IP filter st

£ security rule contains a collection of security actions that
are activated when a communication matches the criteria in
the IP filter list.

Security actions:
IP tunneling attributes
Authentication methads
Filter actions

To continue, click Next.

< Back Cancel

Ij' Hest > I
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Keep the default values in the “Tunnel Endpoint” and “Network Type” windows as

[ ]
H {3 ”
shown below and click on “Next
Tunnel Endpoint . Network Type %
The tunnel endpoint is the tunneling computer closest to the IP traffic destination, % The security rule must be applied to a neteark type. %
as specified by the security rule's |P filker list. . —
An IPSec tunnel sllows packets ta traverse a public or private netwark with the security Select the netwark type:
level of a direct, private connection between two computers.
1+ Al network connections
Specify the tunel endpoint for the 1P 5 scurity e £ Local area network [L&N)
5 This s does not specify & tunnel  Flemote acosss
" The tunnel endpoint i specified by the following IP address:
o0 .0 .0 .0
N T cBack  [E Hews | Concal |
H H 113 ” H
e Now an IP filter list must be created. Select “Add...” on the next window and type a

name for the filter list

. 5 -
Ll LIl % = An P filter list is composed of multiple filters. In this way, multiple subnhets, IP
i addresses and protacaols can be combined into one IP filter,

Select the P filter list for the type of IP taffic to which this security nle applies

1F no IP filter in the following list matches your needs, click Add to create a new one,
|IPSec Policy Fiter List

1P filter lists: Description: L
| [ Ead |PSec Policy Filter List =] Edit. |

Mamne I Description A

O AllICMP Traffic Matches all ICMP packets bet...

O AllIP Traffic Matches all IP packets from t Edt. =l | Bemove |
¥ Use Add Wizard

RTCIP Filter List
E e Remove | IP Fiters:
Mmoredl Description

| Praotocol ‘ Source Part | Destination

cBack | Mews | Cancel |

e On the “Welcome” window click “Next” and verify the checkbox for “Mirrored...” is

activated. Click then on the “Next” button.

IP Filter Wizard
- : IP Filter Description and Minored property %
Welcome to the IP Filter Wizard Use the Description field to specify a name or a detailed explanation of the 1P filker.
-

[

Select the Minored check box to specify  filter in each direction.

Thiz wizard helps you provide the source, destination, and
traffic-type information needed to filker IP tatfic. .
Description:

“rou can add multiple filters to build an P filker list that
matches on [P packets for multiple source or destination
computers, of for many different traffic tpes. _I

¥ Mirrared. Match packets with the exact opposite source and destination
addresses

To continue, click Next

| Cancel

< Back I et s I Cancel < Back
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e For the client remote access set the source and destination address to “Any IP

Address”

IP Traffic: Source
Specify the sowce address of the IP traffic

21x

i)

2=

a

1P Filter Wizard

IP Traffic Destination
Specify the destination address of the IP taffic.

Source addre:

Destination address:

cBack [ Mews | Concel | ¢Back [ Mew> | Cancel
e In the IP protocol window select UDP port 1701 as shown below

IP Protocol Type
Select the [P protocal twpe. I this type iz TCP of UDP, pou will also specify the
sowce and destination ports.

IP Protocol Port

ﬁ
ports.

Many TCP/IP application protocols are established with well-known TCP ar UDP

Select a protacal lype:
UDF -

17 =

Set the IP pratacol port
" From any part
% Fiom this port

1701

& Toany port
1 Tothis port:

e

< Back I et s I

Cancel |

cBack  [E Hews | Concal |

¢ In the “Completing IP Filter” window click on “Finish”. You can also check the box “Edit

properties” in order to change or verify the settings.

2l
Completing the IP Filter Wizard

vodafone

2l

You have successfully completed the IP Fiter ‘wizard,

To edi pour IP filter now, select the Edit properties check
bew, and then click Firish

¥ Edi properties

1P Filter Properties alx|
#ddresses | Protocol | Desoription | IP Filter Properties
- Source address Addiesses Frotoool | Deseription |
Select a protacal type:
[~
17 =
Setthe IP protocol poit:
[~ Destination address: € Erom any port
FeEp— = & From this port
7
& Toany port
" Tothis port
¥ Witrared, Match packets with the exact opposte source and destination
addigsses,

To close this wizard, click Finish.

<Back Cancel

Cancel

Cancel
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Click on “OK” for the filter list and select the created filter list in the “Security Rule

[ ]
H ”
Wizard
- e q q IP Filter List i
%‘ e D T T b bl [ Select the IP fite st for the type of P Haffc to which this secuty ule applies
Hame: 1 no 1P filter in the following list matches your needs, click Add to create a new one.
IPSec Palicy Filter List
LDescription: i 1P filter lists:
IPSec Policy Filker List =] Edit. Mame I Description | Add...
_I O AIICMP Traffic Matches all ICMP packets bet.
=|  Bemove O AllIF Traffic Matches il IP packets from ¢ Edit..
©H icy Filter List icy Filter List
P Filters: ¥ Use Add Wizard eIRTE IR Her Bemove
Mimared | Description Pratocol Source Port Destination
P 1
e L
Cancel < Back I Hext > I Cancel I
2
H H “ H H th]
e As an action for the filter select “Require security” and preshared key as the
authentication method. Enter the key in the corresponding window
Filter Action 0 Authentication Method >
Select the filker action for this security rule To add multiple authentication methods, edit the security ke after completing the
-— wizard. —
IF no filter action in the following list matches your needs, click Add to create a new ane. Set the initial authentication methad for this security rule:
Select Use Add Wizard to create a fiter action using the wizard,
" Active Directory default [Kerberos W5 protocol]
Filter Agtiorns: ¥ Use Add Wizard = Use a certificate from this certification authority (CA):
Marne I Deescription | Add.. I Browse...
O Permit Pemit unsecured IP packets t..
O Fiequest Security ((Iptianal]  Accepts unsecured sommurni Edit. I | Excludtfie B4 name from the cetificate reauzst
! .. I=| Enabile eertiicate o account mapping
Ei
ﬂl 1+ Use this sting to protect the key exchange [preshared key)
102w3e =
[-|
cBack [ mews | Cancel | cBack [ Mew> | Concal |
113 H H H ” H H “ H H ”
e On the “Completing Security Rule Wizard” window click on “Finish”. In order to change

or verify the settings check the box “Edit properties”

Security Rule Wizard

2l
Completing the Security Rule Wizard

You have successiully completed specifing the propertiss
for your new rule,

To edit your security e now, select the Edit properties
check box, and then click Finish

To close this wizard. click Finish,

Cancel

<Back [ Frish |
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e Back in the Management Console, you must assign the created IPSec policy by using
the menu entry. Highlight the correct policy and select “Action” -> “Assign” from the
menu.

(Assians this policy (attempts to make it active),

2.4 Advanced settings

e Since in this configuration we use only L2TP/IPSec, all other protocols which are by
default added to the Routing and Remote Access service can be disabled. In the
Routing and Remote Access select “Ports” and open the properties. PPTP and L2TP
are enabled with 128 ports for each protocol. Also the number of connections (ports)
can be limited in this window. Select “PPTP”, click on “Configure” and uncheck the
setting “Remote access connections”.

Configure Device - WAN Miniport (PPTP) 2|

You can use this device for remate access requests ar demand-dial
connections.

I™ Remote access cannections (inbaund anlyf
I Demand-dial routing connections [inbound and outbaund)
I Demand-dialrauting connections [authaund anly]

Phone number for this device: I

‘You can set a maximum port limit for & device that supports multiple ports.

Mazimum ports: 128 =i

Cancel
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¢ |n case the VPN server is not directly connected with the private interface to the
corporate LAN, a static route must be defined within the “Routing and Remote Access”
service. Navigate to “IP routing” -> “Static Routes” and select “New Static Route”.

(] Remote Access Logging

eeeeeeeeeeeeeeeeeee

e Insert the corresponding route entries.

Interface: IInternaI j
Diestination: 192 168, 2 . 0
Metwork mask: I 285255 255, 0
Gateway: 192.168. B . 1
Metric: |1 _Ij
¥ | Wse this route to inttiate demand:dial connections
aK I Cancel

2.5 Keep alive messages

The Microsoft Windows L2TP/IPSec VPN connection supports NAT-T keep alive
messages. A UDP message that uses the same ports as IKE traffic, contains a single byte
(0xFF), and is used to refresh the UDP port mapping in a NAT for IKE and UDP-
encapsulated ESP traffic to a private network host.
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2.6 Data compression

Data compression using LZS compression algorithm is available and can be enabled on
the server as well as on the client. On the server this setting is located in the “PPP” tab of
the server properties within the Routing and Remote Access configuration. On the client
this setting is located in the properties of the VPN type within the “Network” tab. Enabling
data compression might speed up the data transmission rate of VPN users.

¥ 192.168.6.23 - Remote Desktop i |8 x|
= e Bl x
e Acton View Help
- | % |2
3 Routing and Remate Access [ wPnz003 local)
Server Status . =
[¥PN2003 (local) Properties E
= % WPHZ003 (lacal) tlocal) Prop [21]
~EL Network Interfaces General| Secuiy| 1P PP | Logging |
B Remote Access Clients (0 aieeters:
-2 Ports This server can use the fallowing Point4o-Paint Protocal (PPPJ optionss,
= 1P Routing Remote access palicies determine which setlings are used for an individual
s connection.
EF Remate Acress Polides
-] Remote Access Logging I¥ i connections
¥ Dynamic bandwidth control using BAP or BACP
[# Link control protocol [LCF) extensions
¥ Softwars compression
lick Add Server,
server, deployment scenarios, and troubleshosting, see
[ ok | cancel Ay
Done [
Bistart| | (3 @ | I Rouing and Remotz Acc... | | w00

[ Enable software compression

[~ Megoatiate multi-ink for single link conmections

(1]8 I Cancel

Note that software compression was shown to have little benefit for most environments.
The benefit of compression should be reviewed in light of the cost of processor load for
both the client and server.
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Split Tunnelling is supported and will be configured on the client. This feature is disabled
by default. There is no possibility to allow or disallow this functionality on the server.

Recommendation: Split tunnelling should be disabled as it creates a security vulnerability
at the client end. It is illustrated here for completeness.

Enabling or disabling split tunnelling can be configured on the client, This setting is located

in the following window:

- open the properties of the VPN connection
- select the networking tab

- Highlight the “Internet Protocol (TCP/IP)” and click on the “Properties” button.

e On the “General” tab of the TCP/IP properties click on the “Advanced” button

© VODAFONE GROUP 2007

Revision 3.0

Generall Dptionsl Secuity Metworking IAdvancedI
Type of YPM:
|L2TP IPSec VPN |

Settings |

This connection uzes the following items:

“ Internet Protacal [TCPAP)

B oS Facket Scheduler

B File and Printer Sharing for Microsoft Networks J
J_E", Deteministic Metwork Enhancer
l'j!_l Client for Microzoft Metworks ﬂ
Install... Whiriztall Properties |
Description

Transmiszion Contral Protocol/Internet Pratocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

(]9 I Cancel
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Internet Protocol (TCP/IP) Properties 2x|

General |

“t'ou can get IP settings assigned automaticaly if your netwark
supparts this capability. Othenwize, pou need to ask your netwark
adminiztratar for the apprapriate 1P settings

& DObtain an IP address automatically

— Uze the following IP address:

P address: I . . .

' Obtain DNS server address automatically

—{" Use the fallawing DNS server addresses:

Erefered DS semver: I . . .
Sltermate DR S semver I . . .

ok Cancel

¢ In the Advanced TCP/IP window check the “Use default gateway on remote network”
setting in order to disable split tunnelling or uncheck this setting in case split tunnelling
should be enabled.

Advanced TCP/IP Settings 21|

General | DNS | WwiNS |

This checkbox only applies when you are connected to a local
network and a dialup network simultaneously. ‘When checked, data
that cannat be sent on the local network, iz farwarded ta the dialup
netyork.

v Lise default gateway on remote network:

Cancel |
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4 User Management and Profile Handling

Integrated user management and external authentication using a RADIUS server are
supported. You can choose it in the Security tab of the Server properties.

¢ 192.168.6.23 - Remote Desktop ) =18 x|
4 Ro and Remote Access _[5]
Fle Action View Help

FolamxXEn @ |

B Routing and Remote Access WPNZ003 (local)
% Server Status =
(=1 [y ¥PN2003 (lacal) Welcome to Routing and Remote Access
~ 5 HNetwork Interfaces
W s s () Routing and Remate Access provides secure remote access to private networks.
B Ports [IEEEENCIEELE R vPN2003 (local) Properties [ 7] x]
B TP Routing « & secure connet

Secuil
5§ Remate Access Palides General W ||P | PeP | Logging |

+ & virtual Private
[ Remote Access Logging

+ & Dial-up remot The authentication provider validates credentials for remate access clients
and demand-dial routers.
+ MNetwork addres

Authentication provider.
w/indows Authentication = | Configue

« LAN routing.

+ A basic firewall,
To add a Rauting

For more informa cenarios, and troubleshooting, see

Help. The aceounting provider maintains a log of Gonnection iequests and
sessions.

Accounting provider

‘windows Accaunting =] | Configue

The custom IPSec policy spesilies a pre-shared key for LZTF connections:
The Routing and Remole Aocess service should be started to st this
option.

¥ Allow custom |PSez policy for L2TP cornection
Fre-shared Key

0K | Cancel Lol

[
Done [
distart| | (3 @ || Routing and Remate .. | ‘ et
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For the Windows Authentication method local users must be created. In the “Dial-In”

tab of the user properties, permissions can be established. There is the possibility to
set it either to “Allow access” or “Control access through Remote Access Policy”.

% 192.168.6.23 - Remote Desktop

O Computer Management

E Local Users and Groups
23 Users
b ) Groups
&) Performance Logs and Alert:
g o i G vpn testa vpr.testd
= &g Storage

Removable Storage
Disk Defragmerisr

8 Services and Applications

[ pe:

| & administratar
HiGuest
Shared Folders

& vpn test1 vpn.test
o testz vpr.test2
Hon.tests wpn.bestd

G vpn.tests Vn.testS

Disk Managemert

#BsUPPORT_38... C=titrosaft Corporation...

Buil
Buil
Thi:

Genersl | MemberOf | Profle | Enwiorment | Sessions |

Remotecantel | Temminal Services Profile Dialin
- Remote Access Permission [Diakin or WPN)
£ llow sccess

© Deny aceess

1 oniol access throudh Female Acoess Polio

I Yeiify Caller D
~Callack Optian

——

% Mo Callback
" Set by Caller [Routing and Remote Access Service orly)

© Always Callback to:

I~ ssign a Static [P Address

I Appk Static Routes

Define routes ta enable for this Diakn Static Floutes
cornection —

i start J e

| & Routing and Remote Act... |[ = computer

=) Ble actn vew wandow el vpn.test1 Propertics
« = | @E| X | £
[ =] Computer Management (Local Hame. [ Full Hame
=i System Tools
e {f] Event Viewsr
B

0K | Cancel | ful

| ‘ o
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In case the control is managed through a “Remote Access Policy” this policy has to be

created within the “Routing and Remote Access” service on the Server. Navigate to

“Remote Access Policies” and select “New” -> “Remote Access Policy” from the right-
click contextual menu or from the “Action” menu entry

Profile”

R Dew » Remate Access Pol
e Name [order
B ZFRIC 1
Expert List. . )
fige Hicrascft Routing and Remots ... 2
Help & Connections to other access ssrvers 3
—r————————

jew Remote Access Policy

istart| | (2 @ | EERouing andRemote Acc., | (=) computer Managzment|[Z Routing and Remate ..

I
]‘ R

9 192.168.6.23 - Remote Desktop

File  Action Vew Help

o | A@EXEB @]+ -

"5 Routing snd Remote Access

Server Status
1~ ) ¥PN20O3 localy
I hebwork Interf

55 Oril on these daps and at these tines

’J' Allow agcess orl

i to this number (Called-Stafion D)

|

[T Alow access

oy thiough these media (NAS-Port-Type].

Dol g
O Teken Ring
O'wireless - IEEE 802,11 =]

Bistan| (3 @ | Z rowng sndRemote Ace. . | (=) computer Management [ Routing and Remote .

\
I-IEEET:
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All Profile settings can be changed from the policy properties using the button “Edit
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Event logging is available in the Microsoft Windows Event Viewer as well as in logging files
created in the “Y%owindir%\tracing” and “%windir%\system32\logfiles” directories. The Event
Viewer shows events for connection and disconnection as well as the time and transferred
amount of data during this connection.

2 192.168.6.23 - Remote Desktop

Bl Event viewer

|m |

e ] 2 |
[ Evert Viewer Local) System 194 svent(s)
Type [Dete Time [Souree Cabegory | Event | User Computer | =
‘I rformation  10.04.2006 10:47:43 Print Hane 8 'STEM VPNZO03
m Eeten) JInformation  10.04.2006 10:47:49 Print. Naone ) SYSTEM VPNZOO3
Information  10.04,2006 10:47:49 Print. Haone 9 SYSTEM VPN2003
Dinformetion  10.04.2006  10:47:49  Print None 2 SYSTEM VPHZO0
I Irformation  10.04.2006 10:47:48 Print Naone 5 SYSTEM VPNZOD3
42 Information  10.04.2006 10:47:48 Print. Haone 2 SYSTEM VPN2003
Dinformation  10.04.2006  10:47:98  Frint None s SYSTEM VeHzo0 -
I Irformation  10.04.2006 10:47:47 Print Naone 2 SYSTEM VPNZO03
) Trformation 10042006 10:47:47 Print Haone 8 SYSTEM VPN2003
Information  10.04.2006  03:32:17  Remotedccess None 201 WA Verzo03
I Information  10.04.2006 09:32:17 Rematedccess Hane 20194 NfA VPN2003
[T ——— e 2000 WA VPH2003
. 4z A VeHzo0
Event | e ER ¥PN2003
e 47 A WPNZO03
Date: 0042008 Souce:  Remoledccess 1+ E - WA o
Time 093217 Categons Mone = o - A e
Tope:  Infomation Event[D: 20134 E py WA VPNZO0a
User N 5 . " Venzo03
Camputer: VPN2003 e e NfA VPN2003
e 38 A VPHZO03
Desoliin e £ A VPN2003
The user VPN2003wentest] connesled on part VPHA127 e f T
D470 1 0523 and ieconnoctes on 10704/ 2005 2 0532 The
user was aotive for B minutes 33 ssconds. 831 bytes were sent and 3093 i SOSENN e MALEL
Ibytes were received. The reason for disconnecting was User request. e n VPN2003
3 29 A VPN2003
[For more information, see Help and Support Center at
itp:/Jao. miciosolt com/fnlk everts.asp 7 i A \EhZ0nS
e £ nyA VPN2003
e 38 A VPN2003
. B wa VeHzo03
Datz. (% Bytes € Wiords N ® bl VPH2003
;‘ e ] A VPN2003
. B A VeHzo03
= | £ A VPN2003
& 38 NfA VPN2003
" 5! Y73 VRNZNG L‘
Cancel 2l T

@stent| [ @ [ event viewer

[
- lEERES

v C\WINDOWS\ system3Z\LogFiles =i
Fie Edt Yiew Favorites Tools Help | &
Qoack - 3 - (T | L search [ Foders | (3 3 X 9| (@
Address [ C:\wINDOWS\systemaz!LogFles @
Folders Name_~ Siee | Type Date Modfied [ ettributes [
5 0 syemz ) Cluster il Folder 17.03.2006 14:50
D 2com_dmi (shutdawn File Folder 17.03.2006 14145
© 105 [ moen4.ng 37K8 Test Document 070120061257 A
= 1028
1031 B 1N0604.log - Notepad [—[C]
@:Ei: Fle Edt Format Yew Help
g .85.178,vpn.test2, 04,/06/2006,13:00:41, RAS, VPN2003,4,145.253.85.178,6,2,7, 4]
Ehls .BE.178,vpn. Testl, 04 /06,2006, 1 1, RAS, VPN2003,4,145.253.85.178,6,2,7,1
1042 185,178, vpn. Testz, 04,/06,/2006, 1 B RAS, VPNZ003 .4, 145, 253.85.178.6,2, 7,
) 1054 185,178, vpn. Testl, 04/06/2006,1 1, RAS, VPN2003,44,105,4,145. 253, 85,178
o 85178, vpn. testl, 04/06/2006, 1 1) Ras, WPN2003, 25,3111 10 1633 0
85,178, vpn, Testl, 04/06,/2006,1 2, RAS, VPN2003, 4,145, 253.85.178,6,2,7,°
= 3078 6.23,,04,/06,/2006,1477:91, RAS, VPN2002,4,102. 168, 6. 23,44, 86,40, 7, 4108, 107
) administration 23,,04/07/2006,11: 02 :13, RAS, VPN2003, 4,152  168. 6. 23,44, 86,40, 8,4108, 192
(D Catroot ZZ,,Dﬂ/07/2006,11'02'27,RAE,VPNEDOZ,Q,lBZ.lﬁS.6.23,Ad,§7,d0,7,410§,1\32
23,.04707/2006,12 :11:39, RAS, vPN2003,4,152.168. 6. 23,44, 87,40, 8, 4108, 192
D CatRoot2 .23,,04/07/2006,12:20:06, RAS, VPN2003, 4,192, 168. 6. 23,44, 88,40, 7,4108, 192,
) certre +23,04/07/2006, 13527324, Ras, VENZ003, ¢, 192.165. 6. 23,44, 85,40, 8, 4105, 152
© dients +230104/Q7/2006, 12127528 Ras, VPNGO0Z 14y 102.168. 6.23,44, 89,40, 7,4108,192,
3, 0pn.testz, 04 /07,/2006,12 :45:18, RAS, VEN2003, 44, 00, 4,102,168, 5.73, 6, 2,
5 Com 23 VPN. TESTZ 04/07/2000, 12145 116 RASLVPNZ003. 25, 311 17145, 253.85.178 0:
{2 config 3,vpn.testz, 04 /07,20 JRAS,VPNZOOZ, 4, . 6.23,6,2,7,1,5,°
& do 23.vpn.testz, 040773008, 13 183 56, RAS veNZ003 4 103 168, 0. 231 605, 711 8.7
c ZZ,,D!I/O?/ED[)G 12:57:41,RAS, \/PNEDOZ 4,162, 163 6 23,44,80,40,8, 410E 192
G dicache 1851178, ,04,/07,/2008,13:01: 05, RAS, vPN2003,4,145.253.85.178,44, 61,40, 7,4108
£ chivers 85.178,vpn. Test2, 04,/07/2006,1
85,178, vpn. Test2, 04,/07,/2006, 1
85.178,vpn. Test2, 04/07/2006,1
51178 upn. test2, 04,/07/2006, 1
185,178, vpn. Test2, 04/07,/2006,1
.85.178,vpn.testz, 04,/07,/2006,1
185,178, vpn. test2, 04,/07,/2006,1
185,178, vpn. Test2, 04/07/2006,1
1851178) vpn. testl, 04/07/2006, 1
.85.178,vpn. Testl, 04/07/2006,1

[ shutdown
5 Mierosoft
() MicrosoftPassport

& mste T —

1850178, vpn.
.253.85.178, vpn.
-253.85.178,vpn.
.253.85.178, vpr,

Testl, 04/10/2006, 0 6, RAS, VPN2003, 25,311 1 145.253.85. 17E

>

= mui
) netmon

dsan| | (3 &

| o comwmoowsisystenaz... || 5 mN0604log - Notepad

W 1225
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Useful statistics for L2TP/IPSec connections are also included within the “IP Security
Monitor” Snap-in.

9 192.168.6.23 - Remote Desktop i =@ x|

"fti Console1 - [Cansole Roat'IP Security Monitor', hActive Policy]

T Ble Action View Favorites Window Help ‘ — 18] x|
e E R
(1 console Root Item [ Description |
=8} 1P Security Moritor 4 Policy Mame RTC TPSec WPH
£ [fa) vPniz0o3 % Policy Description
Active Policy 2 policy Last Modified 13.04.2006 08:41:59
B0 Main Mnda. ) ¥ Policy Store Local Store
8 Ger\a;lc Fl:ters 3 Palicy Path Mok Applicable
a ISEEECF: 'Ic e 24 Organizational Uit Mot Applicable
a Staﬁ:’ﬁ':s‘“ % Group Policy Object Name Mok Applicabls

] Serurity Assoriations
=10 Quick Mode

(2 Generic Filters

{_] Specific Filkers

{Z] Negotiation Policies

[ Statistics

{13 Security Assodiations

] — ‘
& start| | [ & “%) Consolel - [Console R... o 104
| | |
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6 Name Resolution

DNS and WINS configuration is integrated in the “Routing and Remote Access”
configuration. In the Server properties navigate to the “IP” tab and select the interface to
obtain DNS and WINS addresses for the clients. Make sure the selected interface through
which the clients contain the DNS or WINS addresses. After connection establishment

DNS server IP address is assigned by the Server to the Client as primary/secondary DNS
server for resolving host names.

9% 192.168.6.23 - Remote Dasktap il _[8] x|
3 Routing and Remote Access L-[8]>]
Ve Help

He &
4+ | A@E|XER| @ |

File A

S Routing and
% Server Status |
&0 [ Routing and Remote Access Is Configured on This Server
Hietwark Interfaces
% G0 This server has already been configured using the Routing and Remate Access Server Setup Wizard, To make changes to
2 Remate Access Clents the & . ction menu, dick Properties
= pors [¥PN2003 (local) Properties &
= Forn ment scenaries, and troubleshooting, see
TP Routing 3 ,
%Remm s Routi General| Secuity P | PPP | Logaing |

{3 Remote Access Logging IV Enchle IP routing

[ Allow IP-based remote access and demand-dial connections
P address assia
This server can assion P addresses by using:

" Dynamic Host Configuation Protocol [HCF]
& Stalic address pool

[[Fiom [N [ 1P Address

[To
121681761 13218817625 250 1921681760
< o
Add.. Edi Fenae

[ Enable bioadgast nams resolution

Use the following adapter to obtain DHCP. DNS, and WINS addressss for
dikup clients.

adagter: [iterna ]

Cancel Apply

=
e [
istart| [[@ @ | I Routng andRemote Acc.. 1 lIEERED

% 192.168.6.23 - Remote Desktop

- |8 x|

L Internal Status

General | Guppart|

e
Status: Connected
Duration 2 doys 223822
Spead 100.0 Mbps
General | Authentization | Advanced |
& Connect using
Gt g — Receved | E3 InellF) PRO/100VE Network Conne Eatoe
<k
This connection uses the fallowing items: Internet Protocol (TCP/IP) Properties.
Rt =t Hz Ol or Microsolt Networks Goneal |
1 = Netwark Load Balancing
42} File and Printer S haring for Microsoft b You ean get TP d automatically if your
“ ntemet Frotocol (TCP/IP) this capabilty, Ctherwise, you need to ask your network adminstatar
For the apprapriate P settngs.
Propatties Disable
Irsiol | el ([~ opan o atess asomtenly

Cbs  [Dessipion—————————— . U lefolowng Paddress
Transmission Contral Protocol/Intemet Prota
wide area network protocol that provides col Deiiies 192168623
across diverse interconnected networks. Subnet mask: 75 .25 .25, 0

¥ Show icon in notificalion area when cornet Defaut gateway:
~ e

lmited

. Obtsin DIf5 server, address automatically

[~ Usg the following DN server addresses: |
Breferred DS server: 192 . 166 2 . 10
Alternate DNS server:

Advanced.
carce
- [|EERED

Qistare| | [ @ | bintemalstatus L. Internal Properties

*** End of Document ***
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