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Scope

This document presents results of installation, configuration, and operations testing of VPN
components with the Vodafone Mobile Connect service. The document is not intended to
be a tutorial on VPN concepts nor does it supersede or replace the vendor’'s
documentation. The reader is referred to the VPN vendor for definitive guidance on the
proper and recommended use of their product. While Vodafone Group has taken care to
ensure that the information contained herein is accurate, no responsibility can be accepted
for errors, omissions, or inaccuracies.
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1 Executive summary

This Appendix B is in addition to the overview document for Microsoft 2003 L2TP/IPSec
and describes the set up process of the VPN Client in a detailed way with example screen
shots taken from the initial processes. It is a companion guide to

‘Appendix A: VPN - MS_2003_L2TP_IPSec_Appendix_A_Concentrator.doc’.

Initial installation of the client software is reviewed.
Configuration of the VPN client using sample parameters is illustrated

The default configuration for the client is to start up manually. Options for automatic
start-up are presented.

Integration of the VPN Client with Vodafone Mobile Connect software is illustrated
along with frequently used configuration settings

Connections to corporate applications and file servers are illustrated
Monitoring and logging of connection status is illustrated.

Further information is available from the vendor documentation and website
www.microsoft.com.
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2 VPN Client Installation and Configuration
(MS XP VPN L2TP/IPSec Client connection)

The Microsoft VPN client is integrated in the Windows XP systems Network connection
manager.

2.1 VPN Client System requirements

Since the Microsoft Windows VPN client is integrated in the operating system, the
computer must meet the requirements for Windows XP described on following web pages:

http://www.microsoft.com/windowsxp/home/upgrading/sysregs.mspx

http://www.microsoft.com/windowsxp/pro/upgrading/sysreqs.mspx

2.2 VPN Client installation and configuration

e Setup the Microsoft 2003 VPN L2TP/IPSec connection from a new Network
connection with VPN connection type:

e At the “New connection wizard” window click “Next”

New Connection Wizard |

Welcome to the New Connection
Wizard
Thiz wizard helpz you:

* Connect to the Intermet.

* Connect to a private nebwork, such az pour work place
network.

To connect to a wirsless nebwork, view wirgless networks
nrange.

To continue, click MNest.

< Hach I MHext > I Cancel |

e The radio button “Connect to the network at my workplace” and click “next”.
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Mew Connection wizard |

Metwork Connection Type
What do you want to do”?

" Connect to the Internet
Connect to the Intermet 20 vou can browse the *web and read email.

{* Connect to the network at my workplace
Connect to a buziness network, [Luzing dial-up or WPN] 20 vou can wark fram home,
a field aoffice, or another location.

" Set up an advanced connection

Connect directly to another computer uzing your zenial, parallel, or infrared port, ar
zet up this computer o that other computers can connect to it

¢ Back I Mexst » I Cancel |

¢ For the network connection on the next screen please chose “Virtual Private network
Connection” and click “next”.

Mew Connection wizard |

Metwork Connection
How do pou want to connect to the netwark, at your wark place?

Create the following connection:

" Dial-up connection
Connect using a modern and a regular phone line or an Integrated Services Digital
Metwork [|SDM] phone line.

& Yirtual Private Metwork connection

Connect to the netwark uzing a wittual private netwark. [YPM] connection over the
Internet.

¢ Back I Mexst » I Cancel |

o At the next screen a name for the VPN connection must be entered. Please enter
your preferred name for this Microsoft VPN connection and click “Next”
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Mew Connection wizard |

Connection Hame
Specify a name for this connection to your workplace.

Type a name far thiz connection in the fallowing bos.

Company Mame

M5 2003 PN IPSed

For example, you could type the name of your workplace or the name of a server you
will connect to.

¢ Back I Mexst » I Cancel |

e For automatically dial a connection from a pre defined connection profile select the
radio button “automatically dial this initial connection” and choose the preferred
connection profile, otherwise the current connection is used.

Mew Connection Wizard |

Public Metwork
Windows can make sure the public network, iz connected first.

“Windows can automatically dial the initial connection to the Intermet ar other public
network, before establishing the vitual connection.

& Do not dial the initial connection.

" Automatically dial this initial connection;

¢ Back I Meut » I Cancel
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e Chose the preferred connection for automatic dial.

Hew Connection Wizard

Public Network
Wwindows can make sure the public netwark, iz connected first,

Windows can autoratically dial the initial connection ta the Intermet or other public
network, before establishing the wirtual connection.

€ Do not dial the initial connection,
& Atomatically dial this initial connection;
3G Prefered Connection j

35 Preferred Connection

< Back I Mest > I Cahcel |

e After clicking “next” the Host name or IP address to the server you are connecting
for VPN usage has to be entered.

Mew Connection wizard |

¥PH Server Selection
What iz the name or address of the YPM server?

Type the host name ar Internet Pratocol [IP)] addresz of the computer to which you are
connecting.

Hogt name or [P addressz [for example, microzoft. com or 157.54.0.1 1

145.253.85.177

¢ Back I Mexst » I Cancel
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¢ On the next screen a possibility is given to choose whether the connection is created
for “anyone’s use” or only “my use”.

New Connection Wizard |

Connection Availahility
YY'ou can make the new connection available to any user or only to pourself,

A connection that iz created for your uge only iz zaved in your uzer account and is not
available unless vou are logaed on.

Create thiz connection for:
) Anpone's uge

& My usge only

< Back I MHext > I Cancel |

e After clicking the “next” button the connection wizard will be completed.

Mew Connection wizard |

Completing the New Connection

@ Wizard

You have succesziully completed the steps needed to
create the following connection:

MS 2003 ¥PH IP5ec
* Share with all users of thiz computer

The connection will be zaved in the Metwork
Connections folder.

¥ &dd a shortcut ta this connection o my deskiop

To create the connection and close thiz wizard, click Finizh,

¢ Back I Firigh I Cancel
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e After clicking finish the new connection starts with prompting for username and
password

Connect M5 2003 ¥PH IPSec EE

Uszer name: van.test2

FPazzword: I"“"|

[ Save this user name and passwaord for the following users:

£ [fe ol
£ Ervone whe wees this camputer

Connect I Cancel | Froperties | Help |

e After entering the correct credentials for the Microsoft VPN L2TP/IPSec user the
connection can be established by clicking “Connect”

Connect M5 2002 YPN IPSec |

Izer name:; IVDﬂ-tESQ

Pazzword: I"'"“|

[ Save thiz user name and password for the following users:

= b only

£ Eryote who Uges this camputer

Cannect I Cancel Properties Help
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2.3 Configuring a new Client connection
(Microsoft 2003 VPN L2TP IPSec Client)

In this example, the client is configured for a typical scenario. The setup here is matched
to the configuration of the Microsoft 2003 VPN described in the document in appendix A:
“VPN - MS_2003_L2TP_IPSec_Appendix_A_Concentrator.doc “

e After starting the VPN connection profile this profile could be configured as shown in
the following steps.

Connect MS 2003 ¥PH IPSec B

Uzer name: IVDh.teSIE

Fazaward: I"'"'|

[ Save thiz uzer name and password for the following users:

& bl anly

£ Srpore who wees this computer

Connect I Cancel Froperties Help

e (Click on the “Properties” button to get the configuration tabs for the MS 2003 VPN
connection and the first Tab “General”.
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& M5 2003 ¥PM IP5ec Properties

e The “Options” Tab provides the following screen:

_
=
1minate 7
rever 7]
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e The “Security” Tab provides the following screen:

# M5 2003 VPN IPSec Properties |

Generall Options ~ Security |Netwu:urking| Advancedl

— Security optionzs
% Typical [recommended setings]

Walidate my identity a2 follows:

IFlequire recured pazsword j

[~ Automatically use my Windows logon name and
pasaword [and domain if an)

¥ Feguire data encryption [disconnect if none]

" Advanced [custom settings]

e these settings reguines a knowledge & etings |
aff secumnty protasals .

IPSec Settings... |

Q. I Cancel |

e The “Networking” Tab provides the following screen:

# Microsoft YPM PPTP Properties Ed E3 (Ml # MS 2002 ¥PN IPSec Properties K

General | Options | Security  Mehworking I.-’-‘«dvan-:edl General | Dptions | Securiy  Networking IAdvancedl

Type of VPM: Type of WPM:

I.-’-‘«utomatic j

FRTP WPN Settings |
L2TP [PSec VPN

Thiz connection uzes the following items: Thiz connection uzes the following items:

¥ Metwork Monitor Driver river

%= Inkemet Protocal (TCPAR) %= Irtermet Protocal (TCPAR)

J_EJ (o5 Facket 5cheduler .@ (o5 Packet 5cheduler

@ File and Printer Sharing for Microzoft Metwork s .@ File: and Printer Sharing for Micrazoft Metwork s

.E._'; Determinizhic Network. Enhancer LI JE__'; Determiniztic Network, Enhancer LI

Inztall... Uninztall Eioperties | Inztall... Uninstall Broperties |

Diescription Dezcription
Metmon Packet capture driver that allows the Metmon Ul to Metmon Packet capture diiver that allows the Metmon Ul to
acquire packets fram the local netwark, acquire packets from the local network.

(1]4 I Cancel ak. I Cancel |
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e After choosing the Type of VPN: Here L2TP IPSec VPN it is possible to configure via
the “settings” button following settings for the connection:

1. Enable LCP extensions

2. Enable software compression

3. Negotiate multi-link for single link connections

PPP Settings |

v Enable LCP extensions
[¥ Enable software compression

[~ Megatiate multiink for zingle link connections

ok I Cancel

e The “Advanced” Tab provides the following screen:

# MS 2003 VPN IPSec_test Properties i B3 |

General | Options | Security | Metworking  Advanced |

~Windows Firewall
Help protect my computer and network, by Settings...
lirnitinig or preventing access o thiz

computer fram the [nternet

~ Internet Connection Sharing

[T Allow other netwaork, users to connect through this
computer's Internet connection

Home networking connection:

ISeIect a private network, connection j

[¥)| Estatiish & dislum connection wheneyen 2 computer ot
i et atterqpts ta aceess the [Rtermet

| &llevathen netwerk weers bocantellan dizatle the
shared |HermeEN carmeERtom

Learn more about [ntermet Connection St |
Sharin g ST,

(] Cancel
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How to configure L2TP/IPSec connection by using Preshared Key
Authentication

For correct IPSec VPN usage, following Registry Keys must be modified as follows:

To add the ProhibitlpSec registry value to your Windows 2000-based computer, follow
these steps:

1.
2.

N o O R

Click Start, click Run, type regedt32, and then click OK.

Locate, and then click the following registry subkey:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rasman\Parameters

On the Edit menu, click Add Value.

In the Value Name box, type ProhibitlpSec.

In the Data Type list, click REG_DWORD, and then click OK.
In the Data box, type 1, and then click OK.

Quit Registry Editor, and then restart your computer.

See http://support.microsoft.com/kb/240262/en-us for more information.
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2.4.1 How to create an IPSec policy for use with L2TP/IPSec Connections by
using a preshared key

Click “Start” and select “Run” -> type in MMC to open the snap in console:

fii Consolel - [Console Root] _ O] =]
Bﬁ] File  Action  View Favortes  Window  Help | = =] =]

¢ o ||m[EB 2

Mame |

There are no items to show in this view.

Select File and Add/Remove snhap in!

Add/Remove Snap-in |

Standalome | Estenzions I

Uze this page to add or remove a standalone Snap-in fram the console.

=

Shap-ins added to: I@ Conzale Boot

— Dezcnption

Add.. Eemoye ShEuf |

(]9 I Cancel
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Click “add” and select "IP Security Policy Management" then click "add".

Add Standalone Snap-in HE

Aeailable Standalone Snap-inz:

Shap-in | Wendor |ﬂ
% Dizk Managernent Microzoft and VERITAS ..
Event Viewer Microzoft Corporation
CAFalder icrozoft Corporation

Group Policy Microzoft Carporation

Q |ndexing Service Microzoft Corporation, 1.

@ |P Security Monitar Microsoft Carporation

IP Security Policy Managernent Microzoft Corporation
@ Link. taweb Address Microzaft Corporation
ﬁ Local Users and Groups Microzoft Corporation
ﬁ Performance Logs and Alertz Microsoft Carporation j
— Description

|nternet Protocal Securnity [IPSec] &dministration. Manage IPSec -
policies for gecure communication with other computers.
[~

dd Close |

Confirm the previous screens with finish and click close.

i Consolel - [Console RootyIP Security Policies on Local Computer] [ =] [E3

[%] File Action “iew Fawvortes  ‘Window  Help | =] x|
e | BmE BB 28

[:l Conzole oot | Mame ¢ | Dezcription

@ | IP S ecurity Palicies on Local Computer| Client [Fespond Only) Communicate normall,

2 1P Security Palicy IPSec for RTCWPM T
Secure Server [Requir...  For all IP traffic, alway

&1 Server [Request Secur... For all IP traffic, ahway
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Right click the “IP security policies on local computer” and select
"create |IP security policy" and follow the screens

IP Secunty Policy Wizard 7] ] |

8

“welcome to the [P Security policy wizard.

Thiz wizard helpz you create an |FP Security palicy. “ou wil
zpecify the level of zecunty to use when communicating with
rpecific computerz or groups of computers [zubnets), and for
particular [P traffic types.

To continue, click Mext.

< Hach I MHext > I Cancel |

Click “Next” to step further.

IP Secunty Policy Wizard 7 x| |
IP Security Policy Hame *
M ame this IP Security policy and provide a brief description
-
Mame:

M5 VPN L2TP_IPSEC

Dezcription:

< Back I MHext > I Cancel
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Type in a name and description for this policy then continue by clicking “Next”.

IP Security Policy Wizard |

2 - #
Requests for Secure Communication
Specify how thiz policy responds to requests for secure communication.
-

The default rezponze mile responds to remote computers that reguest securiby, when no
ather rule appliez. To communicate securely, the computer must respond to reguests for
TECUNE communication.

[ Activate the default rezpanse mile,

¢ Back I Mexst » I Cancel |

Clear the check box for "activate the default response rule" and click "next".

IP Secunty Policy Wizard EiEd |

- Completing the IP Security policy wizard

a “ou have succesziully completed specifying the properties
for wour new 1P Security policy.

o

To edit pour IP Securnty policy now, zelect the Edit propertiez
check box, and then click Finizh.

¥ Edit properties

To cloze thig wizard, click Finigh.

< Back I Finizh I Cancel

Click "finish"
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MS ¥PN L2TP_IPSEC Properties |

Rules I General I

mpm]  Security rles for communicating with ather computers

IP Secunty rules:

I Filter List | Filter Action | Authentication... | Tu
O <Dynamic: Default Rezponze F.ertberns M

4| | 2

Add... | Edit... | Eemowe | ¥ Use Add Wizard

OF. I Cancel |

At the created policy window click on "add" to create a security rule and follow the screens
with filling in the needed detalils. It is recommended to use the “Use Add Wizard” and
follow the screens.

Secunty Bule Wizard 7] ] |

“Welcome to the Create P Security Bule Wizard.

A
A security rule governs how and when security iz invoked
o’

bazed upon critenia, such az the source, destination, and type
of IP traffic, in the secunty rule's 1P filker list.

A gecurity rule containg a collection of security actions that
are activated when a communication matches the criteria in
the IP filker list.
Security actionz:

|F tunneling attributes

Authentication methods

Filter actions

To continue, click Mext.

< Hach I MHext > I Cancel
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Click “Next”.

Security Rule Wizard
Tunnel Endpoint

The tunnel endpaint iz the tunneling computer clozest to the P traffic destination,
az gpecified by the security rule's [P filter list,

Security Rule Wizard

Metwork Type
The zecurty rule must be applied to a network. bpe.

Select “All network connections” and click “Next”.
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Secunty Bule Wizard

Authentication Method *
To add rmultiple authentication methods, edit the security rule after completing the %
IP Security rle wizard. L

Set the initial authentication method for this zecurnity wle:

" Active Directary default [Kerberos WS protocal]

" Use a certificate from this certification authority [CA4);

Browse,.

& Use this sting to protect the key exchange [preshared key):

Tgdwae

K1 IL\_

< Back I MHext > I Cancel |

Enter the provided “Preshared Key” and click “Next”. Following screen provides IP Filter
Lists and it is necessary to add a Filter.

Security Rule Wizard |
IP Filter List b
Select the IP filter lizt for the type of [P traffic to which this securnity rule applies. %
=

If o [P filker in the following list matches vour needs, click Add to create a new one.

IP filker lizks:
MHame | Dezcription | Add...

All ICHP Traffic

O Al P Traffic

O RTC P Filter List Remove |

¢ Back I Mexst » I Cancel

Click “Add” to start the “IP Filter Wizard”
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IP Filter Wizard 7 x| |

A

‘Wwelcome to the [P filker wizard,

Thiz wizard helps you provide the source, destination, and
traffic-type information needed to filker 1P traffic.

Thiz wizard creates “mirored' filters that match on both
incaming and outgoing P traffic.

You can add multiple filkers to build an 1P filker ligt that
matches on IP packets for multiple zource or destination
machines, or for many different traffic types.

To continue, click Mext.

< Hach I MHext > I Cancel |

Confirm the window with “Next”

Filter Whizard 7 x| |
IP Traffic Source =
Specify the source address of the [P traffic.
-
Source address:

fy 1P Addr

< Back I MHext > I Cancel

Select “My IP Address” for the source address and click “Next”
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Filter Wizard

IP Traffic Destination
Specify the destination address of the [P traffic.

Select “Any IP Address” for the Destination address.
Filter Wizard
IP Protocol Type

Select the IP protocal type. If this type iz TCP or UDP, vou will also specify the
source and destination parts.

Select “UDP” for the used protocol type and click “Next”.
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Filter Wizard HE|

IP Protocol Port 5
tary TCP/P application protocols are established with well-known TCP or UDP
partz, i

Set the IP protocol port:
¢ From any port
& From this port;

I'I?EH

f* To any port
" Tathis port:

e

< Back I et » I Cancel |

Edit the IP protocol port to “1701” and check the “To any port” radio button and click “Next”

IP Filter Wizard =[]

Completing the [P filker wizard

.
ﬁ You have succesziully completed the [P filber wizard.
-

To edit pour IP filker now, select the Edit properties check
box, and then click finigh.

¥ Edit properties

To cloze thig wizard, click Finigh,

< Back I Finizh I Cancel |

Click “Finish” to exit the wizard (if the “edit properties” is checked, the Filter Properties
window is appearing).

© VODAFONE GROUP 2007 Page 25 of 36

Revision 3.0



VPN Client Configuration — i

MS 2003 L2TP / IPSec
vodafone

2]x]|

Filter Properties

Addressing I F'ru:utu:ucu:ull Descriptionl

— Source address:

bedyr [P Add

— Destination address:
Ay P Address ﬂ

¥ Miored. &lso match packets with the exact opposite source and
destination addreszes.

(1] I Cancel |

Make sure the “Mirrored. Also match packets with the exact opposite source and
destination addresses” is checked! And click “OK”.

2[x]|

Security Rule Wizard

IP Filter List s
Select the |P filker list for the tupe of 1P traffic to which this secunty rule appliss. %
e

[F o IP filker i the fallowing lizt mabches your needs, click Add to create a new one.

[P filter lizts:
Hame | Description | Add... |
O &l ICMP Traffic tatches all ICMP packets bet... -
O Al IP Traffic Matches all IP packets from ... Edit... |
IPSec Policy Filter List =
emove |

{3 RTC IP Filter List

< Back I et » I Cancel

Select the newly generated IP Filter and click “Next”
Page 26 of 36
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Security Rule Wizard

Filter Action
Select the filter action for thiz zecurity rule.

[f mo filker actionz in the following list matches your needs, click Add to create a new
one. Select Use Add *wizard to create a filker action uzing the wizard.

W Use idd ‘wizard

Filker Actions:
Hame | Description | Add...
O Pemit Permit unzecured IP packetz t.. -
) Request Security [Optional]l  Accepts unsecured communi... Edit... |
LOYF equire S ecuirity Accepts unsecured communi... Flemove |

< Back I et » I Cancel |

Check the “Require Security” Radio button and click “Next”

Secunty Rule Wizard E |

Completing the Mew Rule wizard

ou have succesziully completed zpecifving the properties
for pour new ule.

To edit pour securiby rule now, select the Edit propertiez
check box, and then click Finigh.

To cloze thig wizard, click Finigh,

< Back I Finizh I Cancel

Click “Finish” to close the wizard.
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Back in the Management Console, you must assign the created IPSec policy by using the
menu entry. Highlight the correct policy and select “Action” -> “Assign” from the menu.
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3 Configuration & Connection Using VMC Software

This chapter is used to describe possible configuration possibilities for using the VPN
client in conjunction with the current released Vodafone Mobile Connect application.

First you need to build up a connection using your VMC. Insert the SIM into your datacard
(or USB modem) and open the Vodafone Mobile Connect application.

Note: The new R9 of Vodafone Mobile Connect software offers the same features but with
a different user interface. This document will be updated in due course with full
demonstration of the steps using R9.

In short, the differences are:

1. The ‘Connect’ button is found in the ‘Mobile Connections’ window of the main
screen.

2. The VPN button is found in the ‘Other Programs’ section on the left side of the
main view. If the Vodafone Mobile Connect software is not visible, it may need to
be expanded from the mini view or from the icon in the Windows Notification Area
(system tray).

3. The VPN settings can be modified using the Settings | VPN Settings commands
from the main menu. This dialog will be initiated automatically the first time the
VPN button is selected for the user to associate the button with the correct VPN
software.

@ Vodafone Mobile Connect E]@ i

Eile  View & Settings Tools  Help

General 2
Mobile Conng =

5 sage "
%% Main Viey
G o Change Account Type 3
Manage |€&  yPH Settings
%\6 Connectig & .
&0 Manage Connec tions
Manage Devices

- »
- View Usa =%

L-D Manage [ Cptimisation

Cuskom Program

Dther Progranis

[=5 Wodafone SMS
€@ ven
y Intemet
l‘;@ Explorer
@ Firsfox

vodafone
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3.1  Establish the connection (VMC R9)

With a SIM card inserted into your datacard (or USB modem), to establish a connection:
1. In the main view, use the Connect button, or
@ VYodafone Mobile Connect E]@

File  Wiew  Settings  Tools  Help

Mobile Connect Mobile Connections
Q s Yodafone UK 3G _..“
(Ce
é& Manage i
U Connections 3
-
= View Usage

EEJ Ianage Devices

Other Programs

[=5 Vodafone S5

€& ven

\ Internat
Explorer

e Firsfo
3

vodafone

2. In the mini-view, use the Connect button, or

| '.r Yodafone UK 3G .IIII QDD
4

3. From the Windows Notification Area (system tray), right-click and select Connect.

Open Vodafone Mabile Connect
Connect

View Usage

Manage Devices

Open M5

Internst Explorer

[ e C)

Firefox

= Exit ¥odafone Mobile Connect

S | reyale’ D98 T @V @M 135

4

3.2 Establish the connection (VMC R7 and earlier)

With a SIM card inserted into your datacard (or USB modem), to establish a connection:
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0 Vodafone Mobile Connect - 3G Preferred merlin UG30 !EE

File  ‘“iew Toolz Help

DISCOMMECT
| 20 2 X
Mobile I | S5 ‘wheb Uzage  Find Hotzpot  Support
Q vodafone |
|Connected ta 3G network, |@ 000102 [+ Obps |% Dbps
|_amll 3G [Wodatone DE [ [

Press the Mobile button in the CONNECT/DISCONNECT area of the toolbar

3.3 Configure VMC for the VPN Client

Note: The following steps apply to the legacy version of Vodafone Mobile Connect
software R7 and earlier. See notes above on the process using the new R9 version.

e Configure your VPN Client as follows to start it from within the Dashboard.

O Vodafone Mobile Connect - 3G Preferred merlin UG30 =] E3

File  iew Help

DISCON — Modify PIN Codes  »

’@ [ v Fequest PIN Cade D ﬁ% ?

tobile 1 5MS Settings b dzage  Find Hotspot  Support

Select Band...
Select Networfe.. F 0 vodatone
|Connected to: Difsarstiss |(® 00:09:47 | Obps |4 Dbps

3G

Mobile Profiles

Freferences t!

Custan Programs  »

Check, for Updates

e Choose Tools | Mobile Profiles | Options | Programs and switch to “VPN” Tab
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e Check the radio button “MS VPN” and select the generated profile for the Microsoft
L2TP/IPSec connection.

Programs |

Browser I Inskant Messaging I Email ~ ¥PM |Perf0rmance I

wWhich ¥PM (Yirtual Private Metwork) program do wvou wank to use?

" Mone
) Ciher; I B Gises ., I
% M5 YPN | Microsoft vPH =]

(0] 4 I Cancel |

e Confirm your configuration with “OK”

e Enter the username and password and click “Connect” in the main dialog and the
Client will establish a VPN connection to the Server.

3.4 Establishing a mobile VPN connection

0 Yodafone Mobile Connect - 3G Preferred merlin UG30 =] E3 |

File “iew Toolz Help

DISCOMMECT
| 20 B N
I obile e Wi | WP h‘ S5 Weh Usage  Find Hotzpot  Suppart
Open your WPM program O vodafone

|Connected to 3G nebwark [T 002033 [+ Obps |4 Dbps
|_aml 3G |adafone DE [ |

e Click the “Mobile” button on the main Dashboard screen.
After you build up your preferred connection, click the “VPN” button to open your
configured VPN Client
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Connect Microsoft YPN 7] |

Uzer name:

Fazzword: STo change fhe saved pazsword ciick ferel

W Save this user name and password for the following users:

&+ e only

" Anyone who uzes this computer

Connect I Cancel | Fropertiez | Help |

o

y

vodafone

e Click “Connect” in the main dialog and the Client will open the connection to the
Concentrator, ask for user name and password and establish the IPSec session.
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4 Configuring the VPN Client to start automatically

By default Microsoft Windows 2003 L2TP/IPSec VPN Client has to be started manually. It
is possible to change the starting option to start automatically e.g. from the “Start up”
Windows menu. Also the connection to the Server, by default, must be made manually by
pressing the “Connect” button in the VPN Client. This can also be changed to connect
automatically. In order to achieve this, the user has to change the following settings:

- Make sure the VPN profile is configured properly

- On the connection window select “Save this username and password for the
following users:”

- Click on the “Properties” button on the connection window

- On the “general” tab check the box for “Dial another connection first” and select the
profile for the Vodafone Mobile connection

- On the “Options” tab deselect the check box for “Prompt for name and password...”

- Using the Windows drag and drop feature you can now copy a shortcut of the VPN
connection to the “Start up” Windows menu

The precondition for establishing a connection automatically using the Vodafone Mobile
Connect card is an inserted SIM without a PIN or a scenario where the PIN is already
entered.

4.1 Testing Results & Observations
Due to our FTP tests, it was necessary to modify browser options within the Internet
Explorer as follows:
= Uncheck the “Enable folder view for FTP sites” setting
» Uncheck the “Use Passive FTP (for firewall and DSL modem compatibility” setting
= HTTP 1.1 settings are not necessary, but do not affect the FTP usage
This may not be necessary on other systems.

4.2 “Keep-alive” Frequency

If NAT-Traversal is activated, as is necessary with most countries GPRS and 3G services,
the “Keep-alive” packet frequency defaults to 5 seconds. This will cause a comparatively
high administrative traffic volume. Setting the “Keep alive” packet frequency to 15 to 30
seconds is fully sufficient.
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5 Connections to Different Services

You can connect to all services via the VPN tunnel; you can connect to if you are in your
local LAN.

It has to be an internet connection established and the VPN Client has to be started. If
these requirements are fulfilled you can use all applications.

5.1 Connect to MS Exchange mail server / Outlook

Caused on time-outs and other problems depending on the VPN tunnel, sometimes you
have to repeat the connection procedure. The dialog boxes (displayed below) will appear.
Click Retry till you get a connection to the Exchange Server.

Connecting To Microsoft Exchange Server.

Your Microsoft Exchange Server is unavailable,

&etry | WorkOFFIine‘ Cancel |

After connecting successfully to the Exchange Server, you can use MS Outlook like you
are connected to your local LAN

& Inbox - Microsoft Outlook g@@

fle Edt Wiew Favorites Tools @ctions  Help

Fitew - & DY X GoReply fReplyto Al 4 Formard ' SendfReceive  H0Find iy - o

# Inbg

Outlook Shortcuts || Folder List x
= & Outiook Today - [Mailbox - Grzesica, Min
3 Calendar
2 Contacts
Outiook Today (3 Delsted Ttems

& Drafts

ARk
-

&

Mi20,08,2003 L., 7256
Mi20,08,2003 L., 756 B
Mi20,08,2003 1., 7256
Mi20,08,2003 L., 7946

DEDDD

uuuuu

<F3 Quthox

531 sent Items.

Tasks
- () Public Felders %

RS
oo

D

o

o)
T
g

‘®

n

22
I<

4
&
w

=

From:  Greesica, Mirnslan To:  Martin Sparwald
ubject: test7? Cci  Grzesica, Miraslar

z

i

o
g

My Shortcuts

Other Shartcuts | | ¢ ES

6 Items
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5.2 Connect to file server

If a VPN connection is established, you have to map a shared network folder on the file
server in the LAN.

The user connecting to the shared network folder must have the permissions (in the local
LAN) to connect to this folder.

Map Network Drive El

‘Windows can help you connect to a shared network Falder

and assign a drive letter to the connection so that you can
.\‘ access the folder using My Computer,
__—=
s ]

Specify the drive letter for the connection and the Folder
that you want ko connect ko:

Drive: Z

v
Folder: | Vitex0l|miroslaw v

Example: \iserverishare

[Creconnect &t logon

Connect using a different user name. Map Network Drive

Sign up for online storage o connect ko a

network server. Attempting to connect ba Yitlex01\miroslawg.
TN

Figure 1 — Mapping Network Drive for VPN Access

After the connection to the file server via VPN is established, the user is able to transfer
files between the file server and the local machine like he is connected to the local LAN.

Copying...

From o't
( ] Cancel
Figure 2 — File Transfer between LAN and local drives
*** End of Document ***
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