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Scope

This document presents results of installation, configuration, and operations testing of VPN
components with the Vodafone Mobile Connect service. The document is not intended to
be a tutorial on VPN concepts nor does it supersede or replace the vendor’'s
documentation. The reader is referred to the VPN vendor for definitive guidance on the
proper and recommended use of their product. While Vodafone Group has taken care to
ensure that the information contained herein is accurate, no responsibility can be accepted
for errors, omissions, or inaccuracies.

Document History

Version Date Reason

Initial release using GPRS network. Client

1.0 October 2003 documentation included in main document.

Creation of separate document for client
2.0 May 2006 configuration. Update to new versions of VPN
software and focus on 3G network performance.

3.0 May 2007 Update for R9, added logging

File Reference
VPN_Cisco_Appendix_B_Client.doc

Document Authors
Joerg Pfeffer , TECON Terenci

Document Distribution
Public via websites of Vodafone, its Affiliates, and its Partner Networks

© Vodafone Group 2007.

Other than as permitted by law, no part of this document may be reproduced, adapted, or
distributed, in any form or by any means, without the prior written consent of Vodafone
Group Plc.
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1 Executive summary

This Appendix B is in addition to the detailed document for Cisco VPN solutions and
describes the set up process in a detailed way with example screen shots taken from the
initial processes. It is a companion guide to the Overview (End-to-End) and Appendix A
(Concentrator) documents for Cisco VPN solutions.

The client software is common to several Cisco VPN solutions and so is only documented
once.

The Cisco VPN client cannot be installed with other VPN clients on the same machine,
and the native Microsoft Windows VPN clients will be disabled by this installation.

In addition the implementation into Vodafone Mobile Connect is described as well to call
the VPN client from within the Vodafone Mobile Connect application.

Logging and additional functionality is described in the appropriate chapters.

Additional information is available in the vendor’'s documentation and on the website
WWW.CiSco.com.
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2 VPN Client Installation and Configuration
(Cisco VPN Client 4.8.00.0440)

The Cisco VPN Client can be installed on a Windows 2000 or Windows XP Workstation.
Administrator rights on the local machine are needed to install the Software. This client
can be used to establish a VPN connection to the Cisco VPN concentrator. Other VPN
Clients have to be de-installed.

2.1 VPN Client System requirements
Verify that your computer meets these requirements:
¢ A single, Pentium®-class processor.

¢ One of the following operating systems:

— Microsoft® Windows® 98, or Windows 98 (second edition)
— Windows ME

— Windows NT 4.0 (with Service Pack 6 or higher)

— Windows 2000

— Windows XP

e Microsoft TCP/IP installed. (Confirm via Start > Settings > Control Panel > Network >
Protocols or Configuration.)

e 50 MB hard disk space.

e RAM'":

— 32 MB for Windows 98

— 64 MB for Windows NT and Windows ME

— 64 MB for Windows 2000 (128 MB recommended)
— 128 MB for Windows XP (256 MB recommended)

e To install the VPN Client:

— CD-ROM drive or a 3.5 inch high-density diskette drive
— Administrator privileges if installing on Windows NT, 2000 or XP

' These are minimums to install and operate the software — additional memory is generally required for
satisfactory performance and user experience in typical office applications and configurations.
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e To use the VPN Client:

— Direct network connection (cable or DSL modem and network adapter/interface
card)

— Internal or external modem (such as the Vodafone Mobile Connect datacard or
USB modem)

¢ To connect using a digital certificate for authentication:

— A digital certificate signed by one of the following Certificate Authorities (CAs)
installed on your PC:

Baltimore Technologies (www.baltimoretechnologies.com)

Entrust Technologies (www.entrust.com)

Microsoft Certificate Services—Windows 2000

Netscape (Security)

Verisign, Inc. (www.verisign.com)
— Or a digital certificate stored on a smart card; the VPN Client supports smart

cards via the MS CAPI Interface

2.2 VPN Client installation

¢ Run the installation program according to the directions given by the program. Keep
in mind that the integrated IPSec Subsystem of Windows 2000 and XP will be
disabled by the CISCO VPN Client.
Following slides shows the VPN Client 4.8.00.0440 Installation :

e At the “Setup” window click “Next”

Cisco Systems ¥PN Chent Setup B

‘Welcome to the Installshield Wizard for YPN
Client.

The IngtallShield \Wizard will install WPM Clhent an paur
Computer. To continue click Mext.

< Bach Mext » I Cancel |

e Follow the screens for “License Agreement” and “Destination and Program Folders”
and install the Cisco VPN client.
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Cizco Systems VPN Client Setup

Istal S hiEld

e Setup status

e A Deterministic Network Enhancer will be installed on all available network adapters.
Additionally Cisco VPN Client 4.0 creates a new network adapter.
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Cizco S5pstems ¥PH Client Setup

Install5hield Wizard Complete

The InztallShield \Wizard has successfully instaled WPM Client.
Befare you can uze the program, you must restart your
computer.

@ ‘Yes, | want to restart my computer now.
€ Mo, | will restart my computer |ater.

Femave any dizks from their drives, and then click Finish ta
complete setup.

¢ Blach | Finish I [Fance]

e Click “Finish” to complete the installation

2.3 Configuring a new Client connection
(VPN Client 4.8.00.0440)

# status: Disconnected | ¥PN Client - ¥ersion 4.8.00.0440 - O] x|

Conneckion Entries  Status  Certificates Log Ophions Help

,-.-4* J £ = P
Iﬁﬁﬂ ﬂ_;] ‘:ﬁj Cisco SysTEMS

Connect e Irport b cdifyy Delete

Connection Entries IEertificates | Log I

I Connection Entry I Huozt | Transpoi

4| | ]

| Mok connected. | v
e Start the VPN client and click the button “New” to define a new profile
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# ¥PN Client | Create New ¥PN Connection Entry ﬂ

LCannection Entry: IVF‘N_TE&t

Dezcription: IVF‘N Testz 2006

Host: [145.253 55,56
Authentication ITransport | Backup Servers | Dial-Up I

f* Group Authentication " Mutual Group Authentication

Mame: IFETEI

Pazzword: I ““““““

Canfirm F'assword:l ””””” 1

™ Certificate Suthentication

ﬂame:l j

[~ SendCh Certificate Chain

Eraze lser F'asswnrdl Save I Cancel |

e Enter the name and an optional description, the VPN Concentrator’s external |IP
address, the Group Authentication and click “Save”. The basic configuration is now
completed.

# status: Disconnected | ¥PN Client - ¥ersion 4.8.00.0440 -0 x|

Conneckion Enkries  Status Certificates Log Oprions Help

Eﬁﬁ Cisco SYsTEMs

Connect P e Irnpart b cxcdify Delete )

Cannection Entries IEertificates | Log I

Connection Enty /

YPN_Test 145.253 85 86

4| | ]

| Mok connecked, | o

e To modify the configuration click “Modify” button or select “Modify...” from the right-
click context menu.
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LCannection Entry: IVF‘N_TE&t F ]
Dezcription: IVF‘N Testz 2006 _{l
Host: [145.253 55,56
Authentication | rt I Backup Servers | Dial-Up I
v Enable Transparent Tunneling
* |PSec over UDP [ MAT / PAT |
" IPSec over TCP TCR EDrt:I1DDDD
[ Allow Local LAN Access
Peer responze timeout [zecondsz]: IEIEI
Eraze Uszer Fazswornd | Save I Cancel |
e On the “Transport” tab you can choose to use ‘IPSec over UDP’ or TCP.
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3 Configuration & Connection Using VMC Software

This chapter is used to describe possible configuration possibilities for using the VPN
client in conjunction with the current released Vodafone Mobile Connect application.

First you need to build up a connection using your VMC. Insert the SIM into your datacard
(or USB modem) and open the Vodafone Mobile Connect application.

Note: The new R9 of Vodafone Mobile Connect software offers the same features but with
a different user interface. This document will be updated in due course with full
demonstration of the steps using R9.

In short, the differences are:

1. The ‘Connect’ button is found in the ‘Mobile Connections’ window of the main
screen.

2. The VPN button is found in the ‘Other Programs’ section on the left side of the
main view. If the Vodafone Mobile Connect software is not visible, it may need to
be expanded from the mini view or from the icon in the Windows Notification Area
(system tray).

3. The VPN settings can be modified using the Settings | VPN Settings commands
from the main menu. This dialog will be initiated automatically the first time the
VPN button is selected for the user to associate the button with the correct VPN
software.

@ Vodafone Mobile Connect E]@ i

Eile  View & Settings Tools  Help

General 2
Mobile Conng =

5 sage "
%% Main Viey
G Change Account Type 3
Manage |€&  yPH Settings
%\6 Connectig & .
&0 Manage Connec tions
Manage Devices

- »
- View Usa =%

L-D Manage [ Cptimisation

Cuskom Program

Dther Progranis

[=5 Wodafone SMS
€@ ven
y Intemet
l‘;@ Explorer
@ Firsfox

vodafone
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3.1  Establish the connection (VMC R9)

With a SIM card inserted into your datacard (or USB modem), to establish a connection:
1. In the main view, use the Connect button, or
@ VYodafone Mobile Connect E]@

File  Wiew  Settings  Tools  Help

Mobile Connect Mobile Connections

ﬁ} M ain Wiew Yodafone UK 3G .llll
5\& Manage A
W% Connections q

: iew Usage

% Ianage Devices

Other Programs

[=5 Vodafone S5

@ PN

\ Internat
Explorer

a Firsfo
3

vodafone

2. In the mini-view, use the Connect button, or

. (% Vodafone UK 3G -Illl QED‘

4

3. From the Windows Notification Area (system tray), right-click and select Connect.

@ Open Vodafone Mabile Connect
£b Connect

View Usage

Manage Devices

Open M5

Internst Explorer

(CRMERR

Firefox

= Exit ¥odafone Mobile Connect

gl 02 908+ O @Dk 1o

4
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3.2 Establish the connection (VMC R7 and earlier)

With a SIM card inserted into your datacard (or USB modem), to establish a connection:

© Vodafone Mobile Connect - 36 Preferred merlin UG30 !EE
File  ‘“iew Toolz Help
DISCOMMECT
| 20 9 N
Mobile I | S5 ‘wheb Uzage  Find Hotzpot  Support

Q vodafone |

|C0nnected to 3G netwiork, |® 00:01:02 |1‘ 0 bps |l 0 bps
|_amll 3G [Wodatone DE [ |

Press the Mobile button in the CONNECT/DISCONNECT area of the toolbar

3.3 Configure VMC for the VPN Client

Note: The following steps apply to the legacy version of Vodafone Mobile Connect
software R7 and earlier. See notes above on the process using the new R9 version.

e Configure your VPN client as follows to start it from within the VMC software.

O Vodafone Mobile Connect - 3G Preferred merlin UG30 =] E3

File  View Help

DISCON — Modify PIN Codes  »

’@ [ v Fequest PIN Cade D ﬁ% ?

tobile 5MS Settings b dzage  Find Hotspot  Support

Select Band...
Select Networfe.. F 0 vodatone
|4 Dbps

[® 000947 [ Obps
| |

|Connected to:

i 3G

Diagrnstics

Mobile Profiles 3

Freferences

Chechlalo:acs Custan Programs  »

e Choose Tools | Mobile Profiles | Options | Programs

e Check the radio button “other” and select “Browse” to open your VPN client from the
file system
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e Select your Cisco VPN client here “vpngui.exe” and chose “Open”.

e Confirm your configuration with “OK”

0 Yodafone Mobile Connect - 3G Preferred merlin UG30 _ O] x| |
File  “iew Toolz Help

DISCOMMECT
: G| O 3 *
&’3@ O @ e g\\l
I abile | WPN k SkS Web dzage  Find Hotspot  Support

Open your P program 0 vodafone
|Connected to 36 network (D 00:20:33 [+ Obps § Obps
.l TG |"odafone DE | |

e (Click the “Mobile” button on the main Dashboard screen.
After you build up your preferred connection, click the “VPN” button to open your
configured VPN Client

# status: Disconnected | ¥PN Client - ¥ersion 4.8.00.0440 =10l x|

Connection Entries  Status Certificates Log Options Help

E’ﬁ @ m Cisco Srsnus-

Connect Hew | mport hodify Delete

Connection Entries ICertificates I Log I

Connection Entry

145.253 85 86

| | 2

[ Mot connected. | A

e Click “Connect” in the main dialog and the client will open the connection to the
concentrator, ask for user name and password and establish the IPSec session.
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4 Configuring the VPN Client to start automatically

By default Cisco VPN Client has to be started manually. It is possible to change the
starting option e.g. from the Run-Key of the Registry. Also the connection to the
Concentrator, by default, must be made manually by pressing the “Connect” button in the
VPN Client.

# status: Disconnected | ¥PN Client - Yersion 4.5.00.044 o ] |

Connection Entries  Status  Certificates Log ©Options  Help

ot ; €= % Cisco SYSTENS
Connect Mewy Import b odify Delete )

Connection Entriez ICertificates | Log |

Connection Enty
B

4| | 2

| Mot connected., | S

The connection establishment can be changed to connect automatically. Cisco VPN Client
supports Autolnitiation. To configure this, the file vpnClient.ini placed in the folder
“C:\Program Files\Cisco Systems\VPN Client” has to be modified. By using Autolnitiation
auto reconnect is available with the option AutolnitiationRetryInterval.

Example:

[Main]

ConnectOnOpen=1
AutoInitiationEnable=1
AutoInitiationRetryInterval=3
AutoInitiationList=RTC_VPN

[RTC_VPN]

Network=192.168.2.0

Mask=255.255.255.0

ConnectionEntry=RTC_VPN (points to a connection profile named RTC_VPN.pcf)

© VODAFONE GROUP 2007 Page 15 of 23
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4.1 Testing Results & Observations

This chapter shows recognised issues during our tests and configurations regarding the
Cisco client used for the test scenarios and connections using different types of server
configurations, such as described in the main documents. Furthermore Known
issues/problems are described in the main documents in the “Troubleshooting” chapter of
the appropriate document.

4.1.1 Local LAN Transport status

During our tests we recognised, that on the “Tunnel Details” Tab within the statistics view
is a display error as the “Local LAN:” setting is not displayed correctly. Regardless of the
configuration of the client and its settings there is no way to get the “Local LAN:” field
updated. This affects the Cisco VPN Client version 4.6 as well. The general functionality is
not reduced, since this is only display behaviour on the field “Local LAN:” used for the
Statistics view.

This field is described as follows in the Cisco Help/feature description as follows:

Cisco client help / feature description:
Local LAN Access--Whether access to your local area network while the tunnel is active is
enabled or disabled.

# YPN Client | Statistics X
] Foute Detals ] Firgwall ]
Address Information Connection Information
Clieril. 132.1658.203.16 Erliy. vidafur e lerer lest
Dever 1432500503 Time: 0 daw(s). 012,40
Byles Lryplo
Fieceived: 0 Ercryption: 165-bit 3-DES
Seril o Al licalion. HiAC-HDT
Packets Transpoit
Enzrypted 0 Tranzparent ~uneling:active cn LUOF part 1CO00
Drecryptec: 0 4D >
Dizcarded 0 Cermpiessian: Hor=
Brpazscd 28
Arzat
LCleze

Figure 1 - VPN Client Display for Local LAN settings
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4.1.2 Route Details Display

Furthermore the “Route Details” Tab is not showing entries for the “Local LAN Routes”.
This field is left empty, even the connected Networks are not shown within this field.

This field is described as follows in the Cisco Help/feature description as follows:

Cisco client help / feature description:

Local LAN Routes

The Local LAN Routes box shows the network addresses of the networks you can access on your local LAN
while you are connected to your organization's private network through an IPSec tunnel. You can access up
to 10 networks on the client side of the connection. A network administrator at the central site must configure
the networks you can access from the client side. For information on configuring Local LAN Access on the
VPN 3000 Concentrator, refer to VPN Client Administrator Guide, Chapter

Network--The IP address of the excluded route.

Subnet Mask--The subnet mask of the IP address for this route.
Secured Routes

The Secured Routes box shows the following information:

Network-The IP address of the remote private network with which this VPN Client has a security association
(SA).

Subnet Mask--The subnet mask of the IP address for this SA

# YPN Client | Statistics

Turmel Dt ........................
Local LAM Route Secured Houtes
M etk Subnet M azk | M ebwark, Subnet Mazk
19216820 2RR.2RR.2550
192.1658.4.0 2RR.2RR.2550
192.168.6.0 2RR.285.255.0
Cloze

Figure 2 - Route Details tab of VPN Client
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4.2 Import a Profile configuration File into Cisco VPN Client
4.8.00.0440

It is possible to pre-configure profiles for e.g. different user groups. Therefore the
responsible administrator can deliver different configuration profiles, which could be
imported by the user to have the correct configured and working profile available.

The administrator has to configure the needed profiles and deliver the appropriate *.pcf
files to the particular users for apply these on their used clients.

# status: Dizconnected | ¥YPN Client - Yerzion 4_8.00.0440
| Connection Entries  Status  Certificates Log Options Help
Conrect ta BTC Chl+0 \ m Cisco SYSTEMS
[Nizzonnest [Etr| e
odify Delete _
Create Shartcut
odify...
R | Tranzport I
Delete 53.85_86 IPSec/UDP
Cuplicate
Set az Default Connection Entry
Mew...
E st WPM Clignt Chrl+0 E
I
| Mat connected. | i

Profile configuration file (.pcf file) is placed in “C:\Program Files\Cisco Systems\VPN
Client\Profiles”.
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5 Connections to Different Services

You can connect to all services via the VPN tunnel; you can connect to if you are in your
local LAN.

It has to be an internet connection established and the VPN Client has to be started. If
these requirements are fulfilled you can use all applications.

5.1  Connect to MS Exchange mail server / Outlook

Due to time-outs and other problems affecting the VPN tunnel, sometimes you have to
repeat the connection procedure. The dialog boxes (displayed below) will appear. Click
Retry till you get a connection to the Exchange Server.

Connecting To Microsoft Exchange Server.

Your Microsoft Exchange Server is unavailable,

&etry | WorkOFFIine‘ Cancel |

After connecting successfully to the Exchange Server, you can use MS Outlook like you
are connected to your local LAN

& Inbox - Microsoft Outlook g@@

fle Edt Wiew Favorites Tools @ctions  Help

Fitew - & DY X GoReply fReplyto Al 4 Formard ' SendfReceive  H0Find iy - o

# Inbg

Outlook Shortcuts || Folder List x
= & Outiook Today - [Mailbox - Grzesica, Min
3 Calendar
2 Contacts
Outiook Today (3 Delsted Ttems

& Drafts

ARk
-

&

Mi20,08,2003 L., 7256
Mi20,08,2003 L., 756 B
Mi20,08,2003 1., 7256
Mi20,08,2003 L., 7946

DEDDD

uuuuu

<F3 Quthox

531 sent Items.

Tasks
- () Public Felders %

RS
oo

D

o

o)
T
g

‘®

n

22
I<

4
&
w

=

From:  Greesica, Mirnslan To:  Martin Sparwald
ubject: test7? Cci  Grzesica, Miraslar

z

i

o
g

My Shortcuts

Other Shartcuts | | ¢ ES

6 Items
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5.2 Connect to file server

If a VPN connection is established, you have to map a shared network folder on the file
server in the LAN.

The user connecting to the shared network folder must have the permissions (in the local
LAN) to connect to this folder.

Map Network Drive El

‘Windows can help you connect to a shared network Falder

and assign a drive letter to the connection so that you can
.\‘ access the folder using My Computer,
__—=
s ]

Specify the drive letter for the connection and the Folder
that you want ko connect ko:

Drive: Z

v
Folder: | Vitex0l|miroslaw v

Example: \iserverishare

[Creconnect &t logon

Connect using a different user name. Map Network Drive

Sign up for online storage o connect ko a

network server. Attempting to connect ba Yitlex01\miroslawg.
TN

Figure 3 — Mapping Network Drive for VPN Access

After the connection to the file server via VPN is established, the user is able to transfer
files between the file server and the local machine like he is connected to the local LAN.

Copying...

From o't
( ] Cancel
Figure 4 — File Transfer between LAN and local drives
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6 Logging

For more information please refer to the Cisco VPN Client’'s documentation.
6.1 Logging Client (client side)

A connection log is maintained by the client and is accessible from the ‘Logs’ menu item.

# VPN Client 4.6 (Rel) - =10] x|

Conneckion Entties  Status Certificates |Log Options Help

o, £= Disable Ctrl+E Cisco SysTems
= o
Connect e [mport

Log Settings...

- Log ‘Windows,..  Crl+L
I Connection Entry I Transport I

Engineering] Searchlog..  Cbrl+F IPSec/UDP
Save

Connection Entries IEertificates | Lo

| Mot connected. A
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The log file can be searched, saved, and printed. The level of detail recorded in the log is
controlled by the ‘Log Settings...’ option from the main menu or from the log window:

=10 %

i ¥PN Client | Log Window

Cisco Zystems VPN Client Version 4.0 (int_ 38)

Bezerwved.
Client Typeis): WinMT
Punning on: 5.0.E19%

re comhection using Ethernet

3 15:34:-40_ 656 12705702 Sew=Info,4 CM/0x631000Z&
Attempt contiection with serwer "10.10.32. 32"

4 15:34:40.658 12/05,/02 Sewv=Infosc IEE/O0xcZ00003E
Attempting to establish a connection with 10.10.32_ 32,

L 15:34:40_.636 1E/0&/02 Bewv=Infos4 IEKE/ Ox&3000013
SENDING =»» ISAKMP OAK AC (S84, KE, NON, ID, VID(Xauth)
VID (dpd), VID(Nat-T), WID(Frag), VID(Unityl)l to
lo.10.3z.3z

& 1E:34:40_ 926 12/0L5,/0Z Sew=Info,5 IEE/O0x&20000ZF
PBeceiwved ISAFMP packet: peer = 10.10_.3z.3Z

7 1E5:34:40_9Z&6 1lE/0&8/02 Sew=Info/s4 TEE/Ox&3000014
PECEIVING <<< ISAEMP 0AK AG (%i, KE, NOM, ID, HASH,
VID (Thity), VIDiXKautkh), VIDi(dpd), ¥IDiFrag), WID(?),
WID(?)y from 10.10.3Z2_.3E

8 15:34:40.9z26 12/05,/02 Sew=Info,s5 IEE/O0xe3000001
Peer iz a Cisco-Unity compliant peer

9 15:34:40_92Z6 1lEZ/0&5,0Z2 Bew=Info/s&5 IEKE/Ox&3000001
Peer supports HAUTH

Save Log Settings

Clear |

Copyright (C) 1338-F00Z Cisco Systems, Inc. All Rights

-

Cloze

F
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6.2 Connection Statistics (client side)

Statistics about the current connection are available from the ‘Statistics’. Menu option:

# YPM Client | Statistics x|

IHDute Dretailz I Firewall I

Address Information Connection Information
Clignt: 200.200.100.50 Enitry: Engineering
SErver: 101032 .32 Timne: 2 day(z], 00:31.48
Bytes Cryplo
Receved: 311360 E nroption: 168-hit 3-DES
Sent: 241656 Authentication: HMAC-MDS
Packets Transport
Encrupted: 5560 Tranzparent Tunneling: [nactive
Decrypted: HEE0 Local LAN: Dizabled
Digcarded: 55272 Compressiamn: MHaone
Bypazsed: 13530
Reszet |

Cloze |

*** End of Document ***
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