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1 Executive summary

This Appendix is in addition to the detailed document for Cisco PIX 501 VPN Concentrator
and describes the setup and update process in a detailed way with example screen shots
taken from the initial processes.

Furthermore logging and additional functionality is available in the appropriate chapters.
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2 Cisco PIX 501 Installation and Configuration (6.3)

The following description is intended for network administrators who are familiar with
networking and IP concepts. The PIX has to be integrated into the internal company
network. The PIX setup therefore has to comply with the configuration of the internal
networking. This description is intended to allow a network administrator not yet familiar
with the CISCO PIX to configure a VPN with UMTS/GPRS usage. Since this document is
only describing the VPN aspects of the PIX, no firewall setups are described and should
be addressed separately.

2.1 Initial setup

After unpacking the PIX install the device in your office environment with connecting power
supply, internal and external network connections. Connect your PC to the internal
network and enable DHCP on it. The Cisco PIX will use the internal IP address
192.168.1.1/24 and assign client IP addresses via DHCP.

2.2 Using the web-based Concentrator manager

Use a web browser to contact the PIX’s internal address (https://192.168.1.1). Make sure to
use https, not http. The PIX Device Manager requires one of the following browsers:

® A JavaScript and Java enabled browser. If these are not enabled in the browser, PDM guides you
through how to enable them. PDM uses the native Java Virtual Machine (JVM) in your browser. It does
not use the Java browser plug-in. (However, if you have the Java plug-in, it can remain installed with
your browser, but it cannot be your default JVM. If you have the Java plug-in and cannot run PDM, refer
to the troubleshooting matrix in Chapter 3, “Troubleshooting.”)

® [f you are using Microsoft Internet Explorer, be sure to use JDK Version 1.1.4. To check which version
you have, launch PDM. In the main PDM menu, click Help>About Cisco PIX Device Manager. When the
About PDM information window appears, it displays your browser specifications in a table, including your
JDK version. If you have an older JDK version, you can get the latest JVM from Microsoft by
downloading the product called Virtual Machine.

Make sure JavaScript and Java are enabled and popup windows are allowed.
Note the following when using PDM to access the PIX Firewall unit:

®  Minimum Disk Space Requirement—PDM requires a minimum of at least 4 MB of temporary disk space
to load into the browser.

® Java Virtual Machine (JVM)—PDM supports the native Internet Explorer JVM from Microsoft, and the
native Java Development Kit (JDK), a Java Plug-in. PDM Version 3.0 supports the Java Plug-in 1.3.1,
1.4.0 and 1.4.1 (recommended). Note: Java Plug-in 1.4.0 includes some JVM bugs that cause it to
display some error messages in the Java Console.
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For best results, we recommend Internet Explorer. Whatever browser and version you use,
install the latest patches and service packs for it.

If you are using Microsoft Internet Explorer, and it is necessary to disable the Java Plug-in
for your configuration, perform the following steps:

1. Click Tools>Internet Options.
2. Click the Advanced tab.

3. Inthe Java (Sun) section, clear the Use Java 2 check box.

If you are using the Java Plug-in and accessing your PIX Firewall using an IP address
instead of a host name, the performance of PDM is dramatically slower. This occurs if the
PIX Firewall host name is not in DNS or in the local hosts file.

The workaround is to assure that the PIX Firewall host name is in DNS. If you are running
Windows, and there is no DNS in your network or your DNS does not have the PIX
Firewall entry, modify the “hosts” file.

® On Windows NT, 2000, and XP, the hosts file is located at C:\WINNT\system32\drivers\etc\hosts.

® On Windows 98 and ME, it is at C:\\Windows\hosts.

Each line in the hosts file is in the format “<ip> <hostname>”". For example:
192.168.1.1 pixfirewall.example.com

2.3 Basic settings

The first connection to the PIX is done via the Start-up Wizard. Open the web page
https://192.168.1.1/startup.html to enter the Start-up Wizard.

Accept the certificate when the browser asks the respective dialog box.

In the following authentication dialog, just click <Enter> to continue. Later, you must enter
the configured admin user name and password here.

The Startup Wizard will open. Click <Next>.
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£ Cisco PIX Device Manager 3.0 - 192.168.1.1 - Startup Wizard E‘
r Startup Wizard Starting Configuration
-

Choose the starting point for the configuration on the PR

-

= Continue with the existing configuration

" Resetthe configuration to its factory default values,
P 2 -

<Back | Next= | Finish | Cancel| Help |

In the following screen, you can select whether you want to continue with the previously
setup configuration or if you want to start with the factory defaults. If you select “factory
default”, the machine resets and you will need to start again until you come to this screen

again.
Therefore, select “Continue” and click <Next>.

£ Cisco PIX Device Manager, 3.0 - 192.168.1.1 - Startup Wizard 3
P Startup Wizard Outside Interface Configuration

You will now decicde how you want to configure your outside interface. You may
- | wantto checkwith your ISP to determine which option you should use.

Speed auto -
IP Address

" Use PPPoE

The Pl will obtain its IP address from a PPPoE server if you do not
specify an [P address below. Be sure a PPPoE =erver is configured by
your |SP

" Use DHCP

The PR{will obtain its IP address from a DHCP server. Be sure a
DHCP serer is configured on your corporate netwark ar by your ISP

" Static IP Address

IP Address: | 145.253.85.183
SubnetMask | 255.2565.256.224 E|
Default Gateway: |145.253.85.161

=BackJ Mext = I Finish ] Cancel\ Help ]
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£ Cisco PIX Device Manager 3.0 - 192.168.1.1 - Startup Wizard 3
r Startup Wizard Basic Configuration

Please specify the host name forthe PR Ifvour Internet Service Provider (ISP)
requires that your host uses DHCP, you may need to enter the device name given to
| you by your ISP as your firewall Host Name

Plx Host Mame:  |rcpixa01
Darnain Name: | rte.vf-globallab.com|

Enahle Password

The Enable Password is used to administer the firewall by PDM or the
Command Line Interface (CLI).

[~ Change Enable Password

=Back‘ Mext = | Finish | Cancel‘ Help 1

Enter the host name and domain at this point and click <Next>. Now configure the outside
interface of the firewall. IP address and network parameters depend on your network
setup. For client access, make sure the machine can be accessed from the outside via a
fixed IP address or URL.

Do not enable Easy VPN Remote. Just click <Next>. Auto Update is also not configured.
Just click <Next>.

The next screen shows an overview of the PIX interfaces. You may configure all interfaces
except the one you are connected to (“inside”). Click <Next> when finished.

£ Cisco PIX Device Manager 3.0 - 192.168.1.1 - Startup Wizard 3
¥ Startup Wizard NAT and PAT Configuration

Select Port Address Translation (PAT) if you wantthe source IP to be the same
address for all outbound sessions. Select Metwork Address Translation (MNAT) if
| youwantthe source IP to use one ofthe addresses from the global IP address
pool. Select"Do nottranslate any addresses" ifyou do not want to translate the

This permits all traffic from the inside interface to the outside interface.

MAT I PAT

" Use Port Address Translation (FAT)
{< Lse

 spac s

" Use Metwork Address Translation (MAT)

<Elack| Mext = | Finish ‘ Cance\‘ Help 1
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£ Cisco PIX Device Manager 3.0 - 192.168.1.1 - Startup Wizard
I Startup Wizard .
: Startup Wizard Completed

X

| You have completed the Startup Wizard. To send yaur chanaes tathe PIX, elick
| Finish. Ifyouwant to modify any of the data, click Back

This will automatically save your configuration to flash memory.

I Launch PO afer configuting the Pk

<Eack| | Finish ‘ Cance\‘ Help 1

We don’t need NAT/PAT for clear text packets at this point. Select “Do not translate any

address” and click <Next>. Select “Launch PDM” in the following screen and click

<Finish>. This concludes the Startup Wizard.

< Startup Wizard - PIX Configuration Successful

@

You have successully configured your P The configuration was saved
to flash memaory.

(814

Next, the status screen of the PDM will open.
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2.3.1 Changing the inside interface

Click on the <Configuration> button in the tool bar. There, change to the “System
Properties” tab.

¥ Cisco PIX Device Manager 3.0 - 192.168.1.1
File Opfions  Tools VWizards Help

& m @ (=] P Cisto Ststeus

Home Configuation  Montoring Refiesh  Save Heip

Device Information Interface Status

HostName: _ rtcaixG01.rte-sloballab.com i P Aidessivask_| | Curent kog
FIx Version:  6.3(5) PDM Version : 3.0(4) TS TeaiGe 4 G 4
Device Type . PIX 501 Total Memorny: 16 MB outside 145.253.85.183727 @ down 0
License [Not Applicable] ~ Total Flash:  8MB

Licensed Features

Encryption:  3DES-AES Inside Hosts: 50

Fallover:  [Not Applicable]  IKE Peers: 1o

Max Physical M

Interfaces: Interfaces:

Select an interface to view input and outout Kbps
VPN Status Traffic Status
IKE Tunnels: 0 IPSec Tunnels 0 Connestions Per Second Usage

System Resources Status
cPu CPU Usage (percent)

W uor: 0 TCP: 0 Total: 0

Input Kbps: I Output Kops:

Used: 11887 Free: 413 Total: 16

Device configuration loaded successfully. <admin= NA(15) £8 |8 0417:59 UTC Thu Feb 16 2006

In the categories tree, select “DHCP Services > DHCP Server”. Here you can disable the
DHCP address pool, which needs to be removed before the internal address can be
changed. Select “inside” interface and click <Edit>. Deselect the “Enable DHCP server”
box and remove the pool addresses. Click <OK>. In the previous screen, click <Apply> to
download the changes to the PIX.

“¥ Cisco PIX Device Manager 3.0 - 192.168.1.1

File Options Tools Wizargs Help
Cisco Srseus
@ | @ @ @ B 2
Wome  Configuration  Horitorng | Reesh  Sawe Help )
BER KK RAERIES
pccessRules | Translation Rules | PN | Hostsietworks  System Properties |
Categories
DHCP Semer
* nterfaces
* Fallover You can ensble a DHCP server an each interface 2 Edit DHCP Server
~ Routing ;
Interface | Enabled | Address Poal Edi
inside  Yes  192168.12-192168.1128 - N
S Lease Lengm [2600 e nterface:  inside

¥ Administration

¥ Logging Ping Titneout | 750 ms

AR

4 URL Filtering Advanced.

¢ Auta Update Other DHCF Options .
 Inrusion Detection DHCP Address Poal: | to |

Enabling autoconfiguration on the outside interface causes the DHCP server to automatically
canfigure DNS, WINS and the default domain name. The values in the fields below takes
precedence over the DHCP autocanfigured values.

[ Enable Autacanfiguration Domain Name
DNS Server 1 Primary WING Server. OK | Cancel | Help
DNS Server 2: Secondary WINS Server:

v Advanced
¥ Multicast
© History Metrics

Reset

<admin>  |NA(15) @ |F 04:19:39 UTC Thu Feb 16 2006

Next, select “Administration>PDM/HTTPS” in the categories tree. Before changing the
inside interface IP address, you need to allow access to the PDM from other IP ranges.
Otherwise, the machine will no longer be manageable via PDM. select the “inside”
interface and click <Edit>. In the following dialog box enter |IP address and mask 0.0.0.0,
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which will enable all addresses on the inside interface. Finish editing by clicking <OK>.
After you returned to the previous screen, click <Apply> to download the changes to the
PIX.

- Cisco PIX Device Manager 3.0 - 192.168.1.1

File Options  Tools Wizards Help
Cisco Sstens
] @ H ?
Home  |Configuration  Mornitaring Fiehesh Save Help

WRWE (XK AERREQS

& DHCP Services

i+ # DHCP Server Interface IP Adddress \ Mask

L. ¢ DHCP Relay TNEie 19218810 223.222.200.0...... A
A Administration

- ¢ Password

Delste

- ¢ Authenticationis
- ¢ User Accounts
® Banner
¢ Console
By OHTTES
# Telnet
 Secure Shell
# Management Ac
® SNMP Server |
* ICMP
# TFTP Server
¢ Clock
* NTP

 Logging =

Device configuration Inaded successfully

Reset

MA (15)

=admin=

Access Rules ] Translation Rules 1 VPN ] Hosts/Networks SvstEmPrOpenies] Ed“ pDMﬂ.I'I—I'ps “ccess Cl:lnflguralll:ln
Categories
PDMHTTPS
- 4 Interfaces
- @ Failover —
Specify the addresses of all hostsietworks which are allowed to access . -
~ Routing tne PIX using PDMHTTPS Interface Mame: inside

IP Address: 0.0.0.0
Mask: |0.00.0
oK ‘ Cancel | Help ‘

[

2l & 04:20:58 UTC Thu Feb 16 2006

Now, select “interfaces” in the categories tree. The available interfaces are listed. Now, the
internal IP address can be changed. Select the “inside” interface and click <Edit>.

¥ Cisco PIX Device Manager 3.0 - 192.168.1.1
File Options  Tools Wizards  Help

Cisto Srsiems

& £ ] @ o 2
Home Configuration Monttaring Refresh Save Help
BRRE X XEREE G
Access Rules 1 Translation Rules 1 WP 1 Hosts/Netwarks System Properties 1

Categories

Interfaces

[l Select an interface from the table to editits parameters

~ Routing
- DHCP Services Security
i~ # DHCP Server Level

“- # DHCP Relay Ves inside 100

A dministration

* Device

# Password

® Authenticationi
® UserAccounts
# Banner

* Consale

* PDMHTTPS

# Telnet

# Secure Shell

® Management Ac
® SNMP Server  —
* ICHP

® TFTP Server

# Clack

* NTP

w Logging —
I | ;IJ

Device configuration Ioaded successfully

Enahled Mame IP Address Subnet Mask Hardwrare

19216811 266.266.266.0 ethernett

Edit

ves outside 0 145.253.85.183 255.255.255.224 ethernetd

Reset

NA{18)

<admin= EB(Rd G| 04:21:58 UTC Thu Feb 16 2008
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| Interface

Fixed Interface on hardware port ethernet1 Fropedies...

¥ Enable Interface

Interface Mame: inside

Security Level: 100

IP Address: 192.1685.18]
Subnet Mask: 256.255.255.0 E

QK | Cancel | Help |

In the following Dialog box, enter the new IP parameters for the inside interface. When
finished, click <OK>. The changed IP parameters will be shown in the list but are not yet
valid on the PIX. Only when you click <Apply>, the configuration will be stored on the PIX.
Since the change will be immediate, you will no longer be able to access the PIX via PDM,
which will be shown by a PDM error message. Do not switch off the PIX at this time;
otherwise you will lose the configuration changes.

=* Error in sending command

Errarl PDM received an error when one or more of the commands below were sent to the
PL{ [OK] means success and [ERR] means failure

[ERR]ip address inside 192 168.6.18 255.255 255.0
PDM received an error while sending this command. Click Resend and ifthe hrowser
prompt you to verify a new cedificate or to provide a usermamelpasswaord, please do so.

Ol

Nevertheless, the IP parameters were changed and the connection can be re-established
by changing the client PC network setup to fit the IP parameters of the PIX. Then re-login
via the new internal network interface IP address as web address, e.g.
https://192.168.6.18/ . (Do not use the Startup Wizard any more).
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¥ Cisco PIX Device Manager 3.0 - 192.166.6.18

File Options Tools Wizards Help
Cisto SrsTeus

] ® e B 2
Home Configuration ~ Moritaring Refiesh  Save Help A

Device Information Interface Status
(et I A s Ll e Interface P AddressiMask | Link | Gurent Kap
PlXWersion:  6.3(5) PDM version : 3.0(4) - 15568518 Oup 22
Device Type: PIX 501 Total Merory: 16 MB outsidle 1452538518327 @ down 0
License: [Not Applicable]  Total Flash:  8MB

Licensed Features

Encryption:  3DES-AES Inside Hosts: 50

Failover [Not Applicable]  IKE Peers: g

Max Physical 5 M

ITATERD8 EEEDE Select an interface fo view input and output Kbps

VPN Status Traffic Status
IKE Tunnels: 0 IPSec Tunnsls 0 Connedtions Per Second Usags

System Resources Status
cPu CRU Usage (percent)

M uck: o TCP: O Total: 0

‘outside’ Interface Traffic Usage (Kbps)

Memony (MB)
Used: 1188 Free: 442 Total: 16

Input Keps M output keps

Device configuration loaded successiully. =admin= NA(15) @ 04:27:50 UTC Thu Feb 16 2006

Now you can restrict the access to the PDM to the new address range of the internal
interface again. Click on the configuration button in the tool bar, select the system tab and
open “Administration>PDM/HTTPS” in the categories tree, as before. Enter an appropriate
IP range that shall be allowed to use the PDM. Confirm the change by clicking <OK> and
download the change to the PIX by clicking <Apply> in the previous screen.

"‘ Edit PDM/HTTPS Access Configuration

Interface Mame: inside -

IP Address: 192.168.6.0

Mask: |255.255.265.0] E

Ok ‘ Cancel| Help ‘
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% Cisco PIX Device Manager 3.0 - 192.168.6.18
File Options  Tools Wizards  Help

BRI X XEREES

Cisto Srsiems

¢ @ ® e 8 3

Home  |Comfiguration  Moniaring Flefresh Save Help

Access Rules 1 Trar\s\annr\Ru\es} VPN 1 Hosta/Netwarks Systemprupenies}

Categories
PDMHTTPS

* Interfaces -]
* Failover Specify the addresses of all hostsinetworks which are allowed 0 access
~ Rouiing the FiX using POMHTTFS:

~ DHCP Senvices
A pdministration Interface IP Address Mask

* Device nside 192.168.6.0 766.255.265.0
* Password

 Authenticaionis B

# UserAccounts

+ Banner Belety
* Console
RBFOMHTTPS
* Telnst

# Secure Shell

+ ManagementAc
 SHMP Sarver

* [CMP

* TFTP Server
 Clack L

Add

* NTP
~ Logaing
AR

* URL Fitering = Apply &

Ll

<admin= | NA(15) £B| ()] 04:28:48 UTC Thu Feb 16 2006

Now it is time to save the basic configuration permanently by clicking the <Save> button in
the tool bar. Confirm the warning with <Apply> in the popup box.

“* Save Running Configuration to Flash

& Do you want to save the running configuration to flash memoaory?

Apply Cancal

2.3.2 Routing Setup

When the Startup Wizard is used, the default route via the external interface is already
setup to the gateway to the internet. If you want to configure any other networks not routed
through the default gateway, you need to add those networks in the Routing setup. Here,

we add a static route to an additional network via the inside interface.

Click <Configuration> in the tool bar. Click on the “System Properties” tab and select
“Routing>Static Route” in the categories tree. Click <Add> to add a new route. In the
following dialog box, enter the parameters of the new route and the interface name, which
shall be used. Here, we use the inside interface.
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BRI X XEREES

* Ol f Reset

Running configuration successfully saved to flash memory. | <admin> | NA(15) 8 [/ 04:30:30 UTC Thu Feb 16 2008

% Cisco PIX Device Manager 3.0 - 192.168.6.18
File Options  Tools Wizards  Help

@ | @ @ = 9 Cisco Svsieus

Home  |Comfiguration  Moniaring Flefresh Save Help

Access Rules 1 Trar\s\annr\Ru\es} VPN 1 Hosta/Netwarks Systemprupenies}

Categories

Static Route
* Interfaces
+ Failover
4 Routing Specify static routes,

& toue, Intetface IP Address MNetmask Gateway IP ‘ Metric Add ‘
outside 0000 0000 145.263.85.161 1
i ¥ 0SPF Edit
~ DHCP Services
- Administration Delste
# Device
® Pasaword

* puthenticationia
#+ UserAccounts
@ Banner

+ Console

+ PDMHTTPS

* Telnet ml
* Secure Shell

# ManagementAc
* SMMP Server
* ICMP

* TFTP Server

Add Static Route

Interface Mame m
IP Address: |192_153.2_g
Gatewsay P |193-153-5.1
Mask: | 255,245 255.0] -]
Metric: |17
Ok | Cancel| Help ‘

Click <OK> to close the box and accept the new route. Then click <Apply> in the previous

screen. If the route needs to be permanent, click <Save> in the tool bar.

2.3.3 Local User Management

Administrators and users that shall be used as a local user data base for remote access
can be defined with the PDM also. Click <Configuration> in the tool bar. Click on the
“System Properties” tab and select “Administration>User Accounts” in the categories tree.

Click <Add> to define user name, password and access rights for the new user.
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% Cisco PIX Device Manager 3.0 - 192.168.6.18

File Options  Tools Wizards  Help
g JJ @ @ =] 9 Cisto Srsiems
Home  |Comfiguration  Moniaring Flefresh Save Help M
BRI X XEREES
socess Rules | Translation Rules | WPN | Hostsmenwsiis MEmPruner‘iesl
Categories

User Accounts
L ¢ DHCPRelay 2
a Administration

* Device

Create enlries in the PIX Iocal user database. Command Authorization on the
screen under mustbe enabled in order forthe Usar
Accounts privileges to be enforced

+ Password
User Accounts:
User Name Privilege (LeveD
enable_15 NATIE)
* Console
* PDMHTTPS Add
# Telnet

 Secure Shell ot
# ManagementAc

* SHMP Server

o lcuP Delete

* TFTP Server

+ Clock

& NTP

~ Logging

v AAR

+ URL Filteting

* Auto Update

~ Intrusian Defection| |

~ Advanced = Apply Reset
« ,

Device configuration loaded successfully <admin= | NA{15) BRG] 04:34:08 UTC Thu Feb 16 2008

¥ User Account Details

Specify the parameters for a User Account.

User Mame: |admin
Password {optional): |******

Confirm Password {optional):

Privilege Level: Admin (15) E\

{used with Command Autharization)

|

Cancel ‘ Help ‘

Click <OK> to close the box and accept the new user. Then click <Apply> in the previous
screen. If the user needs to be permanent, click <Save> in the tool bar.

2.3.4 Authentication Setup

Authentication servers are set up in the AAA category of the system properties. Click
<Configuration> in the tool bar. Click the “System Properties” tab. Select “AAA > AAA
Servers” in the categories tree. Click <Add> to add another server. In this case, we
configure a RADIUS server. Therefore, RADIUS is selected as Server Group. The
RADIUS server is reached through the inside interface. Further, IP address and shared
key are configured. Accept the values with <OK> to return to the previous screen.

© VODAFONE GROUP 2007 Page 16 of 26

Revision 3.0



VPN Concentrator
Cisco PIX 501

"" Add AAA Server ﬁl

Server Group IRADIUS vl
Interface Mame : Iinside vl

Semver P Address |192.168.6.12

Key |r1 t2c3

{ Key length is up to 127 characters. )

Tirneout : |5 seconds

OK | Cancell Help |

# Cisco PIX Device Manager 3.0 - 192.168.6.18 1ol x|
File Fulec @earch Opfions Tools Wizards  Help
Cisco Ststems
] m @ =] ?
Hame Configuration Manitaring Refresh Save Help .

R R KX XS

bucess Fules | Translation Fules | YPN | Hostaietworks  System Properties |
Categories
ARA Setvers

* Interfaces

* Failover

- Rouing Specify AAA Servar(s)

= DHCF ervices

- ServerGroup | Interface | ServerIP Address Key [Timeout ]| A
< iy RADIUS inside 87166612 Titaes g

Edit
Delete
Bt

-  URL Filtering

+ Auto Update

¥ Intrusion Detection

W Advanced

~ Mullicast
- # History Metrics

Apply, Reset
e iy
admin NA(15) EB 3140813 CEST Tue Feb 21 2008

Make sure that the respective group, in this case RADIUS, is set up as the authentication
means, when configuring the VPN client setup.

2.4 Advanced settings

Since we are doing IPSec over an address translation we need to enable IPSec NAT-
Traversal. Further it is necessary to enable “Keep Alive” telegrams.

Click <Configuration> in the tool bar. Click the VPN tab. Select “Administration>User
Accounts” in the categories tree. Now select “VPN Wizard” in the “Wizards” menu in the
menu bar.
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* Cisco PIX Device Manager 3.0 - 192.168.6.18

File Rules Options  Tools

es Use the Rules menu, the taolbar, or the right mause buttan to acd, edit or delete rules.
* Tunnel Policy.
A KE
i~ @ Falicies
* XAuthiMade Car
# Pre-shared Keys
B} ¥ Certificate
A Remote Access
* Cisto VPN Clieh
# LITPPPTP Clier
= & |P Pools
@ VPN System Option:
# Easy VPN Remate

Piside |Remate Side : [ ”
£t Nk |Hosihiarers | Somiee | Tuml Poiicy

ik [

. - Reset

<admin=  |NA(15)

Startup Wizard Cisto SvsTeMs
T
Home  [Configuration  Monic Save Help
BRE N X XA E G
AccessRules | Translation Rules VPN 1 Hostsilietworks | System Propeties |
GCategories
IPSec Rules
A |PSec

Show Detail
* Transform Sets || :

£3  |B12:56:17 CEST Thu Feb 16 2006

= VPN Wizard
¥ VPN Wizard VPN Wizard

Welcome ta the WPR Wizard. This wizard will help vou create site-to-site WPNs
which can be used to securely connect this PIX to anather VPN device, or remote
access WPNs which can be used to securely connect mobile users and

telecom

muters to this Pl

Selectthe type of VPN
" Site to Site VPN

 {Femote Arcess VPN

Selectthe interface onwhich the VPN will be enabled:

outside a7

‘ Mext = | I Cancel| Help |

Select “Remote Access VPN” as the VPN type and select the outside interface to be the
VPN-enabled interface. Click <Next>. Select the Cisco VPN client 3.x or higher as your

VPN client. Then continue with <Next>.
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VPN Wizard &)
¥ VPN Wizard Remate Access Client

With this wizard, you will canflaure the PIX as the VPN head-end or a5 an Easy VPN
Server to which your rernote access users and rermote devices will terminate their
WPN connections. Please selectthe type of VPN clientdevice to be used by your

& Cigco VPN Client, Release 3.x or higher
ar other Easy WPN Remote product

" Cisca VPN 3000 Client, Release 2.5/2 6
" Microsoft Windows client using PPTP

" Microsoft Windows client using L2TP

=Eauk‘ Mext = 1 ] Caﬂcel‘ Help J

# VPN Wizard 3]
¥ VPN Wizard VPN Client Group

The PIX allows vou to group remote access users who are using Cisco VPN
Clients or other Easy WPN Remote products. The attributes associated to & group
will he downloaded to the clients/devices that are part of a given aroup. The same
group name should be configured within the remote clientidevice to ensure the
appropriate group attributes are downloaded. The group passward is a pre-shared
keyto be used for IKE authentication.

Group Name RTC

Authentication

* Pre-shared key (Group Password)

Group Password. A
Reenter Pagsword e

" Certificate

=Eauk‘ Mext = 1 ] Caﬂcel‘ Help J

Setup the group name and select the authentication type. Here we use a group password.
Enter it and then click <Next>. Enable Extended Authentication by checking the box and
Select the AAA Server group. You can select either TACACS+ or RADIUS as external
authenticators or LOCAL to use the internal user data base.
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T 5
Extended Client Authentication

Extended Authentication, also referred as 3auth, enables the PIXto use an AAA
server {0 authenticate remote access users. In order to use this feature, you need to
define an AAA server group which has the AAA authentication server(s) to he used
bythe PIX. Use the "New " button to define a new AAA server group and AAA server
ifone doesnt already exist. To manage all other A%A setlings, use the AR menu
itern on the System Properties tab from the main PDM window.

[¥ Enable Extended Client Authentication

Extended Au forgroup RTC

AAA Server Group:

™ A44 server uses ane-ime passward

[Use LOCAL when setver graup fails

=Eauk| NEX"tL leshl Caﬂcell Help |

. x|
This screen allows you to add new users to a local usernameipassword database
used to authenticate users. To maintain this database, from the main POM window,
go to the System Properties tab panel and select Administration=User Accounts

from the lefi-hand menu tree.

Username:

IJDMT Username Privilege (Level)

enable_15 NA15)

Passwaord (optional) M tea?:jﬁr NN:(SEQ)

lmi piiey A (5]
Remove

Reenter Password (optional)

lr

Privilege Level

Monitar Only (3) B

=Eauk| Mext = | Finigh | Caﬂcell Help |

When local is selected, you can modify the local user data base after clicking <Next>.
Alternatively, if selecting TACACS+ or RADIUS, the server must be configured in the
System Properties, Category “AAA>AAA-Servers”.
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* VPN Wizard &)

¥ VPN Wizard Extended Client Authentication

Extended Authentication, also referred as Kauth, enables the PIXto use an AdA
server to authenticate remote access users. In orderto use this feature, you need to
define an AAA server group which has the AAA authentication server(s) to he used
bythe PIX. Use the "Mew.." button to define a new AAA server aroup and AAA server
ifone doesnt already exist. To manage all other AAA setlings, use the ARA menu
itern on the System Properies tak fram the main PDM window.

IV Enable Extended Client Authentication

Extended Authentication far group RTC

AAR Server Group: RADIUS = (YR

I~ A4 server uses one-time passward

= Back J Mext =

st ] Caﬂcel‘ Help J

After selecting the authentication method, the address pool used in the clients must be
entered. You can select either an already defined pool or enter a range in the dialog.

Continue by selecting <Next>.

% VPN Wizard [
VPN Wizard

x

User Accounts

This screen allows vou to add new users to a local usemarmerpassword database
used to authenticate users. To maintain this database, from the main PDM window,
oo to the Systern Properties tab panel and select Administration=User Accounts
fromn the left-hand menu tree

Usemame:

lmhnT Username Privilege (Level)
enable_15 NA(15)

Add == test MNA (3

Password (optional) —Q e;d:ﬂ?ﬁr NA (s 5))

lim pijey A {5)
Remove

Reenter Passward (optional):

Privilege Level

Monitar Only (3) EI

<Elack| Mext = | Finish | Cancell Help |

- | x|
VPN Wizard Attributes Pushed to Client (Optional)

Atributes vou configure below will be pushed to the WPN client when the client
connects to the PIX Ifyou do notwant an attribute pushed to the client, simply leave
the field blank.

Atfributes defined for group RTC

Frimary DN Server:

Secondary DNS Server:

Primary WINS Server. 192168.210
Secondary WINE Server,

Default Domain Name: tteat-globallab.com

<Elack| Ne>d>,\| Einish | Cancell Help |
Lol
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Next, the attributes, like DNS server, WINS server and domain that will be pushed to the
client are configured. Continue by clicking <Next>.

In the next two screens, the encryption method for authentication and encryption are
defined. Continue by clicking <Next>.

|
IKE Policy

VPN Wizard

Please specifythe encryption algarithm, authentication algorithm, and
Ciffie-Heliman group that are used by the P when negotiating an IKE security
assaociation . Since the two parties have to agree an the algarithms in order to talk
to each other, make sure the configuration of the other party is the same as the PIX.

Encyption 3DES |

Authentication MD3

DH Group Group 2 (1024-hiy =

=Eauk| Nex1=,\| Finigh | Caﬂcell Help |
ol

x|

Transform Set

Please specifythe encryption and authentication algorithms used by the IPSec VPN
tunnel. Since the two parties must use the same algorithms to talk to each other,
make sure the configuration of the other parly is the same as this PIX. This
assumes the usage of ESP. Ifyouwantto use AH, you can change it [ater using the
WM 1ah from the main POM windo,

Encyption 3DES |

Authentication MD3 -

=Eauk| Nex1=,\| Finigh | Caﬂcell Help |
ol

In the next screen, split tunnelling can be configured. If split tunnelling is desired, the
networks which are entered into the list are the only networks transferred encrypted. All
other networks will be allowed on the internet. Leave the checkbox to enable Split
Tunnelling unchecked and click <Finish>. The wizard will generate all necessary entries
and generate the IPSec Rule. Save the data to the PIX to make it permanent.

Note that split tunnelling is NOT recommended as it is a security vulnerability, but we
cover it here for completeness.
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£ ¥PN Wizard 5‘

By default, the PIX hides the internal network from outside users by Network Address
Translation (MAT). You can make exemptions to NAT so thatthe real address of the whole
| or part ofinternal network is exposed to remote users who have heen authenticated and
protected by WPN. Leaving the selection list blank implies the whale netwark behind the
inside interface will be exposed to remote VPN users without NAT.

-HostiNetwork Exernpted From MAT -

Hosthetiark
Selected:

& |P Address " Name  Groug

Interface: inside -
>
I address: 0.o0o
o
Mask: 0.00.0 B
Browse ..

™ Enahle splittunneling that allows the remote user simultaneous encrypled access to
resources defined ahove and unencrypted access to the Internet

=Eauk| Mext = | leshl\l Caﬂcell Help |
Lo

& Cisco PIX Device Manager 3.0 - 192.168.6.18 -10fx1
File Rules Zearch Opfions Tools Wizards Help

g @ @ @ (=] @ Cisto Srseus

Home  |Configuration  Menitoring Refresh Save Help
BE AKX X EREG

AscessRules | Translation Rules VPN | Hostsetworks | System Properties |

IPSec Rules

Use the Rules menu, the toalbar, or the right mouse butian to add, edit or delete rules

B P Sec Rules
7 Show Detail
i ¢ Transform Sets

A KE
# | Action |FEHE [ e Senice  Tunnel Palicy
i Polities

i # XAuthMode Gon 1
£ are

protect ANV RTCI in outside:dynamic-20
192.168.171.0/24

- Remate Access
£ & Gisca YPN Clien
£ ® LZTPIPPTP Cliet

e P Paols
# PN System Option:
© Easy VPN Remote

Bl | i
Apply Reset
0l | X
Device: configuration loated succe ssiully. admin NA(16) Zalkd B 13:19:02 CEST Tue Feb 21 2006

2.5 IKE keep alive

The Keep Alive is configured in the IKE policy configuration. Click <Configuration> in the
tool bar and then select the tab “VPN”. From the categories tree, select “IKE>Policies”.
Here, in the General Information part, the following check boxes must be checked:

e Enable NAT Traversal

e Set Keepalive & Retry values

Set the NAT-Keepalive value to 60 seconds to get a stable connection over the usual
3G/GPRS networks. Set the Keepalive value to 30 seconds and the Retry value to 20
seconds.

Unfortunately, data compression is not supported on the current version of the PIX 501.
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3 Configuration of Split Tunnelling

Split Tunnelling is supported and will be negotiated within connection phase by server
push. The user cannot override server settings.

Enabling or disabling split tunnelling can be configured in the Group properties. All users
assigned to this group will use this setting.

Note that split tunnelling is NOT recommended as it is a security vulnerability.
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4 User Management and Profile Handling

Integrated user management and external authentication server such as RADUIS, SDI,
NT- or AD-Domain are supported. You can choose it in the Configuration / System / Server
/ Authentication menu.

The connection profile is for the first time locally configured. After connecting to the PIX the
profile will be updated automatically each time the Client connects. The Client application
offers the possibility to import this profile.

Cisco VPN Client 4.8.00.0440

# status: Disconnected | YPN Client - Yerzion 4.8.00.0440
| Connection Entriez  Statuz  Certficates Log Options Help
Connect ta RTC Chrl+0 \ % Cisco SvsTims
[Maconnest [Etr{+
odify Delete
Create Sharkcut
kadify...
i | Tranzport |
Delete 53.85.86 IPSec/UDP
Duplicate
Set az Default Connection Entny
Mew...
Exit WPM Client Clrl+0 E
|
| Mot connected. | 7

Profile configuration file (.pcf file) is placed in “C:\Program Files\Cisco Systems\VPN
Client\Profiles”.
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5 Logging

Event logging is available on the Monitoring / Filterable Event Logs screen. This screen
shows the events in the current log file, lets you filter and display events by various criteria,
and lets you manage the event log file.

*** End of Document ***
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