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Is it safe?

How mobility is driving a new corporate 
security agenda.
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Security on the move:  
do you know where your 
information is right now? 

Mobile working and cloud services are 
opening up new avenues for organisations 
and employees, improving competitiveness, 
enhancing productivity and contributing to 
greater workforce satisfaction. 

But, as the number and type of devices used 
within a workforce grows, so do the risks, 
from data loss or theft of sensitive corporate 
information to governance issues surrounding 
data protection. This is of particular 
importance where third-party data and 
intellectual property are at stake. 

There is a also a growing need to  
demonstrate compliance with regulatory 
requirements. For example, the European 
Commission published its cyber security 
strategy1 in February 2013, while plans for 
a new directive on network and information 
security are in the pipeline. 

This directive, and others like it around the 
world, will place an increased obligation on 
organisations to adopt risk management 
practices and to report major security incidents.

Given this ongoing expansion of the mobility 
landscape and the security challenges 
posed by mobile working, businesses need 
to safeguard their communications using 
advanced tools and services that combat risk, 
boost productivity and reduce costs. 

Ultimately, they need a comprehensive,  
cost-effective mobile security strategy.  
It must be capable not only of monitoring  
and managing every device in the mobile 
estate (as well as the information they hold on 
the device) via apps and internet browsers,  
but also of ensuring the security of  
networks and connections.

Tablets, smartphones and laptops are transforming the way the world  
does business. As a result of this transformation, emerging security concerns  
are prompting one unavoidable question: how can organisations control and  
track the increasing flow of data in and out of their doors?
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Mobile Security and Your Business

Such rapid growth isn’t really surprising. 
Businesses like mobility because it boosts 
productivity, increases flexibility, enables faster 
decision-making and improves workforce and 
customer satisfaction. 

Employees like it because it gives them the 
freedom to work wherever they are, using cutting-
edge technology, without being tied to a desk.  
But, as with any new and disruptive technology,  
the transition period can pose challenges.  
What are the key drivers and trends?

Enterprise buy-in
Businesses are embracing the shift to mobile 
working. Globally, almost 90 per cent of 
IT departments enable a “bring your own 
device” (BYOD) policy in one form or another4. 
Across the European Union, 48 per cent of all 
enterprises provide portable devices for some 
or all of their staff. This proportion rises to 88 
per cent in the case of large enterprises5.

The post-PC world
Tablet sales soared in 2012, with more than  
50 million units shipped in the last three 
months of the year, an increase of 75 per 
cent on the last quarter of 2011. By contrast, 
PC shipments fell during the fourth quarter 
of 2012 – the first time this has happened in 
more than five years6. 

Smartphone adoption
Fundamental change is also reshaping the 
global handset market. More than 700 million 
smartphones were shipped in 2012, an 
increase of 44 per cent on 2011. 

Smartphones accounted for more than  
45.5 per cent of all mobile phones sold  
in the last quarter of 20127, the highest 
proportion ever. Worldwide smartphone  
sales are forecast to hit one billion in 20138.

Data volume and velocity
Mobile data is exploding. In 2012, global 
mobile data traffic grew 70 per cent and  
the trend is set to continue, with a  
compound annual growth rate in data  
flows of 66 per cent predicted over the next 
five years. Not only is the amount of data 
traffic soaring; it’s also moving faster than  
ever. Average worldwide mobile connection 
speeds doubled during 2012. Connection 
speeds are forecast to rise sevenfold by 20179. 

Cloud services
Proliferating cloud applications are playing  
a significant part in the shift to mobile  
working. These include everything from  
video applications to productivity and 
collaboration tools that help mobile workers  
to get the job done wherever their work takes 
them. About 75 per cent of mobile traffic is 
cloud driven. This is forecast to reach 84 per 
cent over the next four years10.

Big data to go
The combination of big data and advanced 
analytics means it’s easier than ever to create 
and share powerful visualisations. Mobile 
devices such as tablets are the perfect 
platform presenting these insights to 
customers and colleagues. 

 Whether they’re being used on the factory or 
shop floor, at a trade show or in the boardroom, 
mobile devices – and tablets in particular –  
hold the key to bringing data to life.

BYOD
Consumerisation – the process of consumer-
led technological innovation – is one of the 
hallmarks of the new mobility landscape. 
BYOD is one of the best-known characteristics 
of the emerging order, with employees taking 
IT provision into their own hands with devices 
that meet both personal and business needs. 
But the trend doesn’t stop at devices: 
employees are increasingly bringing their own 
apps to work (BYOA) as well – and using them. 

Choose your own device (CYOD)
CYOD represents a halfway house between 
unconstrained BYOD and top-down provision 
of company devices. CYOD schemes operated 
by businesses allow employees to select a 
mobile device from a range of company-
approved products. CYOD has the advantage  
of tipping the balance of power back towards 
IT departments, as well as boosting employee 
satisfaction with a wider choice of devices.  

The new mobility landscape:
there are more than one billion 
mobile workers worldwide2 
More than a quarter of employees depend on personal mobile 
technology to do their jobs and this proportion is rising all the time: 
each week, the mobile workforce grows by nearly two million. By 2015, the 
mobile worker population is expected to reach 1.3 billion3.
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WHERE ARE THE RISKS?

Data stored on the device
Smartphones and tablets are an attractive target 
for thieves – not only because there’s a ready 
market for stolen devices, but also because the 
data held on them is valuable. Increased storage 
capacity exacerbates the risk: tablets store up 
to 128Gb of data and smartphones up to 64Gb. 
Even entry-level handsets are capable of storing 
in excess of 4Gb on board. 

Remotely held data
Mobile devices act as bridgeheads to corporate 
systems and cloud applications. A smartphone 
or tablet in the wrong hands could be an open 
door to critical back-office systems.

Data in transit
Data flowing to and from mobile devices via 
insecure communications channels, 
particularly public Wi-Fi hotspots, is vulnerable 
to interception. All mobile data, including data 
transmitted over cellular networks, is 
vulnerable unless it is encrypted.

HOW ARE DATA LOSSES TRIGGERED?

Theft of mobile devices 
This remains a primary concern and it is a 
growing problem worldwide. In the UK, for 
example, mobile phone theft has leapt by  
about 25 per cent since 2010, with more  
than 7,700 phones reported stolen every  
month during 2012. 

This could be just the tip of the iceberg: more 
than 40 per cent of adults did not report the 
theft of their mobile phone to the police during 
this period11. The chances of recovering a stolen 
mobile device are slim, with only one per cent 
reunited with their owners. 

Accidental loss of mobile devices
This also exposes businesses to significant risks. 
A tablet or smartphone left on a train or in a 
restaurant may never be recovered. A recent 
research project revealed that 96 per cent of 
lost smartphones were accessed by the person 
who found the device, with 83 per cent 
accessed for business-related apps and 
information12. Even if a device is returned, there 
is a high risk that security will have been 
compromised. This is because the only way the 
device can be identified in most cases will be to 
delve into emails, contacts or apps held on it. 

Discarded devices
This presents a less obvious, but nonetheless 
significant, threat. The average phone is used 
for just 18 months. When a phone is no longer 
needed by its owner, it may be consigned to 
gather dust at the back of a drawer, sent off for 
recycling, sold on or handed down to family or 
friends. But there’s a very real risk that any data 
held on it – or links to corporate back office 
systems – can be accessed by anyone getting 
hold of it. And unlike phone theft, the original 
owner is all too often unaware that there’s a 
problem until it’s too late.

Mobile security:
where do the risks lie for an 
increasingly mobile business?
Mobile devices are part of a complex data ecosystem. When a tablet 
or smartphone is lost, stolen or hijacked, data across the entire 
enterprise is put at risk. As devices become more powerful, more diverse 
and more numerous – and as the volume of data grows – so do the threats.
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Malicious software – malware
An increasing concern, cybercrime is now 
mobile enabled, with hackers enlisted to  
target confidential mobile data. Attacks are 
characterised by growing professionalism.  
The number of advanced persistent threats – 
sophisticated attacks designed to steal  
specific data and to cause targeted damage 
– are increasing rapidly.

As well as stealing sensitive corporate data,  
a growing proportion of malware is designed  
to steal money. Toll fraud – in which victims 
are unwittingly charged for premium SMS 
services – accounted for nearly two-thirds  
of applications-based threats in the second 
quarter of 2012, with the proportion  
doubling in six months13. 

Because a mobile device does not have to be 
lost or stolen for malware to be implanted –  
and because malware operates in the 
background – users are seldom immediately 
aware when a device is hijacked.

Unsecured connections
Communications channels that are not secure, 
such as public Wi-Fi, expose sensitive corporate 
data to the danger of interception and theft.  
The number of locations providing public Wi-Fi 
has increased dramatically in recent years; 
hotels and airports provide the perfect 
opportunity for hackers to set up fake Wi-Fi 
access points. There are also potential dangers 
around the short-range wireless capabilities of 
mobile devices, which include channels such  
as Bluetooth, NFC (near-field communication) 
and RFID (radio-frequency identification).  

MOBILITY VIEWPOINTS

Stakeholders in the mobile universe all 
have different security requirements –  
so who needs what?

 The C-level executive
Budget holders and C-level directors 
want to boost revenue and increase 
workforce satisfaction through mobility. 
They also often love using cutting-edge 
technology and working on the latest 
gadget. But there can be no compromise 
on data security: corporate secrets must 
be safeguarded wherever teams are 
operating. Senior executives also need to 
be confident that their mobile operations 
are compliant and that the security 
provided is robust and cost-effective.

The IT manager
Safe, secure and compliant operations 
are the number-one priority for the 
IT department, so corporate data and 
devices must be protected and monitored 
round the clock, with rules and policies 
applied by default. IT managers also need 
to consolidate and simplify management 
of the increasingly complex mobile estate, 
and to reduce operating costs without 
putting the brakes on BYOD or restricting 
CYOD options. 

The mobile worker
Employees want the freedom to work on 
personal mobile devices wherever they are. 
That means being constantly and securely 
connected, without the need to worry 
about threats from malware, spyware and 
intercepts. It also means they don’t want 
any limits imposed on the performance of 
the device – if an employee is using a new 
iPhone but can’t use it for personal apps or 
email under corporate policy, that device is 
unlikely to be used. 

Security measures and policies should 
be transparent, so there’s no impact on 
productivity or privacy. Employees don’t 
want to worry about losing devices and 
data. They also need to be confident  
that work and personal data are kept 
separate, so “dual persona” devices are  
an essential option. 
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Finding the right support:  
where do you turn for answers?

The mobile landscape continues to evolve, so it’s difficult for companies 
to predict what devices their employees will be using, or will want 
to use, six months or a year down the road. Without expert assistance, 
securely managing mobility can be a real challenge. 

Companies opting for a multiple-platform 
strategy without the support of an expert 
external partner will need to manage a range of 
heterogeneous back-end systems, with separate 
in-house enterprise servers for each platform.
 
The software and hardware for each platform 
requires continuous maintenance and upgrades  
if it is to remain secure. And every mobile device  
in the corporate constellation must be individually 
licensed against its enterprise server. There’s also  
a need to stay on top of rapidly proliferating cyber 
threats including malware, spyware and viruses. 

Cyber threats are soaring: Kaspersky Lab 
identified more than 35,000 malicious  
Android programs in 2012, six times the 
number found in 201114.

Evolving compliance requirements must  
also be addressed. Future policies, like the 
European Commission’s proposed directive  
on network and information security15 are 
likely to lead to a much greater focus on 
deploying the right level of security across  
the communications estate, with a particular 
focus on threat management.  

Then there’s the question of meeting 
workforce expectations. BYOD is all about give 
and take. Employees want the opportunity to 
use their own mobile devices to support them 
in the work they do – but this doesn’t mean 
that they’re willing to hand over complete 
control of personally owned devices to 
employers. Companies may need to create and 
control a secure environment or “container” 
within each device to support secure dual use.    

Achieving all of this without external support 
can be fraught with difficulties. IT departments 
may find themselves stretching existing staff 
to the limit, or having to bring in extra 
employees with the risk of spiralling costs and 
complexity. As a consequence, some large 
enterprises offer support for only a single 
mobile operating system, thus limiting their 
ability to get the most out of BYOD.  



 7

Mobile Security and Your Business

Safeguarding your enterprise:
strengthening data protection  
with end-to-end services
Managing mobile security means being able to control of every facet of your 
communications ecosystem without draining IT resources or disrupting  
the employee experience. This means being able to control not only every  
mobile device in the estate, but also the connections they make.

An effective security portfolio should give 
businesses complete control of their business 
communications, providing protection against 
data loss and cyber threats, and helping to 
build a competitive edge while maintaining 
cost-effectiveness. 

Ideally, such security strategies should support 
any combination of devices using any operating 
system, making it easier and safer to support 
employees who want to bring their own devices.

1. WEIGH UP THE RISKS
Better mobile security is not only a question of 
better technology. It’s also a question of 
evaluating risks ahead of time and putting the 
right policies in place. 

Businesses should assess and identify the 
security risks associated with any planned 
changes to mobility infrastructure, evaluating 
existing control mechanisms and identifying 
any significant gaps relative to the corporate 
risk profile. The key is to identify current 
vulnerabilities and anticipated threat types. 
This includes an assessment of who might 
attack and how an attack might be carried  
out, its likely impact and what control 
mechanisms can be put in place to counter 
new and emerging threats.

 2. PROTECT AND CONTROL ALL OF  
YOUR DEVICES
When a device is lost or stolen, it is essential 
that the person who finds it cannot gain access 
to the data and links stored on board. An ability 
to wipe devices remotely, removing all data 
and traces of the user’s identity, is vital. 

The challenge is to monitor and protect  
all devices based on the company’s mobile 
security policy, including smartphones and 
tablets, no matter what the operating system 
is or whether it’s the business or the employee 
who owns the device. 

IT departments should be able to audit device 
contents and keep them up to date without the 
need to need to physically recall individual 
devices. They should be able to install new 
applications and remove unwanted programs, 
configure email accounts and secure devices 
with local password protection and data 
encryption. Critically, businesses should be able 
to lock the device and wipe all data remotely 
the moment it is reported missing. 

Some organisations adopt BYOD models  
where mobile devices in the organisation  
have two distinct profiles: one for business 
applications and data, the other for personal 
use. It’s important to keep this “dual persona” 
in mind when implementing a mobile security 
plan. IT departments should be able to deploy 
applications, enforce security policies and, if 
necessary, lock, wipe or remove the business 
profile – but not have any impact on the 
phone’s personal profile or data.

3. MAKE THE RIGHT CONNECTIONS
Data is at its most vulnerable when in transit to 
and from mobile devices. Businesses need tools 
that protect against attacks and interceptions. 
They also need to be sure mobile workers are 
using devices safely and responsibly, so tools are 
needed to ensure that mobile browser usage is 
aligned with corporate policy. 

At the same time, it’s essential that any 
solutions they implement support compliance 
with current and future legislation on data 
protection and cyber security.

It’s a big ask – it can involve scanning traffic  
to and from your company’s mobile devices, 
no matter where in the world they are being 
used, and establishing a secure virtual  
private network on each device every time  
it connects to a network – be it 2G, 3G, 4G, 
mobile broadband or Wi-Fi. Data would have  
to be encrypted, making it resistant to 
interception. And such secure connections 
need to happen automatically, with no  
action required on the part of the user. 
Otherwise, you can’t guarantee it will work. 

Businesses also need to be careful to enforce 
web browsing and filtering policies via black lists 
and white lists. These can be based on 
categories (gambling or violence, for example) 
or specific URLs. Access can be easily fine-tuned 
to meet business requirements, with rules 
tailored to individuals or groups of users.

It’s a matter of providing ongoing proactive 
cyber security, blocking malware, viruses  
and botnets to combat the risk of infection. 
New and emerging threats need to be 
monitored and identified, so businesses  
can be confident that their data is being  
kept safe around the clock. 
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“Businesses must take intelligent responsibility for the growing 
threats to their communications environment. By doing so, they 
will fulfil their duty of care to shareholders, employees and 
customers, ensuring that they keep their valuable information 
safe and remain compliant with external expectations, wherever 
their workforce is operating.”

Vincent Geake, head of secure mobility & new ventures, 

BAE Systems Detica (Vodafone’s global security partner)
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