
The customer

A high-end fabric furnishings, wall coverings and 
interior design business with majority of sales in 
America and presence in Europe. 

The challenge

The company has a small in-house IT department. 
The main security concern is centred around 
the perimeter of the corporate network and any 
vulnerabilities. In part, because of the public-facing 
element, the public IP and the CPE is administered 
in-house as a department.

 

PENETRATION  
TESTING 
SECTOR: RETAIL 

I would recommend the service for any business that has a concern or question as to the vulnerability 
of their external network. It was a good, useful service and the report we received was thorough.  
The subsequent opportunity to discuss any vulnerabilities found is something that needs to be done 
when significant changes are implemented.
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How we helped them

Why choose us?

Fit for the future protection

We have deep, integrated partnerships with market-
leading security specialists, continually monitoring 
threats in real time, 24/7.

The solution

With Vodafone’s Managed Security Services team, we delivered 
our Penetration Testing service - an in-depth manual test, which 
simulates an actual attack by applying the ‘path of least resistance’ 
principle. The test exploits any identified flaws to demonstrate 
their impact. These flaws are then prioritised for remedial actions 
in the final report.

The Penetration Test typically covers all devices connected to 
the network, such as: 

• Switches, routers, firewalls, proxies, load-balancers, VPN 
concentrators, hypervisors, virtualised environments, voice 
gateways, Wi-Fi and wireless infrastructures

• Operating systems (Windows, Linux, MacOS, Unix and 
derivatives)

• Servers (web, email, VDI, ERP, Active Directory, LDAP, databases, 
DNS, etc.)

Deployment

We were selected due to our expertise in networks and security, 
along with our ability to discover and discuss vulnerabilities, and 
offer remediation and fixes to ensure the customer’s network is fit 
for purpose. Vodafone security solutions are simple and easy to 
implement.

Benefits for the customer

The results highlighted and reaffirmed to the business any known 
risks in their network, and that they are now working with us 
around the mitigation of these risks – specifically the migration of 
the company’s on-premise exchange environment to Exchange 
Online and Office 365.  

How we helped them

Proven to protect

We connect over 150 million IoT devices across 190 
countries and have over 30+ years of experience in 
providing security services and solutions, supported by 
1,300+ cybersecurity specialists.

Security simplified

Single supplier for all your security needs 
- one bill, all in one place. Simple to 
implement.
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