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1.1 Introduction

Two-factor authentication (2FA) is a second layer of security to protect an account or system. Users
must go through two layers of security before being granted access to an account or system.

2FAis enabled as a mandatory authentication option for all user accounts. For the first-time login process,
user account needs to linked to a TOTP (Time-based One-time Passwords) generator app. Google
Authenticator is suitable for iOS/Android/windows and is a recommended authenticator app, but most

standard 2FA apps can be used. Below sections explains step by step process setting up 2FA on the server
and clients.

Please note that the journeys may slightly differ depending on how your administrator has set up your
account.

1.2 Setting Up Two-factor authentication (2FA) on the
server

TIP:Make sure
the password
meets the
password

criteria shown at
Log in using credentials provided by your Click confirm to begin to change your password. Change your password by entering current and a the bottom of
administrator. If password changeis not required skip to step 4. new password twice.

the page.

TIP:You can use many authenticator apps
with Vodafone Business Surveillance. If you
do not currently use one, we recommend
downloading Google Autheniticator from the
Google playstore or iOS Appstore.

Note these single use back up codes and close Either scan or select manual entry and then Click confirm to begin to set up your two-factor
the set up process and continueto log in. enter the OTP that your application provides. T authentication:

TIP: Options caninclude
google authenticator seen
with manual entry or VIP
Symantec which is shown
with the scanner.

Open your authenticator app on yourmobile and Yourare now successfully
5 e o checkthe latest OTP listed, type this passcode in - e logged Y
Log in using your credentials. here and click next. =

TIP: If you can not do this,
you can use one of your

single use back up codes
by clicking back up code.
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1.4 Setting up Two-factor authentication (2FA) on Mobile

Client

TIP:Unless
provided
differently during

onboarding this
surveillanceserver.

TIP:This should
only appear agai
the sever key

changes, you can

check the server

TIP:Thisis only
needed if the
administrator has
enforced a
password change
onthe first log in.
Make surethe
password meets
the password

TIP:You can use many
authenticator apps with
Vodafone Business

L g T e Surveillance. If you do not
iot.vodafone.com key with the admin entering the currently use one, we
if unsure. Pr— recommend downloading
Google Autheniticator
from the Google
| Clickyestobegin _ playstore or i0S Appstore.
setting up2FA.

Click “add a system™ and =

Verify the server key ==
enter the server address.

and click continue.

! Change your password by entering "
current and a new password twice.

TIP: Options caninclude
google authenticator seen
with manual entry or VIP
Symantec whichis shown
with the scanner.

Click send a link via
email foran easier set
up, however if not skip

to step 8 using your

mobile browser and
choose manual entry.

-
Return to the mobile

client to continue tolog
in.

Either scan or select manual
Note these single use back up entry and then enter the OTP

codes that your application provides.

Send an email to
your desktop to
continue.

Log inusing your
credentials.

1.5 Mobile Login

TIP:Use your
devices multi-

tasking feature to
flick between apps.

P AN B oe =
@ A%m =

Two-factor authentication required
Enter the password

Home +
- i ONLINE -
Password Please enter the one-time passcode <P Assets A-Z Q) >
FEATURES  ASSET sTATE
Em audio-demo Online
m] Bodyworn-London Online
) ¢
m GLASGOW-HD-S600 Online
A Ipaso-sz20 Online
- m Liteye Online
Use a backu de CANCEL
[} VF-Global-HQ-01 Online
1 2 3
ABC DEF
GHI JKL MNO

Open yourauthenticator app
and check the latest OTP Yourare now su_ccessfully
listed, type this passcodein logged in.
here and click next.

Log in using your credentials.

TIP: If you can not do this,
you can use one of your
single use back up codes by
clicking use a backup code.
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1.6 Setting up Two-factor authentication (2FA) on Desktop
Client

TIP:TI only
needed if the
administrator has
enforced a

TIP:Unless
password change
onthe firstlog in.
Make surethe
password meets
the password

provided
differently during
onboarding this is
surveillanceserver.

iotvodafone.com “Thi
TIP:This should criteria above
) . only appear again if entering the
the sever key password.
changes, youcan

check the server
keywith the admin
if unsure.

Verify the server key and click Change your password by entering Glick to openthe linkina web

Log in using credentials -
continue. current and a new password twice. S

Click “add a system™ and
provided by your administrator.

enter the server address.

TIP: You can use many
authenticator apps with
Vodafone Business
Surveillance. If youdonot
currently use one, we
recommend downloading
Google Autheniticator
from the Google
playstore or i0S Appstore.

TIP: Options caninclude
google authenticator seen
with manual entry or VIP
Symantec whichis shown
Return to the desktop 4 Clidus e b Either scan or select manual
client to continueto log Note these single use back up entry and then enter the OTP
in. codes that your application provides.

Log inusing your
credentials.

NN

Open your authenticator app on your mobile and
Log in using your credentials. check the latest OTP listed, type this passcode in
9 9y . here and click next.

TIP: If you can net do this,
you can use one of your
single use back up codesby
clicking use back up code.
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