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1.1 Introduction 
Vodafone Business Heat Detection Ultra Duo and Ultra are designed to be used within a controlled 

environment. The following document outlines suggested use of the system. 

 

1.2 Heat Detection Kit 
Vodafone Business Heat Detection can be used to identify individuals with an elevated surface skin 

temperature. The designed use and operation of the kit is important to consider and outline to align the 

process across your organisation.  

 

1.3 Deployment Suggestions 
The following section lists various suggestions to optimise the deployment of the VBHD system; laid out as follows: 

• General. 

• Dual Head Camera1 

• Black body Temperature Reference Sensor2  

• Typical Deployment Scenario. 

 

1.3.1 General 
✓ The system should be deployed indoors in a relatively stable ambient temperature. 

✓ Any quick changes in temperature will impact on the black body’s ability to regulate its surface 

temperature. This will have an impact on the accuracy of the system. 

✓ Should there be no alternative to deploying the System outdoors, then protection from the 

environment - i.e. container/tent - should be implemented. 

✓ Avoid areas that have high temperature objects in the Camera’s Field of View, if any are present, 

utilisation of the Software’s Shielding Tool will negate their impact. 

✓ Avoid placing directly at an outside entrance, personnel shall walk through a channel first before 

screening. This will allow enough time to reduce the outside conditions impact of their skin 

temperature.  

✓ The system should have necessary signage surrounding the system to inform users of the kits 

capabilities. 

 

1.3.2 Camera2 
The Camera should be deployed 2 to 5 metres from the people to be screened. Please note that if a person 

is detected within less than 2 metres, this will result in very high temperature readings and thus triggering 

false positives, so it is advisable to close off the area from people at 2 metres. 

For best performance, the camera should be approx. head-height of the people to be screened; this will 

minimise the angle of incidence from the camera to faces. 

 

 
1 For Ultra, it’ll be a Single head (Thermal) camera, and for UltraDuo it’ll be a Dual head (Thermal and Daylight) Camera 
2 Applicable only for UltraDuo 
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1.3.3 Black Body Temperature Reference Sensor3 
The black body should be deployed towards the top of the Field of View (FoV) of the camera in an area that 

will not be obstructed.  

It should also be deployed as close to the screening range as physically possible i.e. if the screening range is 

4 metres the black body should be deployed 4 metres away from the camera.  

Avoid areas with high air flow. This may impact on the black body’s ability to maintain its set regulated 

temperature. 

1.3.4 Typical Deployment Scenario 
Figure 1 illustrates a typical layout allowing optimisation of the deployed system, with associated notes 

below that. Distance from the camera should be around 2-5 meters and the red lines show the partition for 

supposed movement. 

                 

Personnel Movement.   The above deployment includes a directed channel 

that the individuals must walk through.  This ensures a compliant pose when 

walking towards the camera, whilst also providing time for the individual’s skin 

temperature to stabilise thereby reducing the impact of the outside 

environment. 

 

Camera Placement.   The Camera Guide Belt (Rail) ensures personnel cannot 

get too close to the cameras as any measurements closer than the desired 

range will not be accurate.  Any measurement too far away will read lower than 

actual temperature - any too close will read higher, both scenarios potentially 

raising false alerts. 

 

Black body Placement3.   The black body should be deployed within the 

camera’s Field of View and at above head height - as shown at Figure 2. 

                                                                                                                                                                            

 

 

 

 

 
3 Applicable only for UltraDuo 

Figure 1: Deployment example 

Figure 2: Black 

body placement 
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1.4 Privacy Guidance 
 

 

  

 

 

Requirement 

Lawful Basis:  You must ensure that you have lawful basis to collect the data related to the heat detection service (i.e. legitimate 

business interest). 

Legitimate business interests: A legitimate business interest assessment to be completed, if relying on this as a lawful basis.  

Consent: If consent is going to be used as a lawful basis, this needs to be clear, informed, freely given, unambiguous and 

confirmed with an affirmative action. A record of this consent must also be maintained.  

Special Category Data: Creating a record that an individual has a high skin temperature might be considered health data and in 

turn special category or sensitive data. A secondary lawful basis might need to be identified to process this data which may be 

“consent” or for the “purposes of employment” (if allowed by local law). If relying on employment purposes it needs to be verified 

by local employment lawyers that a legal obligation exists to allow the processing.  

Transparency: It needs to be clear that the technology is being used and therefore placed in a prominent position. For example, a 

heat detection camera could be placed in a reception area and individuals asked to walk through the area to be scanned or 

handheld thermometers are used to physically point the tool at users, so they are aware the temperature is being taken.  

Thermal detection cameras can sometimes be particularly covert, and effort must be taken to ensure it is transparent to 

individuals these are installed.  

Signage: Signs need to be displayed in areas where the technology is being used especially in areas where the placing is 

particularly covert. These signs must list the processing activity, data being collected and contact details of data controller. For 

example, if a heat detection camera is being used then a sign like CCTV signage should be put up in the surrounding area. You 

might need to comply with CCTV and surveillance camera code of practices applicable in your local market.   

Privacy notice: A specific privacy notice should be drafted to inform individuals on how their data is going to be processed and 

should comply with the minimum standards for a privacy notice.  

Minimisation:  The Data Controller should refrain from keeping any records related to temperature checking in order to remove 

the risk of not complying with data protection obligations. Heat Detection kits should be used in real time as people enter the 

facility. 

The system is intended to be used as a step in identifying whether people have an elevated skin surface temperature and not as a 

test for COVID-19, or any other health condition or disease.  

Retention: If any records are kept you should ensure you have a lawful basis to keep this data and only kept in line with strict 

retention periods and for as long as is necessary. 

Security: Security assessments should be conducted, and security controls implemented for example data access monitoring and 

encryption. 

Individual Rights: Processes should be defined to allow individuals to access the data stored or allow them to request deletion of 

the data. 

 

At Vodafone Business we want to make sure 

that you are aware of and prepared for 

privacy issues that relate to using a skin 

temperature detection service on your 

premises. 

Local laws and regulations will take precedence, the requirements 

listed below are purely for guidance. You should take your own 

legal advice in considering the correct approach for your business 

and market. Keep up to date with any developments in your local 

laws and regulations, as well as with the advice of your local data 

privacy and protection regulator. 
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1.5 Vodafone Business Surveillance Set-Up 
Vodafone Business Heat Detection offers a unique ability to connect to our Surveillance platform in order 

to remotely view footage and alerts on demand. 

 

1.5.1 Server 
The Vodafone Business Surveillance, VBS, server’s front end is the admin portal, which is used to manage 

your Heat Detection kit/s and any other encoders from other VBS products which are within the domain. 

The admin portal is to be used by your Business Administrators but is also where your users can access to 

update their details and view the information on the server.  Your domain is managed and controlled by 

your Business, if you require additional support for this please see the following user guides within the 

support area, within resources, or contact support:  

- Server User Guide 

- Advanced Server User Guides 

Groups 

A group can hold any number of encoders and users. Adding a user allows them to be assigned a role 

within the group which grants them that level of access to all encoders within the group. This is 

particularly useful for multi-site deployments and can be used to limit access across your domain, 

configure alerts & manage maintenance.   

Groups are created through the “Groups” page and creating groups, where the user can choose the group 

name and a description for the group. Groups can be managed by the domain administrator or other 

administrators that are assigned to that group.  

 

Figure 3 

Figure 3 shows an example of how groups can be used. Here we have grouped users and locations in 

separate groups. The left-hand number shows the number of users within the group – this can be useful 

when setting up alerts; for example, you want maintenance alerts to be sent to a different set of users to 

the encoder threshold alerts. The right-hand number on the group shows the number of encoders that are 

linked to that group, that those users have permission to access. 

 

https://surveillanceserver.iot.vodafone.com/
https://cloud-apps.vodafone.com/apps/54691/vodafone-business-surveillance#!overview
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Encoders 

Encoders show the individual Heat Detection kits on your domain. Managing encoders has other features, 

however the main use for the Heat Detection kit is the ability to create alarm rules. 

You must have at least one IP camera alert per encoder for the remote alerting feature to work. It is 

recommended to set up this alert the following way: 

1) Go to the encoder you want to create the alarm on and under lifecycle management click “Alarm 

rules”, shown in Figure 4. 

 

Figure 4 

2) Select “Create alarm rule” from the right-hand-side panel, shown in Figure 5. 

 

Figure 5 

3) Enter a Name for the alert, shown in Figure 6. 

 

Figure 6 

4) Select “alarm trigger”, shown in Figure 7. 

 

Figure 7 

5) Select “IP camera alarm”, select the first video feed,4 in this case “ETS_Screening_Software,” and click 

“Add”, shown in Figure 8. 

 

Figure 8 

6) Select “Add action”, shown in Figure 9. 

 
4 Only one video feed with Ultra 
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Figure 9 

7) Select “Start recording”, select “Duration”, change minutes to 0 and change the seconds to how long 

you want the alert to record for using the drop down, shown in Figure 10. 

It is recommended to keep this between 5-15 seconds in order to watch the clip and the person entering and 

leaving the scene after triggering the alert.  

 

Figure 10 

8) Using the drop down, change the pre-roll duration to the number of seconds you want the recording 

to save before the measurement triggering the alert, recommended to be 5 seconds and select “Add”, 

shown in Figure 11. 

 

Figure 11 

9) Select “Add notification”, shown in Figure 12. 

 

Figure 12 

10) Select “Alert system users or groups”, shown in Figure 13. 

 

Figure 13 
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11) Select the group name where the encoder sits or the individual users that should receive the alert. You 

can then manage the users by clicking on the (x) on the user or group, shown in Figure 14. 

 

Figure 14 

12) Type a simple alert title and message, click the tags to personalise the message using the dynamic 

content that is captured by the encoder and click “Add”, shown in Figure 15. 

It is recommended to add the encoder name within the alert and keep it the alert message short. 

 

Figure 15 

13) Select “Save”, shown in Figure 16. 

 

Figure 16 
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Other uses of alarm rules can be used to 

add additional actions when an IP camera 

alert is triggered or to set up maintenance 

alerts which is done through the 

environmental alarm rule. Additional 

features of encoders on the server 

include remote rebooting when there is a 

streaming issue, controlling the time 

zone, scheduling actions and other video 

settings, these can be found within the 

server guides. 

To configure/set up the encoder you should 

use secure connect through the VBS client or 

the encoder web management which can be 

accessed through plugging the ethernet 

cable that goes into the laptop into another 

laptop and using a web browser, typing in the 

encoders IP address, 192.168.1.103, as 

standard. 

 

 

 

Users 

Users are managed on the domain by the Business’ Administrators. These administrators should be given 

standard administrator permissions across the whole domain. Administrators are created during staging 

from the order requirements, further users should be created by those administrators once access to the 

domain is granted. The following recommendations can be followed related to users: 

- Only grant access to the platform to those users that need to access the footage remotely or need to 

manage the platform. 

- Only grant individual named users access. 

- Do not grant permissions within the user’s page unless you want to grant them access to the whole 

domain, instead use groups. 

- Follow a similar naming structure for usernames; if a username is unavailable add a number to the 

name. Usernames should be unique across all VBS customers for security & auditing purposes. 

- Only use the standard user or standard administrator roles. 

- Only apply one role to a user (if promoting, remove the standard user role). 

 

1.5.2 Clients 
The Vodafone Business Surveillance clients are used to view footage on demand or following an alert 

through the archived footage stored on the encoder. It would be recommended for users to use their 

individual account log ins on their own devices. This is an added security layer into the server access. If a 

shared device such as a tablet is being used to access the client a log in will need to be created to an 

individual’s 2FA application.  

 

Figure 17: Recommended Threshold alert 
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www.vodafone.com/business  
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