
 1 

  

Vodafone Business 

Surveillance 
User Guide 

 Server 



 Vodafone Business Surveillance – User Guide 

C1 – Public Page 2 

Contents 

 
 Introduction          4 

 

 Surveillance Server Landing Page        7 

 

 Access Control Security Guidance        8 

 

 Organisational structures within Vodafone Business Surveillance Server   9 

 

 Roles and permissions         10 

 

 Groups           14 

 Managing groups         14 

 Group details page         14 

 

 User Accounts          16 

 Suggested Username generation        16 

 Managing Standard users         16 

 Locking or Unlocking user settings on server-wide level     17 

 User details page         17 

 User settings          19 

 

 Encoder           20 

 Managing encoder accounts        20 

 Online encoder configuration options       22 

 

 Alarm Management         23 

 Introduction          23 

 Creating Alarms          23 

 Scheduled Actions         25 

 Contact Preferences         26 

 Monitoring Alarms         27 



 Vodafone Business Surveillance – User Guide 

C1 – Public Page 3 

 Device Status          29 

 Status and diagnostics page        29 

 

 Video           30 

 PTZ settings          30 

 Audio settings          30 

 Recording settings         31 

 Storage devices          31 

 

 Technical configuration         32 

 



 Vodafone Business Surveillance – User Guide 

C1 – Public Page 4 

 Introduction 

Vodafone Business Surveillance Server is a software application that sits on a publicly 
accessible machine, as a point of contact for Vodafone Business Surveillance encoders 
and viewers. It is responsible for receiving the video from each encoder and 
redistributing it to each viewer.   

Vodafone Business Surveillance server is a web-based administration console that primarily allows customer admins 

to enrol and manage devices (i.e. encoders) and users. 

Vodafone Business Surveillance Server can be accessed via this URL.  

https:// surveillanceserver.iot.vodafone.com/  

If the Vodafone Business Surveillance Server PC or network has a firewall enabled, ensure that port 9443 is opened. 

The management portal operates over the secure HTTPS protocol and all communication between the web browser 

and Vodafone Business Surveillance Server is securely encrypted.  

On loading the page, a log-on screen is presented. Enter the default username and password 

 Two-factor authentication (2FA) 
Two-factor authentication (2FA) enabled as a mandatory authentication option for all user accounts. User account 

needs to linked to a TOTP (Time-based One-time Passwords) generator app. Google Authenticator is suitable for 

iOS/Android/windows and is a recommended authenticator app, but most standard 2FA apps can be used.  

 Initial login  

 User’s account will be created by the administrator and they will receive an automated email asking to 

Complete account verification by clicking on Verify account button. 

 

 Once, the Verify account button is clicked, they will be 

asked to set a new password (as per policy). In which 

the username field will be auto-filled and the user will 

have to type in their New password & Confirm the new 

password.  

 

Vodafone Business Surveillance server password 

requirements:  

a) Must not be the same as the username. 

b) Must have a minimum of 8 characters. 

c) Must have a maximum of 32 characters. 

d) Must not have been used within the last 270 days. 

e) Must contain a non-alphanumeric character.  

Example: #@! 

f) Must contain a number. 

g) Must contain an uppercase character. 

h) Must not contain a run of more than 2 identical 

characters. 

i) Must not be based on common words or use common 

character substitution (e.g. Pa$$w0rd) 

 Click Submit to save the new password. If the password does not meet one or more of the requirements, the 

respective error messages will appear. The user can retry creating a password. 

 



 Vodafone Business Surveillance – User Guide 

C1 – Public Page 5 

 To comply with security and privacy measures, the user on their first login will 

have to authenticate themselves using a QR code. You can use many 

common authentication apps with Vodafone Business Surveillance. If you do 

not currently use one, we recommend downloading Google Authenticator. 

 

 Using your chosen authenticator app, scan the QR code. A 6-digit number will 

be live for a short-fixed period of time.  

 

 Enter the code into the required field and click verify before it expires. The 

codes are cyclically automatically generated and terminated. 

 

 There is also an additional option to 

manually enter the QR code into the 

authenticator app to retrieve the 6-digit code. 

 

  Once the 2 factor authentication code is verified, the user will be 

directed to the backup codes step. 

 

 For ease of access, some backup codes are provided which the user can 

save. So that if the user loses access to their 2FA app they can log on with 

these single-use codes. 

 Download codes option is available if the user wants a text file version. 

 Click Close to login. 

 

 Subsequent logins 

 User logins into the Vodafone Business Surveillance system using 

their Username/E-mail. If their password has expired or has been 

requested to change by the domain administrator. Then the user will 

have to follow the create password process. 

 The user will be re-directed to provide the 6-digit authentication code 

screen. From previously scanning the QR code, the authentication app 

will remember this domain and auto-display codes. Hence, a QR code 

will not be displayed after the first-time login. 

 If the user does not have access to an authenticator app. They can 

enter back-up codes saved in their initial login process. 

 

 Backup Code Login 

For a user who has lost access to their chosen authenticator app, they would need to log in to Vodafone Business 

Surveillance Server to reset their 2FA configuration: 

 User logs in into the Vodafone Business Surveillance Server using their Username/E-mail and Password. 

 When prompted for the 6-digit pin, the user clicks ‘back up code’ link 

 They will now be prompted for a recovery code 

 Once verified, they will be warned they have X codes left. 

 On the landing page, click the icon in the top right to take you to My settings. As there are limited number 

of backup codes, it is recommended to reset the 2fa process so you can use the one-time code from now on. 

 In My settings, you can reset the 2fa process, as explained in the Initial Login section above. 
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 Forgot Password 

 User clicks on Forgotten your password? in the Vodafone 

Business Surveillance Server login page 

 When prompted for E-mail, user enters the E-mail and clicks 

on Submit button  

 A message is displayed informing that the user will receive an 

e-mail with instructions on how to reset the password or 

contact their system administrator 

 User will receive an automated email asking to Reset the 

Password by clicking on Reset Password button. 

 Once, the Reset Password button is clicked, the user will have 

to follow the create password process. 
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 Surveillance Server Landing Page  

 Users (Viewers) 

Once the user has logged in they will be presented 

with the domain landing page. The UI is split into 

three main areas (shown by three main circles): users, 

encoders and groups. The user should have “viewer” 

access rights. 

The landing page gives an overview of each area. For 

awareness, it displays the major information for each 

section. E.g. the active, unlicensed encoders against 

the total.  

To gain more information they can click on each area. 

The users’ area is where all the users, and their details, 

on the domain are visible. Whereas, groups is where 

you can observe all the groups and identify which 

group(s) you are assigned to. The encoders area 

display all encoders and their details. Also, displays 

their status. These areas are explained in detail in the 

following sections.  

 Administrators 

Administrators have higher authority 

rights; hence, their landing page will have 

more options.   

Administrators are responsible for 

creating the encoders and assigning a 

password. Additionally, for ease of use, 

there is the option to bulk create 

encoders with the same password. Once 

the encoders are created, you will need 

to assign a license to them. (More details 

in the encoders section).  

Administrators are also permitted to 

create groups and assign entities to 

them. Tailoring to your needs, 

add/remove the relevant users and 

encoders to groups as required. Encoders 

are only visible, on the client, to users in 

the same group as them 

In the user’s section, all users are visible. 

There is the option of creating users. It is recommended to insist the user to change their password after first login. 

(More details on creating users and configuring roles in the User Accounts section.)  

In the Configure this Domain sub-section, a new maintenance rule can be created for the chosen alert to notify 

users.  
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 Access Control Security Guidance 

The provision access by the Domain Admin needs to manage three key events: 

 New account provision 

 Required changes to account provision 

 Removal Account 

To prevent security breaches, correct roles & permissions control need to be imposed across the users.  Role-based 

access control (RBAC) is a common method of restricting access to a system based on the roles of individual users 

within a domain. RBAC lets authorised users of the system have access rights only to the information they need to 

perform their jobs and prevents them from accessing information that does not pertain to them, or their job function. 

RBAC design is based on the management of three key attributes: 

 Capability:  Who has the ability to undertake tasks e.g. Read, Write, Edit, Delete, Print etc. By convention, 

referred to as the “role”. 

 Functionality: Generally managed via menu-based options and features within the system design, typically 

enabled based on user role 

 Visibility: Restriction of access to specific data, based on role definitions and/or other context sensitive 

controls e.g. restriction of access to data by data attribute, for example “where customer = “ACME Co”. By 

convention, referred to as “privileges”. 

In Vodafone Business Surveillance allowing the users the correct capability, functionality and visibility across the 

encoders is carried out by groups (more details in the Groups section). Groups is the RBAC mechanism deployed on 

the domain for the ease of administrators. Domain administrators have the responsibility of giving users the correct 

capability/functionality/visibility for their role.  
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 Organisational structures within Vodafone 

Business Surveillance Server 

Vodafone Business Surveillance Server offers a number of 

organisational structures to allow administrators to segment their 

servers into logical groupings and manage different operational needs. 

Encoders 

An encoder is an entity (that can be a hardware device or a software 

package) that can publish services within Vodafone Business 

Surveillance, including live video streams, edge video recording, alarm 

triggers, location data. 

Users (Standard Users - Viewers) 

A user is an entity (including viewing clients or third-party integration 

tools) that accesses Vodafone Business Surveillance in order to 

consume a service from an encoder. 

Administrators (Standard Administrators – Admins) 

A special type of user who has access across the domain, all encoders 

and users within the system. With higher permission rights, they can 

configure the domain’s settings.  

Domains 

All encoders and users must exist within a domain. A domain is a segmented area within Vodafone Business 

Surveillance Server where all encoders and users are only visible to other users within the domain.   

When creating alarm rules, users can send notifications to any other user within the domain. 

Groups 

A group is a mechanism used to simplify role and permission management.  Domain administrators split encoders 

into categories to tailor to their business needs. Rather than assigning the encoders individually to users. It groups 

the encoders and users together, to give users access to them. 

Server

Domains

Domain  1

Administrator

Group1

Encoder

User

Group2

Domain  2
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 Roles and permissions 

 Introducing Role-based access control 
Vodafone Business Surveillance Server based on industry standard best practice, called Role-based Access Control 

(RBAC) to regulate users’ access to the server, groups and encoders. Rather than assign individual permissions to a user 

on a case-by-case basis, it is first necessary to create a Role that contains all the desired permissions for a user, and 

assign that role to a user.  

The permissions within Vodafone Business Surveillance Server fall into three different categories: 

 Server permissions 

The ability to manage the server, including managing domains, server settings, backup/restore and role 

editing 

 Account management 

The ability to create/edit/delete groups, encoders and users 

 Encoder usage 

The ability to control how encoders are configured and used within viewing clients 

Each category has several sub-categories, each of which contain many granular permissions for each sub-category.  

The following table outlines the different categories, sub-categories, and number of available permissions within each. 

Role 

Contains one or more permissions from the following… 

Server permissions 

(Server-wide administrators only) 

Account management 

 

Encoder usage 

 

Domain management 

3 permissions 

User role management 

3 permissions 

Server configuration 

8 permissions 

Backup/restore database 

3 permissions 

Encoder firmware 

2 permissions 

Manage group accounts 

3 permissions 

Manage encoder accounts 

4 permissions 

Manage user accounts 

7 permissions 

Viewing client permissions 

19 permissions 

Accessing edge recordings 

4 permissions 

Configure streaming parameters 

3 permissions 

Encoder configuration 

11 permissions  

Encoder maintenance 

2 permissions 

 

There are four built-in roles (that can’t be modified or deleted): 

 Standard Administrator - Users within the Customer organisation performing admin tasks. These roles has 

permissions within Account management and Encoder usage 

 Standard User - – Users within the Customer organisation performing standard tasks. All permissions within 

Encoder usage (except Encoder configuration and Encoder maintenance) 

Note: Creating new roles in the platform is restricted to server administrator roles and not recommended without 

product owner approval.  

 Creating a custom role 

Creating new roles in the platform is restricted to server administrator roles and not permitted without product owner 

approval.  
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 Assigning roles to users and defining the role scope 

Once a role has been selected for a user, the second decision an administrator must make is to decide the scope the 

user has access to.  There are four possible scopes: 

 A specific domain – assigning a user a domain-wide role will grant them the appropriate permissions on any 

encoder/user/group in the specified domain. 

 A specific group of encoders – to limit a user to only using/administering a group of specific encoders 

 A specific encoder – to limit a user to only using/administering one specific encoder 

For example, the following table describes the effects of assigning a user one of the built-in roles (Server Administrator, 

Domain Administrator, Encoder Administrator or Viewer) to each of the different scopes (Server-wide, a specific domain, 

and a specific group/encoder): 

 Role Scope Examples 

The user is given the following permissions based on the following scopes… 

Role 
A specific domain A specific group or encoder 

Standard 

Administrator 

All permissions in the Account 

Management and Encoder usage section 

on… 

 

 any encoder/user in the domain 

All permissions in the Account 

Management and Encoder usage section 

on… 

 

 the specified group/encoder 

Standard User 

Can perform any viewer permission on… 

 

any encoder in the domain 

Can perform any viewer permission on… 

 

 the specified group/encoder 

 
 Assigning a user role to a specific domain 

When to use: There is a requirement to provide a user, within a specific domain, a level of access (for example 

account management) to all groups/encoders/users within that domain.   

From the domain’s homepage select the Users icon to display a list of 

users within the domain. To view an existing user’s details, including 

their assigned role(s), click on their name.  To create a new user, use 

the Create user menu option and enter a name and password – this 

will then display the new user’s details. 

 

The user’s detail page will display their communication preferences and 

the role(s) they have been assigned. 

To add or change any domain-wide role, click the roles icon in the 

Domain Wide Access section (which may indicate that no roles are currently applied).  
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This will open the Manage user roles page which will display the user’s existing 

roles.   

The bottom section of the page lists all the roles available on the system, which 

can be assigned to the user by using the plus icon. 

The middle section of the page lists the roles assigned to the user. To remove a 

role, use the delete icon. 

To view the permissions a role will grant, click on the role’s icon. This will display 

a summary of the role, where it is possible to drill down into each role’s 

categories and the individual permissions within. 

It is possible to assign multiple roles to a user, which creates an additive effect 

granting the user all the permissions contained within each role. 

 
 Assigning a user role to a specific group 

When to use: There is a requirement to provide a user a level of encoder access to a specific group of encoders 

within a specific domain. 

This is the preferred method of assigning roles and permissions for users who predominately configure or 

view video from encoders, as it limits access to only the encoders contained within the group. 

Step 1 - If necessary, create the user and encoder accounts for the encoders/users. 

Step 2 - From the domain’s homepage select the Groups icon to display a list of groups within the domain. Either 

select an existing group, or use the Create group menu option and enter a name and description – this will then 

display the new group’s details. 

 

The group’s detail page will display any existing encoders and 

users in the group.   

Use the In this group list box to toggle between showing 

encoders and users in the group. 

Step 3 – Use the Add encoder to group menu option to select 

the desired encoder accounts to add to the group. 

 

 

Step 4 – Use the Add user to group menu option and select the user. 

It is possible to assign multiple roles to a user, which creates an additive effect granting the user all the permissions 

(applicable to encoders) contained within each role. 

Repeat Step 4 to add each user to the group.  

 

 Assigning a user role to a specific encoder 

When to use: There is a requirement to provide a user a level of encoder access to an individual encoder 

within a specific domain. 

While it is possible to provide access to individual encoders it is the least flexible method of managing roles.  

Using groups to manage roles allows for easier ongoing management of users and encoders. 
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Step 1 - From the domain’s homepage select the Encoders icon to display a list of encoders within the domain. 

Either select an existing encoder, or use the Create encoder menu option and enter a name and password – this will 

then display the new encoder’s details. 

 

The encoder’s detail page will display a number of configuration icons 

within the Encoder configuration section, varying on encoder model 

and online/offline status.   

Step 2 – Use the Directly configured access icon to display the list of 

groups and users who have access to the encoder. 

Step 3 – Use the Add user to encoder menu option to select the existing user to grant access. 

The user must already exist – if not return to the domain home page and create a new user first. 
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 Groups 

Vodafone Business Surveillance Server can utilise groups 

for improved and simplified roles and permissions 

management.  A group can hold any number of encoders 

and users, where adding a user allows them to be assigned 

a role within the group which grants them that level of 

access to all encoders within the group.  

For example, if there is a building with five encoders 

(providing video surveillance) and a number of security 

guards who must be provided access to those encoders 

there are two ways to provide the security guards access: 

Without groups, it is necessary to assign each security guard the appropriate viewing permissions to each encoder 

individually.  When a new guard is hired, they too must be given five permissions (one to each encoder), and if a new 

encoder is added to the building it is necessary to find each security guard’s account and individually grant them 

permission to view the new encoder. 

With groups, it becomes considerably simpler to manage, as a group is created to hold all the encoders and all the 

security guards.  When adding a new security guard to the group they are granted one viewing permission, to the 

group, meaning they have access to all encoders within the group.  When a new encoder is added to the group, all 

security guards are immediately granted the same level of access. 

An encoder and user can be added to multiple groups – in the example above a security guard may have permission 

to access encoders across multiple buildings by being a member of multiple groups. 

 Managing groups  
From the domain homepage click the Groups icon to open the groups page, which lists all groups in the domain and 

provides the ability to create a new group using the Create group menu option. When creating a group, it is possible 

to enter a description which will be displayed as a subheading underneath the group’s name. To open the details 

page for the desired group, select the appropriate item from the list. 

 

It is also possible to search for the group from the domain homepage, by entering part of the group’s name within the 

search box.  The page will then find all assets (groups, encoders and users) within the domain that match the search 

string.  Select the desired group from the search results to go directly to the detail page for the group. 

 Group details page 
The group details page displays the group description (if set) and the list of all users that have been added to the 

group. 

To view the encoders added to the group use the In this group list box to switch between displaying the encoders 

and users in the group. 
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 Managing users in a group 

 To add a user to the group: 

Use the Add user to group menu option to select the user to add to the group.  After selecting the user, the 

second step is to assign a role to the user to grant the appropriate permissions to the encoders in the group.  

 To view a user’s role(s) and permissions: 

The user’s role(s) is displayed below the username.  To view the flattened permissions this grants within the 

group click the eye icon . This will show a permissions browser which outlines the permissions within the 

role. 

 To change a user’s role(s): 

Use the pencil icon  to modify the user’s role(s).  

Tip: Removing all roles from the user will allow the user to remain in the group, but will not provide the user any access to the 

encoders in the group.  This can be useful to create a notification-only group, where membership of the group is only used to 

determine who receives alarm notifications from the alarm management system. 

 To delete a user from the group: 

Use the cross icon  to delete the user from the group. 

 Managing encoders in a group 

 To add an encoder to the group: 

Use the Add encoder to group menu option to select the encoder to add to the group.  Adding an encoder 

to the group will immediately grant all users access to the encoder with the same permissions their roles 

provide (to all other encoders within the group). 

 To delete an encoder from the group: 

Use the cross icon  to delete the encoder from the group. 
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 User Accounts 

Vodafone Business Surveillance Server employs strict security rules, ensuring that before any user can connect to the 

server they have the appropriate login credentials to the server - there is no concept of guest or anonymous usage 

within Vodafone Business Surveillance.  Once created a user account can then be granted a level of access (e.g. a 

specific domain) and permissions to access resources within that level (e.g. Encoder Administrator). 

There are two kinds of users: 

 Standard Administrators 

These users have server-wide access, and if given the appropriate role, can perform: 

o Domain management 

o Group, Encoder and User Account Management 

o Encoder configuration 

 Standard Users (Viewers) 

These users have specific access within a domain, and if given the appropriate role, can perform: 

o Monitoring groups and encoders. 

Given the domain-wide access granted, in normal operation it would be expected to create a limited number of 

Administrators.  Normal users should be created within a domain, and only granted access to the required encoders 

or account management permissions. 

Note: SMS is disabled on the server and hence the feature will not work. 

 Suggested Username generation 
 While creating a new User, if the Admin enters an already 

existing Username, then the Vodafone Business Surveillance 

Server will indicate that the entered Username isn’t available & 

should suggest alternate Username.  

 

 When the suggested alternate Username is clicked, it should be 

displayed in the Username field, and the Administrator shold be 

able to continue with the new user creation.   

 

 

 Managing Standard users  
From the domain homepage click the Users icon to open the users page, which lists all users in the domain and 

provides the ability to create a new user using the Create user menu option. When creating a user account, it is 

possible to enter a description which will be displayed as a subheading underneath the user’s name. To open the 

details page for the desired user, select the appropriate item from the list. 

 



 Vodafone Business Surveillance – User Guide 

C1 – Public Page 17 

It is also possible to search for a user from the domain homepage, by entering part of the user’s name within the 

search box.  The page will then find all assets (groups, encoders and users) within the domain that match the search 

string.  Select the desired user from the search results to go directly to the detail page for the user. 

 Locking or Unlocking user settings on server-wide level 
From the server homepage click the User settings icon under Advanced Server Settings to open the user settings 

page which lists all user related settings across the server. In order to change Password settings on server wide level, 

click on Password settings -> Edit user password settings for the server. 

 

In the resulting screen, click on the hyperlinked padlocks to change the settings on server wide level. 

 

After making the necessary changes, click Submit button to change Password settings on server wide level.  

Note: When the padlock exists, the feature is locked on a server level and can not be changed by the customer. 

 User details page 
The user details page displays the: 

 user’s description (if set)  

 contact preferences 

For domain users, it also displays: 

 a list of roles granted to the user on specific groups 

 a list of roles granted to the user on a domain-wide 

basis 

The Edit account menu option should be used to change 

the user’s password and description, while the Edit options 

menu option allows editing of an account’s login options – 

these can include: 

 disabling the account 

 forcing the user to change password on next login 
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 Setting contact preferences 
The contact preferences are used by the server when the user is the recipient of a notification from the alarm 

management system.  The server will send a notification to each 

enabled contact method: 

 Email 

If enabled, the user will receive an e-mail to the supplied e-

mail address. 

 Push notifications 

A user with an iOS or Android device who connects to the 

server using Vodafone Business Surveillance Client will 

automatically be registered for push notifications on that 

device. Selecting the Push notifications icon will display 

every device registered to receive notifications for that user – 

the device will continue to receive notifications for as long as 

the app is installed. 

 Un-tick devices to disable devices if required – for example if 

the user has changed or lost a particular device. 

 Managing a user’s roles and permissions 

The bottom section of the user details page, lists the Groups section displays the roles granted on a group basis 

(signified by the group icon  ), and on an individual encoder basis (signified by the encoder icon  ).  

 See “Assigning a user role to a specific group” section on the following page. 

It is also possible to add a user directly to a group from the user detail page using the Add to group menu option. 

It is security best-practice to only provide the minimum level of access required to any user.  It is recommended to 

only provide domain wide access to users who are required to manage the accounts within a domain, and to use 

groups to provide access to users who use and manage encoders. 

 Assigning a user role to a specific group 

When to use: There is a requirement to provide a user a level of encoder access to a specific group of encoders within a 

specific domain. 

This is the preferred method of assigning roles and permissions for users who predominately configure or 

view video from encoders, as it limits access to only the encoders contained within the group. 

Step 1 - If necessary, create the user and encoder accounts for the encoders/users. 

Step 2 - From the domain’s homepage select the Groups icon to display a list of groups within the domain. Either 

select an existing group, or use the Create group menu option and enter a name and description – this will then 

display the new group’s details. 

The group’s detail page will display any existing encoders and 

users in the group.   

Use the In this group list box to toggle between showing 

encoders and users in the group. 

Step 3 – Use the Add encoder to group menu option to select 

the desired encoder accounts to add to the group. 
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Step 4 – Use the Add user to group menu option and select 

the first user.  

This will then display the Manage user roles page which 

allows for the selection of the user’s role. To view the 

permissions a role will grant, click on the role’s icon. 

The bottom section of the page lists all the roles available on 

the system, which can be assigned to the user by using the 

plus icon. 

The middle section of the page lists the roles assigned to the 

user (this should be empty to start with). To remove a role, 

use the delete icon. 

Note: Only permissions applicable to Encoder usage will be 

granted to the user, as the scope has been limited to a group.  

For example, granting the user the Administrator role will 

allow the user to administer the encoders within the group, 

but will not allow the user to administer the user accounts in the domain or provide any server-wide permissions. 

It is possible to assign multiple roles to a user, which creates an additive effect granting the user all the permissions 

(applicable to encoders) contained within each role. 

Repeat Step 4 to add each user to the group.  The role granted will be applied to every encoder in the group.  

 

 User settings 
Automated account management e-mails under User Settings 

allows emails to be triggered for the below scenarios: 

 E-mail changed 

 Password reset 

 New user 

 

 

You can Enable / Disable Automated account management e-mails for 

the server under Edit settings.  

E-mail template (Subject & HTML body) for all 3 scenarios can be 

changed. 

 

Clicking on Reset default template, ignores the changes made by 

user and retrieves the default template. 

 

Note: Automated account management emails may go into 

Junk/Spam folder.  
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 Encoder 

Vodafone Business Surveillance Server employs strict security rules, ensuring that before encoders can connect to 

the server it has appropriate login credentials to the server.   

All encoder accounts must exist within a domain – an encoder account cannot be created at the server level. 

 Managing encoder accounts 
From the domain homepage click the Encoders icon to open the encoder’s page, which lists all encoders in the 

domain and provides the ability to create a new encoder account using the Create one encoder menu option. When 

creating an encoder account, it is possible to enter a description which will be displayed as a subheading underneath 

the encoder’s name.  

The encoder list uses colour and a status string to indicate the encoder’s live status: 

 

The encoder is online, licensed and ready to use 

 

The encoder is sleeping – click icon to view the wake-up time or to cancel sleep 

 

The encoder requires attention before it will be ready for use, e.g. assigned the wrong licence type 

 

The encoder is offline and the account may require attention, e.g. assigning a licence 

 

The encoder is offline, but has a valid licence 

To open the details page for the desired group, select the appropriate item from the list. 

 

It is also possible to search for an encoder from the domain homepage, by entering part of the encoder’s name within 

the search box.  The page will then find all assets (groups, encoders and users) within the domain that match the 

search string.  Select the desired encoder from the search results to go directly to the detail page for the encoder. 

Tip: Version 7.2 introduces the ability to quickly create multiple encoder accounts using the Create multiple encoders function.  It 

is possible to either specify a single password to use with all supplied encoder names, or to individually specify a unique password 

for every account. 
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 New encoder account details page 
Once created, the encoder’s detail page will show that the encoder is offline and is unlicensed. 

In addition to requiring an account to connect to the server, an encoder also requires a licence be installed on the 

server. 

While some encoders can automatically obtain a licence from 

the server on first connection, certain licence types must be 

manually assigned (either using this page, or from the 

encoder’s web configuration).  This is because they are 

licensed per-camera input, and several licence levels are 

available (offering different levels of functionality). 

Click on the Licence icon to open the encoder’s licensing 

page and use the Edit Licence menu option to select the 

appropriate licence (and if appropriate, the number of camera 

channels to enable on the device. 

If a licence is set using this web page, then the encoder’s web configuration interface cannot override the licence 

choice. 

 What Vodafone Business Surveillance licence does each product require? 

 Vodafone Business Surveillance Mobile Licence (one per encoder) 

Mobile Encoder for iOS and Android  

 Vodafone Business Surveillance Lite, Enhanced or Enterprise Licence (one per camera channel) 

IP Series   HD-IP200 

 

 Use the encoder account details to configure the encoder 

Once the encoder account has been created and, if necessary, a licence assigned the encoder should be configured 

using the details of the server.  Refer to the encoder’s hardware installation guide for details on how to configure the 

encoder, however you should have the following information to proceed: 

 The server’s external IP address 

 The server’s encryption fingerprint (available from the server homepage) for web-based configuration 

 The server’s encryption pack (available from the server homepage) for USB-based configuration 

 The encoder name 

 The encoder password 

Once configured the encoder should attempt to connect to the server, logging in using the account details provided.  

If successful, the encoder will appear with a green status icon in the encoder list. 
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 Online encoder configuration options  
When an encoder is online the encoder details page will contain a number of new icons, each signifying the status 

and settings for an area of functionality on the encoder. 

Each encoder model supports different 

levels of functionality and features - the 

options available on this page will 

change depending on the model of 

encoder and the firmware that is 

installed on this encoder. 

Additionally, the user performing 

configuration of the encoder must have 

been granted the appropriate 

permissions within each section. 

The following sections provide an 

overview of each configuration section 

and how to use it. The pages shown 

should only be treated as examples, 

given the difference between encoder 

products - refer to the encoder’s 

manuals for more complete information 

on how to configure and get the best out 

of a specific encoder.  

The network profile sub-section details 

the connection type for each encoder. 

Bandwidth for the encoder is capped at 

200Kbps & 500Kbps for mobile and fixed 

line connections respectively. 

 

Note: SMS is disabled on the server and 

hence the feature will not work. 
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 Alarm Management 

 Introduction 
Vodafone Business Surveilance (VBS) introduces a new centralised alarm management service, with a simple rule 

editor built into the Vodafone Business Surveillance Client. It allows users to create rules that follow this simple logic: 

 

 

 

 

 

 

Individual encoders support different kinds of triggers and actions, but Vodafone Business Surveillance Client will 

automatically detect the encoder's capabilities and settings to ensure only valid options are shown to the user. 

 Sample use cases 

The following sample rules provide examples of the different ways the alarm management rules can be utilised. 

Example 1 - Sending an SMS to security guard when a SafeZone-edge camera alerts 

Example 2 - Send all team members an iPhone alert if the encoder is overheating 

Example 3 - Start recording and move the camera to preset 2 if RDC ground sensor 1542 detects a vehicle 

 Alarm Rule Options 

VBS Server contains a rule management service that monitors incoming alarm events from encoders, matches 

them against a set of user definable rules and, if matched, performs alarm actions on the encoders and alerts end 

users that a rule has been matched. 

With alarm rules it is possible to: 

 have multiple rules per encoder 

 have multiple alarm events per rule - all events within a rule must trigger for the rule to be matched 

 match multiple alarm events in ‘any order’ or ‘a particular order’ AND  within a certain time interval 

 have multiple alarm actions per rule 

 have multiple notifications per rule 

 use the same alarm event, action or notification in multiple rules 

 Creating Alarms 
There are a number of steps a user must perform to create alarm rules: 

1. Configure and connect the encoder to the VBS Server 

The encoder must be online to create rules 

2. Using the VBS Server web interface, configure the encoder and enable alarm triggers/sensors as required 

This ensures that the rule editor will add each trigger/sensor to the list of available alarm triggers 

an alarm event is triggered on an encoder 

IF 

perform an action on the encoder 

THEN 

alert one or more user(s)  

AND/ORR 

(e.g. an RDC node detects a 

person or the camera is 

disconnected) 

(e.g. begin recording or move the 

camera to a PTZ preset) 

(e.g. send an SMS, e-mail or push 

notification to one or more users) 
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3. Using the VBS Server web interface, ensure any users (who are to be notified) have the appropriate 

communication options and preferences set. 

This ensures the system knows how to contact each user when required 

4. Using the VBS Server web interface, grant end-users the appropriate permissions to edit rules. 

There is a new permission available to grant specific users the ability to edit alarms rules 

The following sections explain each step in further detail. 

Note: To utilise all of the communication capabilities within VBS Server, the System Administrator may need to 

configure the appropriate settings for SMS, email and push notification using the Server web interface. Refer to the 

VBS Server user guide. 

 

 Step One – Configure and connect encoder to VBS server  

To create an alarm rule on VBS Server it is necessary to connect the encoder to the server. This is done in the normal 

way by: 

 creating an encoder account within VBS Server  

 configuring the encoder to connect to the server using the newly created encoder account 

 Step 2 – Initial Alarm set-up 

Once the encoder is connected to the server it is usually 

necessary to enable the alarm triggers and sensors that will be 

used within any desired alarm rule.  

To add alarms, the administrator will have to navigate to the 

required encode and into “create alarm rule”. At this point the 

admin will be instructed to enter a name for the alarm. 

Henceforth, the previous “If, Then, And/Or” logic applies.  

 

 Step 3 – Selecting Alarm trigger 

The administator will then be presented with three different 

categories of alarm triggers. Depending on the use case, click 

on the most relevant type of trigger. Once selected, further 

specific triggers will be displayed with that type of trigger. 

Once selected, click “add”. 

 

 

 

 Step 4 – Alarm action  

The “Do” part of the process is to setup an action to 

take if the alarm is trigger. Administrator is 

presented with the actions/ options to take. 

Different actions require altering criteria to specify. 

For example, if the administrator chooses to record 

after the alert is triggered. They will have to select 

how long to record for after the alert is triggered. 
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 Step 5 – Notify  

There are different ways of notifying users of 

alerts. You can notify a whole group of users 

which the encoder is in, or just one specific 

user. The three types are: sms, email and 

push notifications. In SMS, the administrator 

will have to specify the users’ number and 

have rights to customise the message the 

user receive once the message is triggered. 

Supporting the message there are suggested terms which, when inputted, could specify the timestamp/ specific 

encoder/ title of alarm in the message. These terms can be used across all of the notifications. Once the all three 

parts have been submitted the alarm can be saved and deployed. 

Note: SMS is disabled on the server and hence the feature will not work. 

 

 Scheduled Actions 
There are a number of steps a user must perform to schedule actions: 

1. Configure and connect the encoder to the VBS Server 

The encoder must be online to create rules 

2. Using the VBS Server web interface, configure the encoder and enable alarm triggers/sensors as required 

This ensures that the rule editor will add each trigger/sensor to the list of available alarm triggers 

3. Using the VBS Server web interface, ensure any users (who are to be notified) have the appropriate 

communication options and preferences set. 

This ensures the system knows how to contact each user when required 

4. Using the VBS Server web interface, grant end-users the appropriate permissions to edit rules. 

There is a new permission available to grant specific users the ability to edit alarms rules 

The following sections explain each step in further detail. 

Note: To utilise all of the communication capabilities within VBS Server, the System Administrator may need to 

configure the appropriate settings for SMS, email and push notification using the Server web interface. Refer to the 

VBS Server user guide. 

 

 Step One – Configure and connect encoder to VBS server  

To schedule an alarm on VBS Server it is necessary to connect the encoder to the server. This is done in the normal 

way by: 

 creating an encoder account within VBS Server  

 configuring the encoder to connect to the server using the newly created encoder account 

 

 Step 2 – Initial Action set-up 

Once the encoder is connected to the server it is usually necessary 

to enable the action triggers and sensors that will be used within 

any desired action rule.  

To add actions, the administrator will have to navigate to the 

required encoder and into “create scheduled action”. At this point 

the admin will be instructed to enter a name for the action. 

Henceforth, the previous “If, Then, And/Or” logic applies.  
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 Step 3 – Selecting Action trigger 

The administator will then be presented with three different frequencies of 

action triggers. Depending on the use case, click on the most relevant type of 

trigger. Once selected, further specific triggers will be displayed with that type 

of trigger. Once selected, click “Save”. 

 

 Step 4 – Action  

The “Do” part of the process is to setup an action. Administrator is 

presented with the actions/ options to take. Different actions 

require altering criteria to specify. For example, if the administrator 

chooses to record after the action is triggered. They will have to 

select how long to record for after the action is triggered. 

 

 

 Step 5 – Notify  

There are different ways of notifying users of action. You can 

notify a whole group of users which the encoder is in, or just 

one specific user. The three types are: sms, email and push 

notifications. In SMS, the administrator will have to specify 

the users’ number and have rights to customise the message 

the user receive once the message is triggered. Supporting 

the message there are suggested terms which, when 

inputted, could specify the timestamp/ specific encoder/ 

title of alarm in the message. These terms can be used across all of the notifications. Once the all three parts have 

been submitted the alarm can be saved and deployed. 

Note:  

1. Alarm Scheduling allows alarms to be trigged between certain times. In addition to record on alarm and 24*7, 

schedule recording gives certain times to always record on top of on alert recording. 

2. SMS is disabled on the server and hence the feature will not work. 

 

 Contact Preferences 
Administrators can customise the users contact details from inside 

the users sub-section on the landing page. Once a user has been 

selected, the administrator can enter their email address and SMS 

number (making sure to add their international code, e.g. +44, at the 

start). The administrator is also able to view if the user has enabled 

the push notifications on the client.  

 

Note: SMS is disabled on the server and hence the feature will not 

work. 
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 Monitoring Alarms 
Once the desired alarm rules have been created the next step is to monitor the encoder for alarm alerts.  Once the 

alarm event conditions for a rule have been matched VBS Server will send alerts in accordance with the instructions 

within the rule. 

For example, a user who has SMS enabled in their contact details will receive an SMS containing the message set by 

the creator of the rule: 

 

 

 

 

 

 

 

  

 Alerts within VBS Client 

A user who is running VBS Client will be aware of any incoming alarm alerts by monitoring the Alerts pane.  This is 

available on both the VBS Client home page, or by selecting a layout with an Alert pane. 

 

The Alert pane will display both historical alerts and new alerts.  If there are more than 30 historical alerts then the 

first 30 are displayed.  Alerts have three different states: 

 New 

 Acknowledged 

 Closed 

By default the Alert pane only displays New and Acknowledged alerts (this can be changed from the Settings cog at 

the top-left of the pane).    
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When an alert is added to the list only a summary is displayed, showing the subject entered when the rule was 

created.  For fuller details on the alert, including what event triggered the event click the small down arrow on the 

right of the alert – this will expand the alert: 

 

 Changing an alert state 

When a user receives and alert they can signal to other users that they are dealing with the alert by changing the 

state from New to Acknowledged.  Click on each alert to be acknowledge then select the Change to 

Acknowledged button. This will change the state of every selected alert – VBS Server will then update all other 

running VBS Client users with the live state of the alert. 

Similarly the user can then signify that the alert has been dealt with by changing the alert from Acknowledged to 

Closed to signify that the alert has been dealt with. 

 

 Bulk changing alert states 

It is possible to quickly clear multiple alerts using the bulk change tool.  Ensuring no alerts are selected, click the 

Change All button.  This will present a dialog offering the option to bulk change either: 

 All downloaded alerts – VBS Client by default only downloads the last 30 historical events. 

 All historical alerts – even those still on the server. 

To clear all Alerts it recommended perform two steps – firstly convert all New alerts to Acknowledged, and then 

convert all Acknowledged alerts to Closed.  

Bulking changing large numbers of alerts can take some time.  The server will work in the background to perform the 

bulk update and notify the client when complete – any alerts in the Alert Pane will then be updated with the new 

state.   

 

 Push notifications 

iOS and Android users will also receive push notifications to alert users who are not currently running VBS Client.  

Opening the notification will open VBS Client, automatically selecting the correct encoder video stream to view. 

 

Note: SMS is disabled on the server and hence the feature will not work. 

 

 Map API 

The new Map API version is 7.3.3(build 349).  

There is no functionality change and the sole 

change is to utlize the new map styling engine.  
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 Device Status 

The first section provides a high-level overview of the encoder, with a summary view of: 

 Encoder model name – click to view the status and 

diagnostics pages (see next section) 

 Communications bearer – click to view the history of the 

encoder’s communications bearers and their connection to the 

server. 

 Firmware version – click to view the encoder’s current 

firmware version, and to upgrade the encoder to a newer 

firmware 

 Vodafone Business Surveillance licence – click to view the encoder’s assigned Vodafone Business 

Surveillance licence and any licence extensions (e.g. Safezone-2D licence extensions) 

Additionally, the right hand options offer the ability to review which users have been granted direct access to the 

encoder, a list of who is currently viewing the encoder, and access to the encoder’s event log. 

 

 Status and diagnostics page 
The encoder’s Status page displays useful information about the current status of the encoder, including: 

 Encoder firmware version 

Use the Upgrade firmware menu option to 

select from the compatible firmware on the 

server (firmware can be uploaded to the 

server by server-wide administrators). 

 Encoder model and serial number 

 Input Voltage 

 Internal CPU temperature 

Connection details: 

 The communications bearer currently being 

used to connect to the server 

 The primary and secondary communications 

bearers 

 Secondary information on the 

communications bearers (e.g. the LAN MAC 

address) 
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 Video 

The Video section lists all of the cameras/video inputs that are available on the encoder.  This can include: 

 Physical camera inputs  

(e.g. PAL/NTSC composite input or HD-SDI) 

 Built-in cameras  

(e.g. mobile phone cameras, Q800 dome) 

 IP Cameras  

(added during initial configuration) 

 Video layouts 

(e.g. Picture-in-picture or Quad-view) 

The right section offers additional settings (which may only appear on certain encoder models) for configuring the 

recording, audio and PTZ settings – these are described in the following sections. 

If a user selects one of the listed video inputs they may be offered several options: 

 Enable/Disable the channel 

This determines if the video input should be listed as an available channel within viewing clients 

 Make the input Available for recording 

Should this video input be recorded when the encoder is instructed to record (either through 24/7 recording 

or recording on alarm). 

For non-IP video inputs it is possible to set various recording parameters (e.g. frame-size, recording quality) 

 Audio source 

On encoders with physical audio inputs it is possible to associate audio inputs with a corresponding video 

input – this affects both live and recorded video stream. 

 

 PTZ settings 
The encoder’s PTZ settings page allows the user to configure the 

PTZ settings (for non-IP cameras).  

For encoders that support composite or HD-SDI cameras the user 

must manually configure the PTZ protocol and port using the 

Configure PTZ menu option.  Refer to the camera manufacturer’s 

documentation to determine the appropriate settings. 

For encoders that support IP cameras, PTZ is set up automatically 

when adding the camera using the encoder’s local web interface 

(and, as a consequence, this menu option is not available). 

 

 Audio settings 
The encoder’s Audio page allows the user to configure the settings used for transmitting live audio with the video 

stream.  Depending on the model it may be possible to configure: 

 Audio Streaming enabled/disabled 

 Stereo audio enabled/disabled 

Note: audio requires a share of bandwidth used by the encoder to transmit video. If stereo is enabled the bandwidth required for 

audio doubles. This will reduce the amount of bandwidth available for video. 
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 Recording settings 
 The first setting controls how the encoder should behave - 

encoders can operate in one of two Recording modes: 

 Always recording 

Recordings should be made 24/7, regardless of any 

alarm rules 

 Record on alarm action 

By default the encoder should not record, and the 

user must create alarm rules to initiate recording 

(usually for a fixed duration). 

Additionally, several other options can be present including: 

 Limit the maximum recording duration 

For legal reasons it is often desired/required to limit 

the number of days the encoder should retain 

recordings for. This setting does not guarantee that 

the encoder will record this many days (as this is dependent on the size of the disk), only that it will 

automatically delete recordings once they are over the duration specified. 

 Allow recordings to be viewed remotely 

This setting is deprecated, as the ability to control who has access to the remotely review the recordings 

should now be controlled through the use of User Roles. 

 

 Storage devices 
Within the Storage devices page the available recording devices are listed, along with their recording status.  Click 

on a device to display further information and options including the disk space available, the option to 

enable/disable recording to the device, and the ability to remotely erase all recordings on the device.  
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 Technical configuration 

Firewall Ports 

The following ports will need to be opened on any firewall, and port-forwarded to the Vodafone Business Surveillance 

Server’s PC to allow encoders and viewers to connect to the Vodafone Business Surveillance Server:  

Vodafone Business Surveillance Encoder and Client Ports 

 Port 9300 (UDP) – Encoder connection channel 

 Port 9300 + 9301 (TCP) – Viewer control channels (9300 unencrypted, 9301 encrypted) 

 Port 2048 (UDP) – Viewer video channel 

Vodafone Business Surveillance Server Web Management Portal (optional – if external access is required) 

 Port 9443 (TCP, HTTPS)  

Networking security can be a complicated subject - it is recommended that properly trained IT staff should 

perform this step to ensure the network security of your organisation is maintained. 

 

Browser compatibility  

Vodafone Business Surveillance Server management portal requires an HTML5 browser with JavaScript and local 

storage enabled. It is tested with: Internet Explorer 10+, and the latest version of Microsoft Edge, Firefox, Chrome, and 

Safari.  Other browsers may work but are unsupported. 
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