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Vulnerability Management Services (VMS) has a team 
of autonomous, veteran hackers hired to break into 
organisations and uncover vulnerabilities that criminal 
attackers may use for personal gain. Vulnerability 
Management Services (VMS) can be used to prioritise 
and help remediate each organisation’s most critical 
vulnerabilities. Prioritisation is based on several 
factors, including whether the vulnerability is being 
weaponised by attackers or the criticality of the 
exposed asset. 

VMS is a consulting service, combining patent-pending 
tools with offensive security expertise. Using data 
science to perform correlation across potentially 
millions of records, the purpose-built automation 
enables security leaders to prioritise the remediation 
of critical vulnerabilities, using a true risk-based 
approach, giving organisations a real view of the  
threat landscape.

Vulnerability  
Management Services
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What is the service?

Vulnerability Management Services (called “VMS” 
Services) is a vulnerability management service 
designed to provide the customer with a fully 
managed scanning solution. 

Internal scanning allows the customer to identify 
potential security vulnerabilities and exposures from 
within the customer’s enterprise network. Internal 
scans may provide a more thorough analysis of target 
machines by avoiding scan interference from firewalls 
and other security devices.

A portal is supplied to provide access to an 
environment (and associated tools) designed to 
monitor and manage the security posture by merging 
technology and service data from multiple vendors 
and geographies into a common, web-based interface. 

The portal will: 

• Provide you with access to reporting capabilities 
for VMS which include:

• Number, types and summary of VMS requests/
tickets 

• Details of scans performed in a variety of 
predefined and customisable formats

• Tuning

• Scan scheduling and configuration

Provide you with access to the raw scan data of the 
results, available for thirteen months from date of 
creation in the MSS Portal whereby the you will be 
able to download reports as required.

As part of the service set-up:

• After the scanning product has been deployed, 
IBM XFR will help the client to operationalise their 
scanning tool to quickly realise their return on 
investment and begin to gain visibility and improve 
their security posture.

• Scan fundamental activities including

• Gain understanding of the client’s environment 
and priorities by reviewing current vulnerability 
scan design/deployment, reviewing existing 
scanning documentation and conducting 
discovery scans of the environment to determine 
and document baseline of IP addresses

• Configure scanning profiles and schedules based 
on the client’s security policies and requirements

• Document applicable scanning policies, processes 
and procedures, such as vulnerability scanning 
policy requirements, scanning/discovery 
procedures
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What do you use it for?

With increased scrutiny placed on managing security 
vulnerabilities efficiently, it is more important than 
ever to identify, prioritise and remediate truly critical 
vulnerabilities as they emerge. VMS provides the 
expertise, tools and intelligence to help organisations 
find and fix the vulnerabilities that elevate risk 
the most. This allows in-house security teams to 
remediate the most dangerous vulnerabilities quickly, 
reducing attackers’ window of opportunity to strike. 

The service resolves a number of issues  
for organisations:

Resource shortage

• Automated vulnerability prioritisation, requiring 
less in-house staff and resources 

Vulnerability differentiation 

• Ranking based on active exploitation and the 
importance of exposed assets 

Vulnerability validation 

• False positive verification, eliminating unnecessary 
remediation 

Remediation recommendations 

• Consulting from true subject matter experts in 
vulnerability identification, prioritisation and 
remediation

• Faster, more accurate remediation 
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What’s in it for you?

VMS can identify and prioritise organisations’ most critical vulnerabilities within minutes. Using a proprietary 
algorithm, it automatically ranks vulnerabilities based on asset value and weaponisation.

Most vulnerability ranking processes rely on Common Vulnerability Scoring System (CVSS) ratings that do not 
factor in weaponisation or asset importance. By continuously correlating threat and vulnerability data, which 
includes this additional content, VMS is able to prioritise vulnerabilities more precisely, pare down the number 
of critical vulnerabilities and single out the ones that carry the highest risk to the organisation. 

Traditional Ranking

• Too many “critical” vulnerabilities detected to effectively resolve

• High degree of false positives

• Time and resources spent remediating vulnerabilities that pose 
minimal risk

VMS Ranking

• High-risk ranking assigned based on active threats and asset 
importance

• Fewer false positives by validating whether vulnerabilities are real

• Prioritised, risk-based remediation 

Critical

High

Medium

Low

Informational

High

Critical

Urgent

Fix now

Medium

Low

Informational
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VMS works with any scanner and any level of service.

Flexible deployment

Choose any scanning tool, either IBM or client 
provided. Own responsibility for deployment 
and support or let us take care of it.

Remediation service packs

Choose a remediation pack of 20, 40 or 
60+ fixes. X-Force experts help guide the 
remediation process by providing how-to 
instructions, verifying each vulnerability is fixed 
and continually prioritising the next to be fixed.

Modular service options

• First time discovery scanning and scan 
profile set-up

• Data validation, including monthly false 
positive removal

• Vulnerability rating

• Remediation lifecycle management from 
ticket creation to completion

• Ad-hoc scan requests

• Executive vulnerability management 
workshops

What’s included in Vulnerability 
Management Services?



PRODUCT BROCHURE Vulnerability Management Services8

Automated  
vulnerability ranking 

• Extract and organise vulnerability data 
and exploits from multiple unique 
sources, using the same intelligence 
sources hackers use to determine 
which vulnerabilities are actively being 
weaponised, allowing organisations to 
protect valuable assets

• Correlate exploits using data science to link 
ongoing attacks with vulnerabilities  
in targeted hosts 

• Rank vulnerabilities based on active 
weaponisation and the relative importance 
of the exposed systems, applications  
and other assets, allowing organisations  
to prioritise what they protect, based on 
hard facts

Automated ticket  
creation and remediation 

• Create and track remediation tickets in an 
organisation’s own ticketing system with 
tracking and lifecycle management 

• Provide remediation guidance with a 
risk-based remediation plan, specific 
instructions and support to identify asset 
owners and speed fixes for vulnerabilities 
with imminent threats 

• Escalate tickets as threats increase and 
become more serious 

Automated reporting  
and process improvement 

• Improve vulnerability management 
processes and identify gaps using  
data analytics 

• Generate reports on demand or according 
to schedule to track vulnerability data and 
monitor remediation status 
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Vodafone Group is one of the world’s largest telecommunications 
companies and provides a range of services including voice, 
messaging, data and fixed communications. Vodafone Group has 
mobile operations in 25 countries, partners with mobile networks  
in 42 more and fixed broadband operations in 19 markets. As of  
31 December 2018, Vodafone Group had approximately 700  
million mobile customers and 21 million fixed broadband 
customers, including all of the customers in Vodafone’s joint 
ventures and associates.

By connecting people, places and things, Vodafone Business helps 
businesses of all sizes to succeed in a digital world. Our expertise 
in connectivity, together with our leading IoT platform, multi-cloud 
solutions, digital services and global scale, delivers the results 
customers need to help them progress and thrive. We are a trusted 
partner to businesses of all sectors and public services around the 
world, and work side by side with them to understand the unique 
challenges they face and the goals they want to achieve.

For more information, please visit: www.vodafone.com/business

Why Vodafone?

www.vodafone.com/business
Vodafone Group 2019. This document is issued by 
Vodafone in confidence and is not to be reproduced 
in whole or in part without the express, prior written 
permission of Vodafone. Vodafone and the Vodafone 
logos are trademarks of the Vodafone Group. Other 
product and company names mentioned herein may 
be the trademark of their respective owners. The 
information contained in this publication is correct 
at the time of going to print. Any reliance on the 
information shall be at the recipient’s risk. No member 
of the Vodafone Group shall have any liability in respect 
of the use made of the information. The information 
may be subject to change. Services may be modified, 
supplemented or withdrawn by Vodafone without prior 
notice. All services are subject to terms and conditions, 
copies of which may be provided on request.

Next steps

If you want to discover more about Vulnerability Management 
Services, please contact your Account Manager.

http://www.vodafone.com/business
http://www.vodafone.com/business
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