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MiFID II and mobile recording:
from challenge to opportunity

Ready?
The future is exciting.
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PwC’s latest study on the regulatory industry  
shows1 that compliance professionals of the 
future will help:

•  Build resilient business strategies

•  Monitor and advise on new regulations 
using advanced data analytics

•  Assess the viabilities and vulnerabilities  
of changing business models

• Guide their company as it weathers 
change. 

One regulation that’s set to bring about new challenges 
– and changes – is MiFID II. And a particularly vital 
element of MiFID II is mobile recording.

While complying with MiFID II might prove difficult, it 
also presents opportunities: to enable flexible working, 
reduce risk and expense through minimised personal 
phone usage, and demonstrate governance.

This eBook will both provide information on MiFID II 
compliance, and empower you to turn the challenges 
of MiFID II and mobile recording into opportunities – 
driving new efficiencies for your organisation.

One to two thirds of FCA-regulated organisations 
are already recording some employee mobile 
communications.  Perhaps you’re among them.  
Or perhaps your company isn’t purely financial,  
and this is the first time you’ve been required to 
comply with a regulation like MiFID II.

Whatever your situation, you’ll now need to make 
sure you’re recording mobile calls efficiently, 
storing them securely, and controlling their access 
effectively. So, are you ready to rise to the challenge?

According to MiFID II:

•  You must record communications, including 
telephone calls (fixed line or mobile), text 
messages, instant messages and emails

•  You’ll need to keep all recordings for a minimum 
of five years, increasing to seven if requested 

•  You’re required to tell customers that 
communications are being recorded, and  
must be able to provide them with recordings  
if they ask

•  You’ll have to make recordings securely 
accessible, and guarantee they cannot be 
amended or tampered with.

Mobile recording, 
compliance and 
MiFID II
There’s no doubt about it:  
your role is evolving. 
Today, you’re required to not only ensure your 
organisation meets the increasingly stringent 
regulations of your industry and the wider 
business world, but also manage the change  
that comes with this compliance.

And that change can be huge – fundamentally 
affecting the way your entire company works.

INTRODUCTION

1 https://www.pwc.com/gx/en/services/advisory/consulting/risk/resilience/publications/compliance-in-2025-technology.html
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Some businesses use a service provided by a 
third-party mobile network operator (MVNO) to 
record their calls. However, this can cause call delays 
and add unnecessary complexity to the process.  
It often requires data transfer, too – which can create 
vulnerabilities and security problems.

You can avoid these issues by having a robust 
solution integrated into a mobile network – an aptly 
named in-network solution – with recordings saved, 
stored and managed in the cloud.

A solution like this means that, as well as  
complying with MiFID II, you can:

•  Cut complexity and improve the  
end-user experience  
In-network options remove call delays, giving 
your employees a more seamless, positive 
experience. They also put you in control of your 
mobile recordings, so you can manage them in  
a way that’s convenient for your business

• Reduce risk  
  You can remain secure by avoiding unnecessary 

data transfer and removing the need to make  
infrastructure changes or store files locally – 
where they could be tampered with or accessed 
without authorisation

• Save money 
  Cloud storage is flexible. It doesn’t usually require 

any large upfront or maintenance costs, and 
offers capacity (and therefore cost) that adjusts 
to your needs

• Make life easier 
  The regulatory process becomes smoother 

for everyone when you can share recordings 
through a secure portal.

Balancing security 
and flexibility
Safeguard your business  
when recording mobile calls
MiFID II, and in particular mobile recording,  
creates an interesting conundrum. How can 
you make your recordings durable and securely 
accessible, while ensuring files are under your 
control and can’t be altered or deleted?

SECTION 1

95%

of Vodafone Network Mobile 
Recording customers choose  
to use the Vodafone Cloud.2

2 Vodafone Network Mobile Recording New Verticals and Features, page 2
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With the right solution, you can:

• Improve secure access to call information 
  Storing and managing all your call recordings  

in a single location means anyone who needs  
to can access them securely

• Search recordings quickly 
  You can use advanced analytics tools to look  

for particular conversations, or even specific 
phrases in those conversations

• Assist in regulatory enquiries 
  Your job becomes easier when you can find  

the recordings regulators need, fast

•  Identify potential problems before  
they happen 
 By assigning ‘red flag’ keywords and setting 
alerts that inform you when they appear in 
conversation, you can take action to handle 
potential problems before they escalate

• Analyse conversations 
  MiFID II requires compliance teams to proactively 

monitor calls. Features like keyword search and 
recording ‘A’ and ‘B’ parties separately make it 
simpler and faster to analyse calls

• Provide secure data access 
  You can empower your team, and those  

across the wider organisation, by offering secure, 
playback-only access to the right people at the 
right time.

Look ahead
Work proactively and 
stop potential problems 
in their tracks
Effective mobile recording gives you the  
power to not only comply with MiFID II,  
but also provide a proactive service to the  
wider business – identifying and addressing  
regulatory issues before they become 
problematic, and demonstrating added  
value within your role.

SECTION 2
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How informed are you about GDPR?

Only 43% of IT professionals in the UK, and 36% in 
the rest of the EU, claim to be informed about GDPR. 

How prepared are you for GDPR?

Currently, just 2% of those in the US, 5% in the UK, 
and 2% in the rest of the EU believe they’re fully 
prepared for it GDPR.

GDPR requires you to provide adequate control  
of any personal data you hold. In terms of MiFID II,  

this includes details from, and transcripts of, their 
calls with you – as well as any personally identifiable 
information stored on a call recording.

Instead of purchasing a solution to comply with 
MiFID II and then having to invest in another  
as soon as a different set of rules comes into force, 
consider an option that can help you prepare for 
MiFID II, GDPR and the next raft of regulations.

An effective in-network mobile recording solution 
will enable you to store, access and search through 
call recordings quickly and easily using keywords, so 
you can comply with regulations now and in future.

Beyond regulations

MiFID II focuses on the activities of investment 
companies, and extends into verticals such as 
mortgage advice and insurance. However, an effective 
in-network mobile recording solution isn’t purely for 
the financial services sector, nor only there to meet 
regulatory obligations alone.

The ability to record mobile calls, both for office-based 
staff and those in the field, is proving to have other uses 
and applications. 

Examples include: councils wishing to monitor the 
communications of social services staff; lawyers using 
recordings for client care and diligence; and sales 
companies ensuring their staff are not engaging in any 
conversations that could be deemed mis-selling.

Clearly, features such as keyword searching will make 
mobile recording a more useful, time-saving business 
tool. And one that’s not simply confined to regulated 
industries. It’s also likely to be used to improve 
processes in a range of businesses beyond financial 
services to protect staff, customers and brands.

Ready for increasing 
regulation
Prepare for the rules  
of tomorrow, today
We live and work in an increasingly regulated 
environment. No wonder, considering we’re 
dealing with new technological developments 
and ever-growing data volumes – in your case, 
customer data.

The next big regulatory milestone after the 
deadline for MiFID II is the introduction of the 
General Data Protection Regulation (GDPR)  
in May 2018.

SECTION 3

5% 
in the UK

2% 
in the US

2% 
rest of EU

43% 
UK 

36% 
rest of EU
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When customer experience plays such a huge part in 
your success, and your competitors are ready and waiting 
for their chance, you need to make sure every customer 
receives satisfying, timely service – and swift resolution of 
any disputes. 

By recording mobile calls effectively as part 
of MiFID II compliance, you can also:

Resolution  
through recording
Deliver superior  
customer service 
By recording your mobile calls, it’s not just  
your business that will benefit – it’s your 
customers, too.

Think about the last customer dispute  
you dealt with, and more specifically, the 
resolution process. Was it robust and timely? 
What evidence did you rely on to help with  
the case? How satisfied was the customer  
once everything was concluded?

SECTION 4

Increase transparency  
Using your transcripts and 
recordings, you can prove 
exactly what was said and 
when – and at which end of 
the connection.

Boost customer confidence 
This transparency can improve your 
customers’ views of your business.  
And confident customers are 
satisfied customers.

Resolve disputes quickly 
You can then use these to 
accurately recall and act  
on events.

Make life easier  
for your employees 
Empower staff by giving them 
evidence to reference when 
dealing with complaints.

Save in fees  and compensation 
You can even avoid unjustified 
payouts  if you can prove, with 
recordings,  your organisation  
is innocent of any wrongdoing.
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An effective, in-network call recording 
solution can make things better for your 
wider business, too. I can empower you to:

•  Minimise personal phone usage 
By publicising that you’re recording employee calls, 
you’ll automatically discourage personal mobile 
usage – reducing risk and potentially saving your 
organisation money

•  Demonstrate governance, build trust 
Call recording demonstrates to stakeholders,  
staff and regulators that you’re taking security and 
transparency seriously. And for your customers,  
it helps build trust and confidence in all your 
dealings with them

•  Work flexibly, from home or abroad 
Your employees can work compliantly wherever 
they are, whenever they need to, with mobile 
recording functionality. An advanced solution will 
also support roaming, allowing staff to get their 
work done safely from abroad.

For you and your  
wider business
Work smarter and  
stay compliant
Implementing call recording will help  
you comply with a key aspect of MiFID II,  
and provide opportunities to improve  
other processes and practices.

SECTION 5
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After all, as well as assisting in a 
regulatory capacity, recordings of your 
communications can also drive you to:

•  Proactively identify and remedy issues  
by using keyword analysis and the ability to 
quickly search and access call recordings

•  Protect your enterprise from risk using secure,  
durable, yet easily accessible cloud storage

•  Reduce time spent on administrative 
compliance tasks, such as searching through  
recordings for evidence in case of dispute

•  Improve productivity and profitability  
with complete control of your data

•  Assist the wider business, increasing  
accessibility to useful call information

•  Build trust in your dealings with customers, 
stakeholders and regulators with a transparent, 
easy-to-use and secure call recording solution.

When considering a mobile 
recording solution, check whether  
it offers you:

•  Integration with the business device 
you’d like to record on, so you can get 
started simply and seamlessly

•  Role-based security so the right people  
can access the right data, without risk

•  Crystal-clear call quality for a great  
user experience

•  Call notification, ensuring parties  
understand what is being recorded  
and why

•  SMS recording to give a complete picture  
of communications

•  Secure cloud storage in dedicated,  
geographically – redundant Tier 1 data  
centres – with additional security features  
like triple encryption, UTC time stamping  
and data tagging

•  Seamless user experiences – no need  
to swap SIMs or change devices

•  Roaming overseas. With secure and 
compliant recording on business mobile 
devices and users, the solution can help 
employees work flexibly wherever they are.

Achieve compliance 
with the right 
solution
While you work to comply with stringent 
regulations like MiFID II and strive to meet the 
demands of your evolving role, it’s important that 
you consider mobile recording as a tool that can 
help you achieve both.

SECTION 6
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Vodafone Network Mobile Recording gives you the  
option to store your recordings on-premises or in the 
cloud, runs on our existing network and SIMs, and  
requires no software, apps or data connectivity to work. 
Plus, it integrates with your existing Vodafone agreements 
– so you can get started without having to worry about 
setting up new arrangements.

As well as this flexibility and simplicity, Vodafone  
Network Mobile Recording delivers remarkable speed,  
so once it’s purchased and deployed you can meet  
regulators’ demands – fast. For example, a keyword search 
that would usually take 24 hours can be completed in just 
three minutes.

Employees will enjoy the best end-user mobile  
experience around, with outstanding call quality,  
a seamless, intuitive experience and straightforward 
administration. You can use the intuitive Vodafone Hosted 
Portal to search through and play back recordings swiftly 
and securely. And with extensive support for both mobile 
working and roaming, your staff can feel confident they’re 
using the best service every time they make or receive 
calls. Even out of hours, or outside the office.

Contact your Vodafone Account 
Manager today to learn more 
and get started.

Investigate the 
options 
If you’re looking to  
implement mobile recording, 
there’s never been a better time  
to investigate the options 
available to you.
One of these is Vodafone Network Mobile 
Recording – the tried-and-tested solution  
of choice for many global banks.

CONCLUSION




