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A huge shakeup 

GDPR comes into  
effect on May 25th 2018.

It will place new demands on  
any business globally that holds 

personal data on citizens –  
 irrespective of whether that business  

is based in or out of the EU. 



Types of information 
to be added:

• Mental 
• Genetic 
• Economic 
• Cultural 
• Social

What counts as ‘personal’?
This definition is set to widen to anything  
that can identify an individual.

• Contact details 
• HR information records 
• Customer lists

Currently covered: 



A lack of readiness 

80% of businesses say they  
know little or nothing of the  

regulation details. 

Only 9% of IT and business 
professionals say they’re  
ready for the change.1

  1. Dell Global Survey GDPR.



If they violate:

• Basic principles of data protection 
• Consumer consent

What’s at stake?Businesses 
will be fined: 

If they fail to:

• Organise and file data 
• Notify authorities or  subjects  
 of a data breach within 72 hours 
• Carry out an impact assessment 

Businesses will be fined:

€10m
2% up to 

of annual 
turnover

or €20m
4% up to 

of annual 
turnover 

or



A question of trust
Aside from financial costs, reputations  
and brand loyalty are on the line. 

?

? ?

58% of consumers feel  
GDPR will give them more 

control over their data3. 

50% of consumers would 
not use a company that 
had lost personal data. 

This increases to 64%  
where financial information  

is concerned2.

  2. Gemalto   3. Trend Micro



Problems of awareness
Businesses struggle to find,  
delete or transfer specific pieces  
of data, leaving them open to fines.

Many individual departments,  
like marketing, who handle data  
are unfamiliar with data security  
and regulation.



Who’s responsible?
The business owner or CEO ‘owns’  
the data. However, any department 
handling it needs to ensure  
they’re compliant. 

Organisations that process large  
amounts of data need to appoint an 
independent data protection officer  
(DPO) to monitor their efforts. 

One of your first steps should be getting 
some guidance to help scope your  
GDPR compliance project.



Achieving compliance
Appoint a team to tackle your  
GDPR compliance. 

It should report directly to the board,  
chief risk officer, CFO or CEO. 

Data security and compliance  
is a board-level issue.



What sort of data you hold  
and which processes generate, 

use or save it.  

Platforms (such as Dropbox or Slack) 
that might hold data and determine 
which are in use (72% of CIOs don’t  

know how many unauthorised 
applications their employees use4). 

Employees who are using  
their own unsecured devices  

or cloud services. 

Shining a light on  
the situation 
To protect data, you need to know where and how 
departments are using it. This means identifying: 

4. Digitalist.com: The State of Shadow IT

http://Digitalist.com


Getting employees on board
Make sure all employees understand their responsibilities by  
assessing the risks and making them known. Your assessment  
should include:

Shadow IT Employee 
access

Password 
effectiveness

Management  
of cloud storage  
and file sharing 

services

Data transit Fragmentation  
of data
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Establishing your strategy
Once you know the risks, you need  
to decide how to mitigate them.  
Plan how you will:

•  Encrypt and pseudonymise data  
(replacing any identifying data fields with  
unique reference codes ) 

• Restore data availability in the event  
 of a breach or tech issue in a timely manner

• Ensure ongoing confidentiality, integrity  
 and availability of data processing systems  
 and services

• Regularly test security and assess  
 effectiveness

 



Demonstrating your efforts
You need to be able to prove that you’re keeping  
your data safe. Consider: 

Security  
software:  

Regularly install 
updates and patch 

vulnerabilities. 

Education:  
Provide best practice 

guidelines to help 
users avoid costly 
errors, especially 

around email.

Access 
management:  
Use tools such  
as multi-factor 

authentication and 
granular password 
management to 

ensure users only 
access data  
they need. 

Secure mobile 
access:  

Make sure  
employees are  

secure wherever 
they’re working, 
whatever device 

they’re using. 

Firewalls:  
Place network-based 

controls and anti-virus  
on all endpoints. 



No shortcuts
Article 30 of GDPR stresses that 
data protection must be built into 
infrastructure and processes. 

In the past, end-user agreements 
have been used to shift onus  
onto the public. This will no longer  
be possible. 

Under GDPR, end-user agreements 
must be simple enough to be 
understood by a child – and 
non-adherence becomes the 
organisation’s problem.  



In the event of a breach
If breached, you have just 72 hours  
to make appropriate notifications.  
You need plans for both mitigation  
and response. 

Awareness:  
Establish regular testing  
to support staff in 
demonstrating compliance.

Privacy by design:  
Make sure your processes, 
products and services are 
structured to keep data safe.

Incident management:  
Ensure you have procedures  
in place for a rapid reaction.



Why Vodafone
Vodafone has vast experience in securing  
the data of 480 million global customers.  
Examples of how we can help:

Enterprise Mobility 
Management :  

Have visibility and control  
of mobile devices accessing 

corporate resources, including 
applications and content 

management  tools.

Mobility Consulting Practice:  
We can help you devise the 
policies, controls and tools  

that will keep your data safe.  

Secure Network Gateway: 
Secure your internet 

connections and enforce 
corporate policy with next 

generation, enterprise-class 
protection. Without the need  

for new hardware.



Want to talk about  
cyber security? 

Contact your Account Manager
Phone +44-1635-813615
Email cybersecurity@vodafone.com

www.vodafone.com/business/security

mailto:cybersecurity@vodafone.com
http://www.vodafone.com/business/security
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